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Who?

  Company intro

  Speaker bios



We are your trusted 
European security 
partner, supporting 
businesses globally.

We help  threats so 
you can focus on 
what matters.

40,000 yearly 
take-downs of
malicious 
websites

24/7/365
continuous monitoring 
of security systems 
worldwide

135,000
incidents 
handled in 
2024

Over 3,100
multi-skilled 
cybersecurity
experts

Qualified:Leader in European 
Managed Security 
Services

Market Guide reports:

▪ Managed Detection and Response
▪ Incident Response and Digital Forensics
▪ Threat Intelligence
▪ Managed Security Services

€1.2
billion

turnover in 2024
+11.2% Y-to-Y

+50,000 
customers 
6,000 corporations
5,200 SMBs
38,800 SOHOs

In-house 
CERT

continuously feed into our 
threat intelligence data lake.

~500 
sources

Nice to meet you!



Delivering worldwide protection

France

Morocco

Egypt

Canada

USA

UK

Denmark

South Africa

Mauritius

Singapore

China

Switzerland

Poland

Norway

Sweden

India

UAE

Netherlands

Germany

Belgium

Malaysia

Working in proximity
With local footprint in 12 countries.

24/7/365 operations
Our Security Operation Centres 
(CyberSOCs) continuously monitor, 
our Network Operations Centres 
(NOCs) manage security products, 
and our CERT teams provide global 
threat insight.

A strong European anchorage
Compliance, protection, detection & 
response within easy reach.

CyberSOC in 14 locations

CERT in 9 locations

4 scrubbing centres to mitigate DDoS attacks

Orange Cyberdefense affiliates
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NOC in 17 locations
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Why?

  Past 36 years of OT attacks

  Current geopolitical climate



All reported* OT Attacks From 1988 to 2024

I DON’T KNOW WHAT HAPPENED 
HERE, AND AT THIS POINT, I’M 

TOO AFRAID TO ASK

39% attack increase in 2023 and 2024 relative to the prior 34 years

*Where 4 of 5 datapoints were known about the attack: Time (year), Location (Country), Victim (Sector), Adversary (Type), Initial access vector (N=166)



Who are the attackers?
Threat actor type, 1988-2023

Criminal

State sponsored

Insider

Unknown

Hacktivist

Unspecified hacker

Third party contractor



What are they targeting?
Attack categories year by year 

1a: IT targeted 1b: IT/OT targeted 2a: OT targeted, crude1c: OT targeted 2b: OT targeted, sophisticated



Depth of OT Targeted Attacks
Purdue Level Affected by OT-Impacting Cyber-Attacks



Current geopolitical climate
Escalatory hacktivism

3. Derbyshire et al. (Sept, 2025) From Protest to Power Plant: Interpreting the Role 
of Escalatory Hacktivism in Cyber Conflict www.arxiv.org/pdf/2509.05104

“These groups are unconstrained by 
diplomacy in the way states are, 
and unconstrained by ROI in the way 
cybercriminals are. 
This is going to get worse.”

- Ric Derbyshire, Principal security researcher 

www.enisa.europa.eu/publications/enisa-threat-
landscape-2025

“Hacktivists” are 
increasingly claiming 

OT attacks 

Threat actor examples: 
Z-PENTEST-ALLIANCE1

Mr. Hamza2 

1. Z-pentest-alliance investigation report
2. Mr. Hamza investigation report

Hacktivism evolution3:
‘85-’99: Digital utopia
‘00-’14: Anti-establishment
2014-today: Establishment
2022-today: Escalatory 
tactics and discourse

https://www.arxiv.org/pdf/2509.05104
http://www.enisa.europa.eu/publications/enisa-threat-landscape-2025
http://www.enisa.europa.eu/publications/enisa-threat-landscape-2025
http://www.enisa.europa.eu/publications/enisa-threat-landscape-2025
http://www.enisa.europa.eu/publications/enisa-threat-landscape-2025
http://www.enisa.europa.eu/publications/enisa-threat-landscape-2025
http://www.enisa.europa.eu/publications/enisa-threat-landscape-2025
http://www.enisa.europa.eu/publications/enisa-threat-landscape-2025
https://www.orangecyberdefense.com/fileadmin/global/CyberIntelligenceBureau/Gangs_Investigations/z-pentest/Z-Pentest_Alliance.pdf
https://www.orangecyberdefense.com/fileadmin/global/CyberIntelligenceBureau/Gangs_Investigations/z-pentest/Z-Pentest_Alliance.pdf
https://www.orangecyberdefense.com/fileadmin/global/CyberIntelligenceBureau/Gangs_Investigations/z-pentest/Z-Pentest_Alliance.pdf
https://www.orangecyberdefense.com/fileadmin/global/CyberIntelligenceBureau/Gangs_Investigations/z-pentest/Z-Pentest_Alliance.pdf
https://www.orangecyberdefense.com/fileadmin/global/CyberIntelligenceBureau/Gangs_Investigations/z-pentest/Z-Pentest_Alliance.pdf
https://www.orangecyberdefense.com/fileadmin/global/CyberIntelligenceBureau/Gangs_Investigations/z-pentest/Z-Pentest_Alliance.pdf
https://www.orangecyberdefense.com/fileadmin/global/CyberIntelligenceBureau/Gangs_Investigations/MrHamza/Mr_HamzaGroup.pdf
https://www.orangecyberdefense.com/fileadmin/global/CyberIntelligenceBureau/Gangs_Investigations/MrHamza/Mr_HamzaGroup.pdf
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How?

  Increase resilience

  Risk-based approach



OT Security is no longer an 

emerging concern – it’s a 

business-critical priority

As Nordic industries embrace connectivity and automation, the 

integration of IT and OT systems is accelerating. This convergence 

unlocks efficiency but also exposes critical operations to evolving 

cyber risks. 

OT security is now a core business issue, not just an IT challenge. 

This guide equips leaders with strategic insights to safeguard 

performance, reputation, and resilience.



What is OT?



What is OT
Overview

Operational technology (OT) consists of 
hardware and software systems that interact 
with the physical environment by monitoring 
and controlling industrial equipment, assets, 
processes, and events.

Any device designed for maintaining/controlling 
production, availability and safety should and 
must be identified and treated as Operational 
Technology (OT) devices, irrespective of its 
operating system, switch, or other 
specifications.



OT Systems 

are everywhere

We often tend to think of “Operational 

Technology” as technologies controlling 

industrial processing and production

– the very name implies this. But the field of 

OT is far wider than that. In fact, OT 

systems can be found in any kind

of industries and organizations.



OT – Security 

Target State

Current State

Does it work?
Do we have 
control?

Yes
No



Systematic Cybersecurity 
work for OT

Current state Awareness Strategic Plan Implementation Evaluation

1 2 3 4 5

Continuous improvement



‘Why is it important to work with OT 
Cybersecurity in the correct way

Mistakes in the initial stages can lead to 

vulnerabilities that are difficult to correct later.

▪ Risk identification and Prioritization

▪ Prevent Costly Mistakes

▪ Ensuring Safety

▪ Maintaining Operational Continuity

▪ Compliance and Regulation

▪ Building a Strong Security Culture



Key elements of an 

effective OT Security strategy

Establish separate but closely 

coordinated security policies for OT and IT. 

Provide cross-disciplinary 

communication and collaboration. 

Encourage regular communication 

between OT and IT teams.

Conduct joint IT/OT risk assessment to 

uncover shared vulnerabilities.

Align incident response plans 

across IT and OT teams.

Crosstrain IT and OT staff to build 

mutual security awareness. 

Set security goals and KPIs for 

IT and OT.

Standardize secure protocols and 

authentication in OT systems where 

applicable.



Information is a 
strategic asset

Establish 
governance to 
manage the 
information

Identify risks 
based on the 
information’s 

protection value

Requirements 
are created to 
address the 

risks

Solutions are 
developed to 

meet the 
requirements

Solutions are 
implemented

Solutions are 
monitored

▪ AI Security (Data, Model, Usage)

▪ Zero Trust Implementation

▪ Identify & Access Management

▪ Cloud  and Infrastructure Security

Governance Risk Compliance

NIS2 | CER | CRA | EU Data Act | EU AI Act

ISO 27001 | CIS Controls | NIST CSF | CMMC | ISO/IEC 62443

▪ Risk Management Strategies

▪ Security Policies and Directives

▪ Secure by Design architecture

▪ Asset Management

▪ Identity Management

▪ Supply Chain Management

▪ Data Governance

▪ Incident and Crisis Management

Security Awareness and Culture

▪ Security Awareness trainings (OT)

▪ NIS / NIS2 for Management

▪ Interactive Security Awareness training for 
management and organisations

▪ Adopting Security Policies and Directives

Security Operations and Posture Management

Detect and Respond Capabilities

▪ EDR / NDR / XDR / SIEM

▪ SOAR

▪ Managed Cyber SOC

▪ CSIRT

▪ Incident Rersponse and Recovery

▪ Forensics

Testing & Validation

▪ Vulnerability Management

▪ Attack Surface Managment

▪ Penetration testing on Applications and AD

▪ AI pentesting

▪ Technical Security Assessments

▪ Red & Purple Teams

Continuity & Recovery Capabilities

▪ Incident Response Plans (IRP)

▪ Business Continuity Plans (BCP)

▪ Disaster Recovery Plans (DR) 

▪ Business Impact Assessments (BIA)

▪ Perform Crisis Management exercises

▪ Tabletop Exercises / Dry Runs

Improve OT Resilience



NIS2



Information security 

policy1. 

Risk management 

policy2. 

Incident handling3. 
Business continuity /

crisis management4. 

Supply 

chain security5. 

Security in network and 

information systems6. 

Assess effectiveness of 

cybersecurity risk management7. 

Basic cyber hygiene and 

security training8. 

Cryptography9. 

Human 

resources security10. 

Access control11. 

Asset management12. 

Environmental and physical 

security13. 

Technical and methodological requirements.



Technical and methodological requirements.
OT perspective

OT security policy1. 

OT risk management 

policy2. 

Incident handling for 

OT3. 
Business continuity /

crisis management with 

OT focus
4. 

OT supply 

chain security5. 

Security in OT network and 

OT systems6. 

Assess effectiveness of OT 

cybersecurity risk management7. 

Basic cyber hygiene and 

security training for OT8. 
Cryptography within 

OT9. 
Human 

resources security 

within OT
10. 

OT access control11. 

12. 

14. 

OT asset management

Environmental and physical 

security connected to OT



Risk-based approach is essential for OT.

Awareness 

Training

Risk management 
framework

Change 

Management

Security 

Patching 

Network & Information 

System Security

Backup and 

Redundancy

Malware Protection

Vulnerability 

Management

BC / DR Plan

Supply Chain

Security

Procurement

Network

Segmentation
Assess Effectiveness of 

Cybersecurity Activities



Key Takeaways

▪ Identify your OT Systems.

▪ Think big and take small precise steps.

▪ Make sure to have a sparring partner who can follow 

your complete journey.

▪ Segmentation done in several steps.

▪ Be careful when choosing components and or software. 

Test, verify, validate.

▪ Be patient.



Thanks 
for 
listening!

Questions?
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Next up > Security Navigator 2026 Launch Event > December

▪ Get the ‘big picture’ of cybersecurity

▪ 100% first-hand information from the 17 SOCs 
and 14 CyberSOCs of Orange Cyberdefense

▪ Invaluable insights into the threat landscape

▪ Expert reports and technology reviews

▪ Vulnerabilities, attack patterns and statistics 
for your business size and vertical

Security Navigator
2026
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