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What is Extended Detection 
& Response (XDR)?
And why should we care…
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When Prevention fails, 
efficient Threat Detection & Response is key.

Source: NIST Cyber Security Framework

INCIDENT CHRISIS CATASTOPHYRISK
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We don't know if we are being 
compromised right now.
72% of security leaders think they may have been breached but don’t know it

The challenge from an organizations’ point of view…

Source: Vectra Research Study | Global : Fit for Purpose or Behind the Curve? - January 2022 - Based on interviews of 1800 IT security decision makers working at organizations with more than 1,000 employees across France, 
Italy, Spain, Germany, Sweden, Saudi Arabia and the US, and more than 500 employees across the Netherlands and Australia & New Zealand.

We don't know how to prioritize the 
threats that matter most.
79% of security leaders say vendor tools fail to live up to their promise

"

"

" We don't know how to keep 
pace with modern attacks.
83% of security leaders think traditional approaches 
don’t work for modern threats

The unknown
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The unknown is rooted in MORE

▼ More attack surface to cover
without adding more complexity

▼ More evasive attackers to detect
without creating more noise

▼ More skilled defenders to keep pace
without burning analysts out

How can security take on more without more complexity, noise and burnout

Evasive attacker methods
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How can you detect the earliest signs of a breach?
Attackers feed on the unknown.

Lateral movement

Endpoints Public Cloud Identities SaaS Applications Networks

Lateral movement Lateral movement Lateral movement

Expanding attack entry points

Faster attack progression to targets

IoT/OT

Lateral movement



6Orange Restricted

How can you detect the very latest attack techniques?
Attackers feed on the unknown.

The Pyramid of Pain
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100%

If only it was this easy…
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Different ≠ Bad
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Bad ≠ Different
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Modern SecOps is anchored 
to monitoring endpoints, networks & identities

Source: Applying Network-Centric Approaches for Threat Detection and Response
March, 2019, ID Number: G00373460

Network-based technologies enable 
technical professionals to obtain
quick threat visibility across an entire 
environment without using agents.

SOC Visibility 
Triad (XDR)

ENDPOINTSNETWORKS

IDENTITIES

DATA-LAKE
(SIEM)
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The Evolution of Threat Detection Tools

Anti Virus (AV) Next-Generation 
Antivirus (NGAV)

Endpoint 
Detection & 

Response (EDR)

Intrusion 
Detection System 

(IDS)
Network Traffic 
Analytics (NTA)

Network 
Detection & 

Response (NDR)

Security Incident 
Response 

Management (SIEM)

User Entity 
Behaviour Analytics 

(UEBA)
Identity Detection & 

Response (IDR)

XDR
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Example - SolarWinds - The Sunburst attacks

Endpoint

Identity

Network
Network
Network
Network

Identity

Identity
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ENDPOINTSNETWORKS

IDENTITIES

DATA-LAKE
(SIEM)

NATIVE INTEGRATIONS

Vectra AI – Extended Detection & Response platform
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Integration

Clarity
Know what to prioritize 
with Attack Signal IntelligenceTM

Control
Know how to get ahead and 
stay ahead of attackers

AI Prioritization

Coverage 
Know where you are
compromised right now

24/7 Services
Managed detection, response and 
training provide the skills and 
reinforcements defenders need

AI-enabled 
Operations

AI Detections

AI Triage

Network

2G | 20G | 50G

EndpointPublic Cloud

*

SaaS Identity

The coverage, clarity and control we defenders deserve

Vectra AI - Integrated Attack Signal IntelligenceTM

* Early Access Q3 2023
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