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1.Threat landscape of 2023
2.Hacktivism
3.What do we think this means? 



Hacktivism



(pro – Russian) Hacktivism
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Who attacks the Nordics & Why
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Anonymous Sudan – Jan 2023 NoName057(16) – Feb 2022

Who attacks the Nordics & Why



Geopolitical events in 2023 – the Nordics 
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January February

30/01
Anonymous 
Sudan attacks 
Danish
institutions

02/02
Norway forbids
Quran burning

03/02
Anonymous 
Sudan 
declares
cyberwar on 
Sweden

March

February & 
March
Anonymous 
Sudan 
attacks 
Sweden & 
Denmark 
heavily

March
UK forbids Quran
burning

#OpSweden



Geopolitical events in 2023 – the Nordics 
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February - May
NoName attacks 
Sweden due aid
Ukraine war

15th of April
Sudan 
conflict
breaks out

April May
June

28/6
Anonymous 
Sudan 
attacks 
Sweden 

#OpSweden



Geopolitical events in 2023 – the Nordics 
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#OpSweden

July

01/07
several countries, including Iraq, 
Kuwait, the United Arab Emirates, and 
Morocco, have summoned Swedish 
ambassadors in protest

20/07
Iraq expelled Swedish 
ambassador
Protesters storm the Swedish 
embassy in Baghdad 21/7

Quran burnings
in Denmark

August

29/7
Quran burning
in Norway

22/7
Danish Refugee 
Council office in
Basra in Iraq is 
set on fire

13/8
Quran burning
Sweden



What do we 
think this 
means?



• Hacktivism can have very different faces & hacktivist groups are very unpredictable

• We are observing a huge surge
• Especially true fot the Nordics -> Sweden & Denmark
• Europe

• We see direct & indirect connection with the Ukraine war + support

• We see a geopolitical entangle of cyber & physical events that are targeting countries & 
governments

• Its been evolving rapidly, both in form and capability
• RDoS
• 100 million requests per second 

Hacktivism in 2023



What do we do?



• Come to realize that hacktivism has become a tool of warfare

• They organize themselves into ’collectives’ and use each others resources
• Why don’t we?

• We need to be conscious about several things:
• It is THEIR narrative
• FUD
• Misinformation campaigns / information war / shaping public opinion & perception

•

Conclusion



Thanks

Diana Selck-Paulsson 
Lead Security Researcher


