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1.Threat landscape of 2023
2.Ransomware / Cyber-Extortion



Researching 
Ransomware / 
Cy-X



What is the problem ?

https://www.cyfirma.com/blogs/maze-ransomware-group-declared-successful-exploits-of-many-organizations-and-released-massive-data-on-public-site-in-one-day/
https://twitter.com/uuallan/status/1441936468729946114

https://www.cyfirma.com/blogs/maze-ransomware-group-declared-successful-exploits-of-many-organizations-and-released-massive-data-on-public-site-in-one-day/
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Orange Restricted
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Orange Restricted
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Orange Restricted
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What happens when your company is posted on a Cy-X leaksite?



Cy-X Threat
Landscape



Threats and actors observed 
Distinct threats and distinct actors over time
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Threats and actors observed 
Distinct threats and distinct actors over time
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Victimology



Cyber Extortion Victims
Distinct victims per country in 2023
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Cyber Extortion Victims
Distinct victims per country in 2023
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Impact to the Nordic countries
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Cy-X / Ransomware - Sweden 

Business 
Size

Employee 
Count

Small 1-49

Medium 50-249

Large 250+
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What to expect in the Nordics? 
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Attractiveness as victim:
§ Visibility. A large attack surface
§ Vulnerability. Poor cybersecurity practices
§ Inertia: ‘Data’ is easy to access and exfiltrate
§ Value: The value of the data to the victim
§ Access: The amount of time and space 

allowed to the attacker

Demotivate offenders:
§ Coordinated law enforcement effort
§ Reducing the flow of funds from victims
§ Targeted efforts to reduce criminals’ 

neutralization techniques Get suitable guardians in 
place:
§ Technical controls
§ ‘Social‘ guardians –

government, individuals, 
teams and groups



Thanks

Diana Selck-Paulsson 
Lead Security Researcher


