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What is the problem ?
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https://www.cyfirma.com/blogs/maze-ransomware-group-declared-successful-exploits-of-many-organizations-and-released-massive-data-on-public-site-in-one-day/

O] [ I [ A<IRA ]

Well, you are here. It means that you're suffering from cyber incident right now. Think of our actio
ns as an unscheduled forced audit of your network for vulnerabilities. Keep in mind that there is a
fair price to make it all go away.

Do not rush to assess what is happening - we did it to you. The best thing you can do is to follow o
ur instructions to get back to your daily routine, by cooperating with us you will minimize the dama
ge that might be done.

Those who choose different path will be shamed here publicly. The functionality of this blog is extr
emely simple - enter the desired command in the input line and enjoy the juiciest information that c
orporations around the world wanted to stay confidential.

Remember. You are unable to recover without our help. Your data is already gone and cannot be traced
to the place of final storage nor deleted by anyone besides us.

guest@akira:~% help

List of all commands:

leaks — hacked companies

news — news about upcoming data releases

contact — send us a message and we will contact you
help — available commands

clear - clear screen

guest@akira:~3%
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What happens when your company is posted on a Cy-X leaksite?

% MEDUSA BLOG

PUBLISHED Zp MEDUSABLOG

PFA Systems SECONDS
PFA SYSTEMS, Inc. was started over thirty years ago with a single

vision in mind, to provide reliable and nscientious service

to our Suppliers and Drivers.This vi

inues to carry on
from day one were a single operator company, to our
current fleet 14 states regionally and -
continuously work to establish trust between our clients and

drivers.\We specialize in Hazardous Bulk Liquid transport, but we

are not limited to 3 single product. We integrate cutting edge

safety practice and equipment to deliver the peace of mind our

customers have come to rely upon and expect,

W Downlest dxta now!

Wallick Communities

w Wallick Communities provides property management,
development, construction, and asset management for

WALLICK affordable housing and senior living communities. The
company was founded in 1966 and is headquartered in
New Albany, Ohio

@ Add time 1 day @ Delete All Data W Download data now!
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Threats and actors observed
Distinct threats and distinct actors over time
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Threats and actors observed
Distinct threats and distinct actors over time
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Threat Actor Activity
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Victimology



Cyber Extortion Victims

Distinct victims per country in 2023
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Cyber Extortion Victims

Distinct victims per country in 2023

Regional shift in the past 24 month
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Impact to the Nordic countries
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Cy-X/ Ransomware - Sweden

Business Size

Top 10 Accomma? Top 10 Industry
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What to expect in the Nordics?
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Thanks

Diana Selck-Paulsson
Lead Security Researcher
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