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Who we are

1 40.|. Freroe
Microsoft

Security certified L S
among 3,000+ experts

Microsoft Intelligent
Security Association

Microsoft

+8,700

customers
worldwide

24/7/365

continuous
monitoring of
security
systems
worldwide.

Leader European
Managed Security
Services.

The only representative vendor in
the Market Guides for Managed
Detection & Response, Managed
Security Services, Incident
Response & Digital Forensics and
Threat Intelligence

Very Strong
Performer
Global Managed
Security
Services

o Microsoft




Global Service Line and Portfolio Management

Portfolio Introduction Portfolio Projects Portfolio Maintenance

$399%)

Portfolio Pipeline Portfolio Catalogue Portfolio Retirement




Digitization has gone
ultra fast

Security has fallen
behind

Geopolitical situation
has changed

Zero-day
vulnerabilities patch
time up
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- Endpoint Detection and Response solution
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Microsoft Security: a comprehensive portfolio

Security Operations

Microsoft Sentinel:

Cloud native SIEM and Security
Automation, Orchestration &
Response

Microsoft Defender: Compliance and Privacy

Embedded protection, detection Microsoft Purview:
and response (XDR) Bl Microsoft Govern, manage and protect your

data

BB Security

Microsoft Priva:
Privacy risk management across
. the organization
Identity Management g
Microsoft Entra:

Secure Access across multi-cloud,
hybrid cloud and beyond




The Orange Cyberdefense end-to-end Microsoft security framework

= QOver 3000 security experts across the globe

Assess your security
solutions

Threat Protection = More than 140 Microsoft certified security practitioners

Security Operations :
Hybrid Clond Security spread across each region and over a decade of

Securing Identities experience in Microsoft security event data

Securing Assets

Securing Data

Manage and Investigate i i

P & Comprane = 200+ ethical hackers form our elite SensePost team
Risks

Automation Opportunities

9. Ethical Hacking = |In excess of 400 proprietary detection rules for Microsoft
products, developed overthe course of many years
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... align the
solutions to
desired outcomes
d to know if -
thoy are going to You do not need a Microsoft partner
deliver or not?

... ensure that

vourinvestments | YOU Need a strategic cybersecurity
support a broader adViSOI‘

security strategy
and roadmap?

(who knows Microsoft)




The Orange Cyberdefense end-to-end Microsoft security framework

Intelligence-led
security

to protect, detect

and respond

Assess — Advise —) Build —) 2{I}]

Assess your security Provide best practice and Configure and onboard Managed Workspace

solutions embed security strategy services Protection and Managed
Threat Detection [xdr] for

1. Threat Protection 1. Best practice utilization 1. Best practice Microsoft Defender 365
2. Security Operations 2. Best practice configuration and
3. Hybrid Cloud Security configuration preparation for Managed Threat Detection
4. Securing ldentities 3. Security Maturity managed services [log] for Microsoft Sentinel
5. Securing Assets Assessment 2. Operational handbook
6. Securing Data 4. Cloud Security Maturity to prepare and Managed Cloud Security for
7.

Privacy & Compliance 5. Risk Management model between client and Microsoft Entra

Risks
Automation Opportunities
Ethical Hacking

6. Cyber Resilience and and MSSP

Crisis Management

© ®

Incident Response Retainer
ensuring you are prepared to
handle major breaches
across your Microsoft

Manage and Investigate Assessment establish operating Microsoft Defender for Cloud
environment




Orange Cyberdefense advanced intelligence

Supercharging your protection, detection and response activities.

High accuracy
detections and
dynamic
blocklists for

== Microsoft enforcement
65 Trillion Orange Active Confirmed Hi-Fidelity
anal 500+ data cybegdefense : Attacker detection -
signals sources services probing infrastructure rules

daily

Reactive Proactive

Intelligence-led
security

to protect, detect

and respond




Embedding intelligence-led security
Across the threat lifecycle

Managed Threat Managed Cybercrime
Managed Cloud

Detection Monitoring

Security

= Detect
: Identify |
: . . : : - - And contain threats that
:  Anticipate : Misconfigurations and .
P potential threats within Clrctumt\'/entl your24 .
:  The latest threats, : our public cloud . protection layer 24x7 an
»  vulnerabilities and . vairgnments Microsoft Defender continuously evolve
: breaches to be agile in : and Microsoft detection capabilities
: an evgr-changing | Sentinel .
= security landscape AN . :

Microsoft Defender Managed Workspace ‘..

: : Protection "
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Protect

Managed Vulnerability

Intelligence Identify Respond Incident Response

Vulnerabilities and Utilizing Microsoft 365 Defender to implement

incorporate a risk- _attack surface reduction and to continuously With confidence, that you have an

based approach improve your secure score established and highly skilled team
helping you prepare and handle
major security incidents




Orange Cyberdefense

Build a safer digital so



