
Patterns detection

Custom built detection technology based on Splunk
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• Do search for .LOCKBIT!

• Search for what happens 
before .LOCKBIT files are 
created.

• Search for things that aren’t 
LOCKBIT related.

• Have a problem

• Fix it with patterns

Patterns, why?
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• External IP lookup - Proxy logs
• GET api.ipfy.com

• Endpoint alert
• Malware X on host Y

• Pass the hash
• An authentication token was passed on

• Persistance
• Windows service installation

• Any communication to possible bad TLDs
• .ru, .biz, .party, .click, .men, .biz, .xyz etc.

IOC, Exempel

By themselves these events 
may not be actionable
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Identity

Endpoints

Office365

Network traffic

Cloud Apps
Public cloud

Expanding log sources
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Continues improvements
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• Patterns
• Generalized searches
• Multiple log sources in one event
• Avoid alert fatigue 
• Data enrichment 

• Data changes the meaning of data
• A .LOCKBIT file extension will increase the pulse of someone 

in CSOC/SOC with about 1000%
• Next year the first of April is on a workday

Summery



Thanks


