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Network Segmentation

Data Center Cloud
Common Issues

* Longlead times to implement changes
* Low visibility into each segment
[ . Mixed environments and security strategies

% % % %  Static, Network-Centric policies
(o 3 = - « Difficult to Implement Zero Trust Architecture

* "Never Finished”

Physical firewall appliances Virtual firewall appliances
creating network choke points creating network choke points
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Traditional way of doing segmentation
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Software-Based Segmentation

Data Center Cloud
What we gain

* Granular Visibility

* Map of all assets and applications
* Host level enforcement

* Clear and dynamic policy language
» Zero Trust Architecture

Software-based policies based on finer-grained attributes
(e.g., process, user, fully-qualified domain name)
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The modern way to segment all applications and workloads within
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So what'’s the gist of Software based segmentation?

Deploy agent

CONN
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So what'’s the gist of Software based segmentation?

Deploy agent

Visualize traffic

-
E Ecomm-dev-db-2 E

CNN

Accounting-db-1 Q
E Citrix_Management
Ecomm-dev-web-2
Billing-db-1
CITRIX-APP-03 E

Ecomm-dev-web-1 —
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So what'’s the gist of Software based segmentation?

Label assets

C N
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So what'’s the gist of Software based segmentation?
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Environment: Common Services

Create policy using templates
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The gist of Software based segmentation
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C N

Deploy agent
Days-Weeks

Visualize traffic
Weeks

Label assets
Months

Create policy using templates
Months




Application Ringfencing

4

App: GuardiCere Centra

App: Accounting Internet destinations

&

1)
‘“ Environment: Production

App: Jumpbox

Environment: Infrastructure

Preventative protection per application
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Insight - OSQuery

Query & History

SELECT hotfix id, description, installed_on FROM patches

"Security Update" ORDER BY hotfix id DESC LIMIT 1

Done 0 Pending O In Progress

Label all 10 Agents

Agent Name

Laptop_Win10_3

Laptop_Win10_1

Laptop_Win10_2.guardicore.local

jumpbox-win-3

Returned Result

description

Security Update

Security Update

Security Update

Security Update

0 Returned Empty O Failed

hotfix_id

KB5025221

KB5011487

KB5025221

KB4541509

WHERE description =

-

b= OrgPortal-web-1
OrePortal-web-2

tal-db-2

—
-_ (] Swift-web-1
Swift-db-1
Swift-Ib-1

@ e
Swift-db-2

K8s-Cluster: K8s Accounting-db-3-Solaris

comm-web-1 @3

v s g s

I.'ﬁ
Ecomm-db-1 - (]
169.254.0.0/16 O CRM-db-1
CRM:Neb'Z CRM-db-2 4
Ecomm-Ib-1
;\h'l
J

jumpbox-linux-1

installed_on

Internet sources

jumpbox-win-5 " Accounting-web-1
-
Splunk-AIO-1 e
— (]
- Accounting-web-2
Accounting-lb-1
g Accounting-db-1
Intg Jestinations L.

= _—
] Accoungissts "
LiiptspWin10_1.guardicore local

jumpbox-win-2

4/12/2023
|- DCOL esx1_lab_a_internal_router
jumpbox-win-3 —
5/28/2022 S > k
jumpbox-kali-1 (| jumpbox-win-4
Laptop_Win10_3 ( b
o Billing-db-2 .
4/12/2023 Billinglb-1 ¥ < mgees _— Laptop_Win10_2.guardicore.local
M r Billing-db-1 Billing-web-1
ierver —_ = S =
— Laptop_Win10_4  gcomm.dev-Ib-1 e gl
L jumpbox-win-1 CITRIX-APP-03
3/22/2020 OrgPortal-web-infra o
Billing-web-2 =
CTRX-VDI-02

Ask any question to your workloads
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Reducing
Attack
Surface

)

Zero Trust
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Usecases

Application
Ringfencing

&

IT/OT/ loT
Separation

&

Compliance
NIS-2, NIST, PCl,
SWIFT

2

Securing
Legacy
Systems

&)

Holistic Security
Across Hybrid
Environments

©l

Segmentation
based on user

&)

G



Summary

Remove Network Maintain Business

OIEldDy [Fenee (s Complexity Continuity
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Guardicore

Now part of Gkamai

Thank You



