
Securing today and 
tomorrow – 
The intersection 
of intelligence, people 
and strategy.
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Do you remember me?

Grant Paling
 17 years in Cyber Security
 I looooooove gangster movies (and all movies, really)
 I also like swimming, running and cycling a long way

Product Management
 Managed Services strategy, packaging and service development
 Strategic consulting services
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Recap:

What did we do 
today?

1 2 3
Here and now:

What do we do 
with that?

The future:

Where can we 
take it next?

What am I going to talk about?
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What did we do today?

Cyber Extortion 
remains a thriving 
business model

Successful 
attempts to catch 
the bad guys

Proactive about 
identifying and 
closing the gaps in 
a collaborative way

Implementing a 
consistent 
approach to 
security posture
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3 things…

 Strategy

 Intelligence

 People
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Layers of Defense
One trusted partner

Identify your exposed 
digital assets and your 
biggest risks

Adaptive 
Defense

Attack 
Surface 

Reduction

Security 
Posture 

Management 

Attack
Surface

Management Vulnerability &
Risk Management

Supply Chain
Risk

Threat
Intelligence

Digital 
Risk

Protection

Incident
Response &
Managing a 

Crisis
Extended
Detection

& Response

Close down gaps across
your attack surface

Stop high-risk threats in 
real-time with ZERO 

false positives

Detect and defend 
against active breaches 
inside and out

Understand 
emerging threats

Continuously monitor and 
manage configuration

Intelligence-Led 
Security

Presenter Notes
Presentation Notes
>>>> Note to OCD Sales <<<<
This slide summarizes all what has been discussed and opens the door for integration with our Managed Detection and Response (MDR) services including MTD … so good to either highlight future potentials or if this is an existing MTD service, then capitalize on what they already know.
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The Cyber threat intelligence process organizes 
the data 

Enhance detection of threats
Support global operations
Integration with SIEM, SOAR, FW, XDR

Operational / Technical

Vulnerabilities, emerging threats and other 
intelligence that drives actionTactical

 Inform with the threat landscape 
 Analysis of campaigns
 Threat modelling and trend 

analysis
 Bulletins, emails, reportsStrategic

Contextual and long-term information

Atomic and short-term information 

… to the output
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Strategic 
Intelligence
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Benefits:

Flexible Identity 
AuthenticationDelivering Strategic Intelligence through incident 

classification

CORE FUSION 
PLATFORM

Alert Flow 
Normalisation

Data 
Enrichment

Case Proximity 
Routing

Security 
Orchestration

Manual 
Security 
Analysis

Guided
Response 

Actions

Data Analysis 
& Reporting

Feedback

True Positives

False Positives

VERIS framework

 Who was the threat Actor
 What Action did they take
 Which Asset(s) were 

compromised
 What were the Attributes

impacted?
 What phases of the kill chain 

were observed?

 Who caused it?
 Why did it happen?
 What can be done to make 

sure it doesn’t happen again?

Presenter Notes
Presentation Notes
How do we deliver strategic intelligence?  Well it’s built into how we handle every individual case.

<CLICK>

Once we have customer feedback on security incidents and have worked with them to close the case, we conclude each case report.

<CLICK>

For this we use the VERIS framework.  The Vocabulary for Event Recording and Incident Sharing.  This is a well established framework (veriscommunity.net) to help tell the story of an incident.  And with that…

<CLICK>

…each incident contributes to the overall story.

With True Positives we look at the 4 A’s shown and also at where we caught the attack – at which phase of the kill chain.

<CLICK>

We also track False Positives.  If something triggered unexpectedly, we want to know 3 W’s as shown.

This helps us continuously tune our customer environments and also spot trends around causes of false positives.  Example: 89% of our false positives are caused by legitimate user activity, usually related to unsanctioned applications.
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Security Incidents: Top root causes
Source: Orange Cyberdefense Security Navigator 2023

Informing the big picture
Security Navigator: Research-driven insights to build a safer digital society

Source Target FP type

~47% of incidents are 
caused by internal sources, 
not external ones. 

The most targeted resource 
among our clients are 
Endpoints (~30%) and 
servers. 

~89% of False Positives are 
caused by legitimate user 
activity. 

Presenter Notes
Presentation Notes
�
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Delivering your Strategic Intelligence through 
incident classification

Presenter Notes
Presentation Notes
And this is not just for our research, in our customer portal we deliver these same trend statistics for each of our customers.

Benchmarking is on our roadmap for Q4 2023 at time of writing (July 2023).  Check with Grant Paling for further details.
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Tactical 
Intelligence
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Risk mitigated,
security restored

 Detect the signals in the noise
 Learn about the impact of the threats
 Know if you have been targeted 
 Respond to the threat timely and 

effectively

Vulnerability 
discovered

Vulnerability 
Intelligence team 
releases high 
severity advisory 
for critical 
software.

Risk increased

Updated 
advisory due to 
exploitation of 
vulnerability in 
the wild.

Vulnerable 
systems identified

Customer had 
completed 
identification of all 
vulnerable 
systems.

Signals and detections 
continuously updated

Further 
compromise 
prevented and 
initial breach 
minimized.

Data Leak 
discovered

CERT Cybercrime
team discovers hacker 

selling exfiltrated data, 
confirmed as linked to 
vulnerability. 

Threat hunt 
launched across 
client estates by 
CyberSOC teams.

The value-add of a co-ordinated ecosystem
Major software vulnerability

Day 1

Day 11

Day 12

Day 
12+

Day 8

Presenter Notes
Presentation Notes
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Technical 
Intelligence



Orange Cyberdefense advanced intelligence
It is about quality, not just quantity…

2@=� : MKAF=KK�
O9K� ?JGOAF?� KG�
I MA;CDQ� AL� O9K�
?=LLAF?� F=O�
;MKLGE =JK� >9KL=J�

Intelligence-led 
security

to protect, detect 
and respond

Reactive Proactive

60bn+ 
events 
daily

500+ data 
sources

Orange 
Cyberdefense 
services

Active 
probing

Confirmed 
Attacker 
infrastructure

Hi-Fidelity 
detection 
rules

High accuracy 
detections and 
dynamic blocklists 
for enforcement

40 families 
including 
CobaltStrike, 
Brute Ratel etc.

Presenter Notes
Presentation Notes
So what does advanced intelligence really mean?  We‘ve talked about our CERT team and the diversity of the threat intelligence activities we undertake.

That isn‘t all.  Intelligence isn‘t all made equal, and for most managed service providers there is a focus on volume over quality.

So is that the right approach?

Well, partially yes.  Because in studies such as the comparative study „Reading the Tea Leaves: a Comparative Analysis of Threat Intelligence“ (https://www.usenix.org/system/files/sec19fall-li_prepub.pdf) 73% of IOCs are unique to one provider.  That means that you‘re going to have a lot of gaps with this approach.

<CLICK> so whilst our Orange Cyberdefense datalake consumes over 500+ data sources, it is still not enough.

You must have volume but far more valuable is quality and accuracy

<CLICK>

Our services themselves provide some of the most highly accurate threat intelligence data, because it has been verified by an analyst – whether one of our CyberSOC analysts uncovering a breach, or one of our CERT intelligence analysts discovering a phishing site – this subset of intelligence is higher confidence and should be treated accordingly.  The human element is key.

<CLICK>

But let‘s go a step further.  Most IOC collection is passive and reactive.  Including from our partners such as Palo Alto.  They are collecting a vast amount of data globally yes, and that has value – but it is also waiting for attacks to happen to someone, somewhere and upon success, a good threat actor is not going to keep the same infrastructure running for very long.  So in a sense, with this approach one is always chasing their tail.

In unique efforts we haven‘t seen matched by anyone, we are going to the source – the attackers tools.  There are millions of different samples of malware but the tools the attackers use (post-exploitation frameworks such as Cobalt Strike and Metasploit) are far fewer in number.  Our Advanced Intelligence team focuses on reverse engineering these tools to find multiple ways to fingerprint their command and control infrastructure.  We then continuously scan the internet to identify that infrastructure and engage with it.  Turning from reactive to proactive you could say we‘re not waiting for the enemy to attack, we‘re going and staring them in the face and shaking hands with them so we know it is them.  And to them, we are just another unwitting set of users who clicked on the wrong link…

<CLICK>

This produces threat intelligence that we are 100% confident in.  And as such, it produces Hi-Fidelity detections which we can feed into the Palo Alto toolset to complement the in-built detection capabilities with a safety net.

<CLICK>

Not only that, it provides the ability to actually block any signs of communications with this attacker infrastructure using enforcement points such as firewalls, so we can stop attacks as soon as they phone home.  We can feed this data into more than just firewalls, including secure web gateways and other enforcement points around your business. 



Movie reference!
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How can any Threat Intelligence IOCs be 100%?
What’s so different?

VS

Presenter Notes
Presentation Notes
Finding the C&C in a haystack
C&C frameworks all need to ‘talk out’ of the compromised network in some way in order to establish communications with the attacker. In most cases this involves talking to a ‘server’ of some kind that acts as a kind of communications hub between the attacker and the compromised computers. Cobalt Strike, for example, calls theirs a ‘Team Server’.

In order to better protect our clients, we want to know where these servers are, so that we can detect any attempt by an internal system to reach out to them. Traffic from an internal device to a known C&C server would be a clear sign of ongoing compromise.
As these servers can be stood up and shut down on a whim, we keep track of them via proactive scanning. Our Advanced Intelligence & Detections Team has developed a capability that proactively searches the internet for the signatures of known C&C servers, verifies what they are, then feeds their details through into our CyberSOCs for monitoring. 

Note that we only started tracking Brute Ratel in July 2022. 

• Since November 2021 we have identified 806,480 such IP addresses, though IPs can be recorded more than once. 
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Operational 
Intelligence
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Summary

Stopping advanced attacks is near impossible

 But it can be done by strong MDR players like 
ourselves

 It is no longer just email, digital transformation 
increases the scope of attacks

 Education is key

Cyber Security: beyond the network38
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Cybercrime 
Monitoring 

Team

Delivering Operational Intelligence to empower our teams 
to find hidden threats

Collect

Asset data and 
intelligence goals

Search

Open, Deep and Dark web 
sources to find mentions 

of assets in line with goals

Detect

Filter that data to relevant mentions 
that can then be investigated

Respond

Make recommendations on next 
actions and conduct 
countermeasures where possible

Report

Continuously classify findings and 
provide incident details

Presenter Notes
Presentation Notes
So what can we do to solve your challenges in managing digital risk?

The process is a continuous one, with five phases to the continuous lifecycle:

<CLICK> The collection of digital asset data, both initially and with regular updates to ensure optimal coverage

<CLICK> Searching for mentions of that data across a wide range of sources across the Open, Deep and Dark Web

<CLICK> This data is then analyzed – both initially via automated data processing, then manually by our expert intelligence analyst team

<CLICK> We then enable customers to respond by advising on the correct mitigation actions, as well as providing an optional add-on service – Managed Threat Response [takedown] – which extends the responsibility to Orange Cyberdefense to initiate risk mitigation actions on our customers’ behalf

<CLICK> Finally we provide the findings including a record of all incidents in our Threat Defense Center portal (alongside our Managed Vulnerability Intelligence [watch] and WorldWatch services)

Let us dive now more into the detail of each phase…
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Delivering Operational Intelligence to find those unknown 
digital risks

Cybercrime 
Monitoring 

Team

Has my data been included in ransomware leak sites?

Are my digital assets being impersonated?

Are their fake social media profiles being used to perpetrate 
fraud using my brand or employees?

Am I the subject of active campaigns or hacktivism?

Have my employees' credentials or personal information been 
compromised?

Is there confidential data or code that has either been stolen 
or accidentally exposed?

Are there other digital assets I didn’t know about?

Presenter Notes
Presentation Notes
And this helps to discover those unknown digital risks and answer those pressing questions about “what’s going on in the outside world” across the open, deep and dark web.
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3 things…

 Strategy

 Intelligence

 People
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It was the people who made the difference.



Thanks
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Recap:

What did we do 
today?

1 2 3
Here and now:

What do we do 
with that?

The future:

Where can we 
take it next?

What am I going to talk about?



Orange Restricted - Internal Only

46

Recap:

What did we do 
today?

1 2 3
Here and now:

What do we do 
with that?

The future:

Where can we 
take it next?

What am I going to talk about?



Orange Restricted - Internal Only

Organizational risk

Security Incidentology

Security Posture Analysis

Vulnerability Risk

Benchmarked



Orange Restricted - Internal Only

48

Assets

Priority and 
classification Active Threats

Security 
Posture

Vulnerability
Risk Generative AI
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We are here to help you accelerate your 
strategy

By providing a growing level of 
interconnected intelligence

And through access to one of the largest 
collections of security experts in the world

Key takeaways



Thanks
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