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Security is a
team sport

Microsoft Intelligent
Security Association

Microsoft Intelligent

Security Association

B Microsoft

Microsoft teams up with
security partners to build
an ecosystem of intelligent
security solutions to better

defend our joint customers.

#40Omada IONIC
Barracuda
B@g_ [+ ForcePoINT IMPERVA
@i ziften SOPHOS
ANOMALI w @ ZIMPERIUM:
pradeo

[EUCLEUS CYBER red@canary Q Informatica

\ "

AGARI Cor?afa evertrust &

Asavie @ Symantec ﬁgﬂlﬁm
‘:;\": THREATCONNECT. ﬁ TRUSONA o GlobalSign.

@BM WEBROOT  REDSIFT

GDATA

aruba G wortell

nnnnnnnnnnnnnnnnn

wgextiatop RSN

Security Simplified

AL S HID |

Orange Restricted

>

MINERVA

T Lookout §s ~T

el e
DIGITALGUARDIAN®

Q) FIreeYE Carbon Black.

' box
DVERODIN % BETTER

-;"- ATTACKID DFLAB
@ Entrust Datacard  RAPIDF)
i SafeBreach  § Bay Dynamics'
AUTHENTREND :# JASK

WPC Matic <) ForRescouT

Llmoreisec ~ CNSUrity

¥ cyberdefense

yubico

Check Point

[ Y| Y
SentinelCne
= AUIAS ONSE
@marcian
wandera
H '
CiTRIX
AA N
* - illusive

VERA

uuuuuuuuuuuuuuuuuuu

< i

VALIRZAIL

F:ERTINET

‘eScan
¢

SWIMLANE

S
s AXONIUS

BLUc
HeEXAGON

SECUCE

@cloudnesti



Attackers have access to cheap and readily available resources
to unleash creative assaults on your organization

that don’t align with your mission, tech, or tools.
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New ways of working, é'nerg.ing threats o
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Navigating a shifting world

Conventional security
tools have not kept
pace

Attacks growing
more sophisticated

Regulatory landscape
becoming more complex



War

Komanm 39405

\_O.H. Sponssm

#Anonymous is currently involved in operations against
the Russian Federation. Our operations are targeting
the Russian government. There is an inevitability that
the private sector will most likely be affected too.
While this account cannot claim to speak for the whole
(con)




Sports Related Cyberattacks

Timeline of publicly reported incidents from 2018-2023

COctober 2021 a Minnesota
January 2023 the National Basketball man was charged with hacking
Association wamns fans of a data breach February 2022 the San Francisco Major League Baseball computer
that leaked their personal information 49ers were hit by a major ransomware systems and attempting to extort
from a third-party newsletter service.! attack on Super Bowd Sunday.” the league for $150,000.°
’ L] o

MBA Manchester United” San Francisco 49ers™ = 070 00 e MLEB™ Winter Olymipics™

.
MNovember 2022 Manchester United April 2021 a ransomware group daims 2018 the Winter Olympics in
confirmed that the dub experienced to have stolen 500 gigabytes of Rockets" Pyeongchang saw a high level of
a cyber attack on its systems.” data, including contracts, non-disclosure attacks. Russian hackers carmie
agreements, and financial data. Internal out attacks on Olympic networks
security tools prevented ransomware from before the opening ceremory.”
being installed except for a few systems.*




98% basic security | -
pro’:ects against Y BACK §

+90% of attacks

. - MFA

T - Zero trust

: - Endpoint Detection and Response solution
o _q:, - Patch

' - Protect Data
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Unstructured data is becoming the backbone

Organizations are increasingly relying on
unstructured data, It accounts for 80 % of the
data that an organization process daily

!

And it growing, and this trend is not going
away because it's becoming the backbone of
how business operate

Orange Restricted
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Challenges of securing your cloud estate

1 181 different cloud services are used
[ by enterprises on average

(o) of orgs use two or more public
81 /O cloud providers

270/ increase in cloud and SaaS threats
(o)
over the last year alone

(o) cite data security concerns as a
52%

barrier to cloud expansion

Orange Restricted
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Securing your organization with Zero Trust

Verify explicitly | Use least-privileged access | Assume breach

101010 Data
Zero Trust " —
Identities ) N Apps
policy
. L

l :: - & Infrastructure
Devices

% Network

12

Orange Restricted



Total Economic Impact™ of Zero Trust solutions from Microsoft

Decrease in calls
placed to IT and
help desk analysts

92%

Return on
Investment

Reduced the risk
of a data breach

by
Reduction in
management time
due to improved
security processes
13 The Total Economic Impact™ of Zero Trust solutions From Microsoft, December 2021. Study by Forrester Consulting, commissioned by Microsoft
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https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWRIEi

Benefits Value of Zero Trust solutions from Microsoft

IT Administration and help desk cost savings _ $1,773,095

- $780,714

End user productivity improvements _ $2,160,709 IncEr(_aased
efficiency
Infrastructure management time savings - $1,466,203

Improved audit and compliance management $1,986, effectiveness

Improved identity and access management _ $1,512,284

Three-year Present Value, risk adjusted, based on composite organization of 10,000 people: 5,000 knowledge workers with M365 E5 licenses and 5,000 frontline workers with M365 E3 licenses.

Reduced risk of a security breach

Endpoint deployment & management time savings

Improved security management

14 The Total Economic Impact™ of Zero Trust solutions From Microsoft, December 2021. Study by Forrester Consulting, commissioned by Microsoft
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https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWRIEi
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Zero Trust
architecture

Human

Non-human

Corporate

Personal

Governance

Compliance

Security Posture Assessment

Productivity Optimization

Evaluation

Enforcement

___-\’3.__-___.

Continuous Assessment

Threat Intelligence

Forensics

Response Automation

[y S |

Public

__________________ »

Private

(7" Telemetry/analytics/assessment
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B® Microsoft Security

Emails & documents R —

Structured data

SaaS

On-premises

Serverless

Containers

laaS

bl I e s
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& Internal Sites

& JIT & Version Control



B® Microsoft Security

Zero Trust begopmmen
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Zero Trust solutions [FSermeel -~

from Microsoft

Governance

Compliance

Security Posture Assessment

Productivity Optimization

Microsoft Defender
for Cloud
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Microsoft 365 Defender

Automated cross-domain security

...............1 ................
o. : .0
[ ) [ )
[ ] [ ]
o ~
o000 0O0OCOOOOSOS 00 0000O0COGEOGFOSEOSS 00 0000O0COGEOGFOSEOSS %
Identities Endpoints Cloud Apps User Data
Microsoft Defender Microsoft Defender Microsoft Cloud Microsoft Defender
for Identity for Endpoint App Security for Office 365
Formerly Azure Advanced Formerly Microsoft Defender Formerly Microsoft Defender
Threat Protection Advanced Threat Protection Advanced Threat Protection

Shift from individual silos to coordinated cross-domain security

18
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Vulnerability
management

19

Attack surface
reduction

Threats are no match.

© ©

Next generation Endpoint detection
protection & response

Tle

Centralized configuration & administration

S

APIs & integration

Orange Restricted

Microsoft Defender for Endpoint

©

Auto investigation
& remediation

Microsoft
Security Experts



Cloud

Microsoft Defender for Identity
monitors on-premises resources
and integrates with cloud
security solutions

A

X
On-prem :Q:Q

Orange Restricted
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Protect resources with Conditional Access

Enable Zero Trust with strong authentication and adaptive policies
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Multi-factor authentication

Verify user identities with strong authentication

We support a broad
range of multi-factor
authentication options

22

Including passwordless technology =

Microsoft Windows FIDO2 Biometrics
Authenticator Hello Security
key

Push Soft Hard SMS,
Notification Tokens OTP Tokens OTP Voice

Orange Restricted

Multi-factor
authentication
prevents 99.9%

of identity attacks




Defender Cloud Apps

Discover SaaS applications

App to app protection
Discover and remediate third-party integrations

SaasS security posture management (SSPM)
Misconfigurations | Best practices

A ATLASSIAN 4" slack

Remediate risky configurations

) GitHub

box

onelogin zendesk

...........

servicenow

DocuSign EGNXTE wt@)y.

32 propbox smartsheet

l ? 6 Google Workspace EEV/S_,
& B » 9 A
L (<)

Continuous threat protection

Detect, investigate and respond

to attacks with Microsoft 365 Defender Governance file violation

Orange Restricted



Native protection
for Office 365
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Defender for Cloud

Microsoft Defender for Cloud

Unify your DevOps Strengthen and manage your Protect your cloud
Security Management cloud security posture workloads




Microsoft Defender For Cloud

Cloud-native application protection across clouds and on-premises environments

Detect threats and

Unify your DevOps Strengthen and manage
protect your workloads

security management your security posture

</> £ 3o (3 A

DevOps posture Infrastructure as Full I" 'S'b'“:‘jy with |nteg|rjateg mSIEg:;ISVI Full-stack Vulnerability assessment
visibility across Code securit agentlessand agent-  across DevOps, ' threat protection & management
ity Yy based scanning CIEM, and workloads
pipelines
>0 @ 0 — Automate with the tools
@ 8 Q = of your choice
At-scale Securit
Code to cloud Integrated Attack ecurity N
P path-based governance compliance 6 .m =l now
contextualization workflows & pull prioritization &automated  management s {;Qi} [i 7]

request annotations remediation

B > N A m ° m I

Amazon Web Services Microsoft Azure Google Cloud Platform On-premises



Free foundational CSPM

Secure Score

» Strengthen security posture across all critical cloud resources
including network, access, compute, databases, your service
layer, and more

» 450+ out-of-the-box recommendations

» Create custom recommendations to meet
organizational requirements

Multicloud security benchmark for security compliance

- Manage cloud security compliance with continuous assessment
of cloud resources across Amazon Web Services, Microsoft Azure,
and Google Cloud Platform in a single, integrated dashboard

- Use industry standards, regulatory compliance frameworks,
and cloud-specific benchmarks to implement best practices
(CIS, PCI, NIST, SOC, ISO HIPAA, etc.)

-> Create custom recommendations to meet unique
organizational needs

Secure score

O Azure 78%
|
[}
59% AWS 42%
SECURE SCORE
D Gep 57%
]

Evaluated categories

g g

Access Compute SQL server loT
4> 2 BB
‘& i
Network App Services Containers



Full-stack coverage with dedicated detections

Compute Service Layer AWS workloads GCP workloads On-premise
workloads
— < C 1@
Any server Unmanaged K8s RS Key Vault Amazon EKS GKE clusters
Manager
- Kubernetes
> T RS PN (o)
- & ©
A
Sen',’iﬁes Azure VMSS  Azure K8s Netwo\;l1< S Azure DNS —
Amazon EC2 Google Compute @
SQL Servers

Databases and Storage

E :‘% Unmanaged Unmanaged

Kubernetes Kubernetes IIII
Blob storage File storage Maria DB Azure Cosmos DB
- — Servers
Azure SQL MysQL Postgres SQL Unmanaged SQL Unmanaged SQL Unmanaged SQL
I l I aWS 4 L 3 4 L On_premise J
\_/‘7
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Dipped a toe in the water

31 Confidential
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Microsoft’s end-to-end security
Integrate up to 40 categories

Endpoint detection and response
Endpoint protection platform
Forensic tools

Intrusion prevention system
Threat vulnerability management
Anti-phishing

User and entity behavior analytics
Threat intelligence feeds

App and browser isolation
Attachment sandboxing
Application control

End-user training

Network firewall (URL detonation)
Host firewall

Secure email gateway

Security assessment

SIEM

SOAR

Cloud access security broker
Cloud workload protection platform
Cloud security posture management
Incident response services

DDOS protection

loT protection

Hybrid
cloud

Microsoft Cloud - Microsoft 365, Azure

/

Microsoft
Security

a

Google Cloud

aws
~—7

Amazon
Web Services

Data discovery

Data classification

Data loss prevention

Insider risk management

Database security

Information and messaging encryption
Device encryption

Encrypted cloud storage

Secrets management

Identity governance

Active directory

Mobile application management
Mobile device management



Two leaders

Technology

22
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The Orange Cyberdefense end-to-end Microsoft security framework

Assess

)

Advise

Build

Run

LN
2

&

-7

Intelligence-led
security

Assess your security
solutions

Nooaokroh=

Threat Protection
Security Operations
Hybrid Cloud Security
Securing Identities
Securing Assets
Securing Data
Manage and Investigate
Privacy & Compliance
Risks

Automation
Opportunities

Ethical Hacking

Provide best practice and
embed security strategy

1. Best practice
utilization

2. Best practice
configuration

3. Security Maturity
Assessment

4. Cloud Security
Maturity Assessment

5. Risk Management

6. Cyber Resilience and
Crisis Management

Configure and onboard
services

1. Best practice
configuration and
preparation for
managed services

2. Operational
handbook to prepare
and establish
operating model
between client and
MSSP

Orange Restricted

Managed Workspace Protection and
Managed Threat Detection [xdr] for
Microsoft Defender 365

Managed Threat Detection [log] for
Sentinel

Managed Industrial System for Defender
10T

Managed Vulnerability Intelligence for
Defender Vulnerability

Managed Cloud Security for Microsoft
Defender for Cloud and Microsoft Entra
Incident Response Retainer ensuring you
are prepared to handle major breaches
across your Microsoft environment

Member of

Microsoft Intelligent
Security Association

B® Microsoft



Working together: Coordinated response B® Microsoft

Using intelligence gained, Microsoft security teams
work together to secure our platform

Cyber Defense Operations Center (CDOC) Digital Security and Risk Engineering (DSRE)
Microsoft’s finest combating threats in real time Keeping all Microsoft data secure

Microsoft Threat Intelligence Center (MSTIC)
Infusing threat intelligence into products and services

Detection and Response Team (DART)
Helping customers with incident response

Microsoft Digital Crimes Unit (DCU)
Tracking cybercrime in real time

Microsoft Security Response Center (MSRC)
Defending customers when things go pear-shaped

Microsoft Security Intelligence (MSI)

Educating about the current state of
threats



Orange Cyberdefense advanced intelligence

High accuracy
detections and

dynamic
. blocklists for
== Microsoft enforcement
75 Trillion Confirmed
R I Attacker
s'Q'na S infrastructure
daily

Intelligence-led
security

The business
was growing so
quickly it was

getting new
customers

- faster.
Proactive

0
»
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Our security approach is
driven by our knowledge

of the threat,

...ensure that
you are gaining
maximum value
from your
Microsoft
investments.

...build Microsoft
into a broader
security strategy,
supported by a
cybersecurity
leader in Orange
Cyberdefense.

...get an honest
view of where
Microsoft can
consolidate
security toolsets,
and where it
cannot.

...utilize security
operations
provider that can
deliver significant
outcomes to drive
improved cyber
resilience.



Why Orange Cyberdefense?

Detection coverage

Broadest range of detection service options: log, endpoint, network, dark/deep web.

Proven methodology

Determine, visualize and improve your detection ability with our Threat Detection Framework and
extensive Threat Intelligence Datalake.

Response coverage

Broadest range of response service options. Complement your own abilities in an optimal way.

Experience and expertise

Strong global footprint and more than 200 analysts, delivering MDR services for over 12 years.

Security and partnership

Our local teams work closely with our customers to continuously improve detection and response
abilities.

§§ Confidential
Orange Restricted
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