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Security is a 
team sport
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Attacker realities

SOC mission not clearly 
defined creating lack of 

support across org 

Organizational

SOC overrelies on tech 
instead of proper staffing

Overreliance

Teams are overloaded with 
information and tooling

Overload
Attackers have access to cheap and readily available resources

to unleash creative assaults on your organization

that don’t align with your mission, tech, or tools.
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New ways of working, emerging threats 
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Navigating a shifting world



6

Orange Restricted

War

© Microsoft Corporation                                                                                  
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And even at sports

© Microsoft Corporation                                                                                  
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98% basic security 
protects against
+90% of attacks

- MFA
- Zero trust 
- Endpoint Detection and Response solution 
- Patch
- Protect Data 
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Organizations are increasingly relying on 
unstructured data, It accounts for 80 % of the 
data that an organization process daily

And it growing, and this trend is not going 
away because it´s becoming the backbone of 
how business operate 

Unstructured data is becoming the backbone
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Challenges of securing your cloud estate
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What formula
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Securing your organization with Zero Trust

Verify explicitly  |  Use least-privileged access  | Assume breach
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Total Economic Impact™ of Zero Trust solutions from Microsoft

The Total Economic Impact™ of Zero Trust solutions From Microsoft, December 2021. Study by Forrester Consulting, commissioned by Microsoft

<6 
months
payback

92%
Return on 
Investment

$11.6M
Net 

benefits
50%Reduced the risk 

of a data breach 
by

50%
Reduction in 
management time 
due to improved 
security processes

50%
Decrease in calls 
placed to IT and 
help desk analysts

https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWRIEi
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Benefits Value of Zero Trust solutions from Microsoft

The Total Economic Impact™ of Zero Trust solutions From Microsoft, December 2021. Study by Forrester Consulting, commissioned by Microsoft

Increased 
efficiency

Increased 
effectivenessImproved audit and compliance management

Legacy software and infrastructure cost savings

IT Administration and help desk cost savings

Reduced risk of a security breach

Endpoint deployment & management time savings

End user productivity improvements

Infrastructure management time savings

Improved security management

Improved identity and access management

Three-year Present Value, risk adjusted, based on composite organization of 10,000 people: 5,000 knowledge workers with M365 E5 licenses and 5,000 frontline workers with M365 E3 licenses. 

https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWRIEi
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Zero Trust Policies
Evaluation

Enforcement

Threat Protection
Continuous Assessment

Threat Intelligence

Forensics

Response Automation

Identities
Human

Non-human

Endpoints
Corporate

Personal

Public

Private

Network
Apps

SaaS

On-premises

Data
Emails & documents

Structured data

Telemetry/analytics/assessment JIT & Version Control

Policy Optimization
Governance

Compliance

Security Posture Assessment

Productivity Optimization

Infrastructur
e

Serverless

Containers

IaaS

Paas

Internal Sites

Zero Trust 
architecture
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Microsoft 
Entra

Permissions 
Management

Azure AD (Conditional Access)

Microsoft Sentinel

Azure Active 
Directory (AD)

Microsoft 
Intune

Microsoft 
Defender for 

Endpoint 

Azure AD

Microsoft Defender for 
Cloud Apps

Microsoft Defender 
for Office

Microsoft Purview

Microsoft 
Defender for Cloud

Azure 
Networking

Azure AD 
Application 

Proxy
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Productivity Optimization
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from Microsoft 
Microsoft
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Identities Endpoints Cloud Apps User Data

Microsoft Defender 
for Identity

Formerly Azure Advanced 
Threat Protection

Microsoft Defender
for Endpoint

Formerly Microsoft Defender 
Advanced Threat Protection

Microsoft Cloud 
App Security

Microsoft Defender
for Office 365

Formerly Microsoft Defender
Advanced Threat Protection

Shift from individual silos to coordinated cross-domain security

Automated cross-domain security
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Microsoft Defender for Endpoint
Threats are no match.

Vulnerability
management

Attack surface 
reduction

Next generation 
protection

Endpoint detection 
& response

Auto investigation
& remediation

Microsoft 
Security Experts

Centralized configuration & administration

APIs & integration
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Your legacy infrastructure is 
vulnerable and needs protection

Microsoft Defender for Identity 
monitors on-premises resources 
and integrates with cloud 
security solutions
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Protect resources with Conditional Access

Allow access

Require MFA

Limit access

Password reset
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Multi-factor authentication

We support a broad 
range of multi-factor 

authentication options 
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…and more

Defender Cloud Apps  
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What formula
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What formula



…
DevOps

CWP
CIEM
EASM

Defender for Cloud



Cloud-native application protection across clouds and on-premises environments



Free foundational CSPM

Compute

App ServicesNetwork

Access SQL server

Evaluated categories

Containers

IoT
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Full-stack coverage with dedicated detections

Service Layer On-premise
workloads

GCP workloads

-

-

AWS workloads

-

-
Databases and Storage

-

Compute

-
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Dipped a toe in the water 
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Combined value

Technology

People ProcessesVALUE

Two leaders
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The Orange Cyberdefense end-to-end Microsoft security framework

34

Professional Services 

Assess Advise Build Run

Assess your security 
solutions

1. Threat Protection
2. Security Operations
3. Hybrid Cloud Security
4. Securing Identities
5. Securing Assets
6. Securing Data
7. Manage and Investigate 

Privacy & Compliance 
Risks

8. Automation 
Opportunities

9. Ethical Hacking

• Managed Workspace Protection and 
Managed Threat Detection [xdr] for 
Microsoft Defender 365

• Managed Threat Detection [log] for 
Sentinel 

• Managed Industrial System for Defender 
IOT
Managed Vulnerability Intelligence for 
Defender Vulnerability  

• Managed Cloud Security for Microsoft 
Defender for Cloud and Microsoft Entra

• Incident Response Retainer ensuring you 
are prepared to handle major breaches 
across your Microsoft environment

Configure and onboard 
services

1. Best practice 
configuration and 
preparation for 
managed services

2. Operational 
handbook to prepare 
and establish 
operating model 
between client and 
MSSP

Managed Services 

Provide best practice and 
embed security strategy

1. Best practice 
utilization

2. Best practice 
configuration

3. Security Maturity 
Assessment

4. Cloud Security 
Maturity Assessment

5. Risk Management
6. Cyber Resilience and 

Crisis Management

Intelligence-led 
security

to protect, detect 
and respond
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Microsoft Threat Intelligence Center (MSTIC)
Infusing threat intelligence into products and services

Microsoft Security Response Center (MSRC)
Defending customers when things go pear-shaped

Microsoft Digital Crimes Unit (DCU)
Tracking cybercrime in real time

Detection and Response Team (DART)
Helping customers with incident response

Microsoft Security Intelligence (MSI)
Educating about the current state of 

threats

Working together: Coordinated response
Using intelligence gained, Microsoft security teams 
work together to secure our platform

Cyber Defense Operations Center (CDOC)
Microsoft’s finest combating threats in real time

Digital Security and Risk Engineering (DSRE)
Keeping all Microsoft data secure

CYBER FUSION 
CENTER
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Supercharging your protection, detection and response activities.

The business 
was growing so 
quickly it was 
getting new 
customers 
faster.

Intelligence-led 
security

to protect, detect 
and respond

Reactive Proactive

75 Trillion 
signals 
daily

500+ data 
sources

Orange 
Cyberdefense 
services

Active 
probing

Confirmed 
Attacker 
infrastructure

Hi-Fidelity 
detection 
rules

High accuracy 
detections and 
dynamic 
blocklists for 
enforcement

Orange Cyberdefense advanced intelligence
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Our security approach is 
driven by our knowledge 
of the threat,
and allows you to make 
the right decisions.

…build Microsoft 
into a broader 
security strategy, 
supported by a 
cybersecurity 
leader in Orange 
Cyberdefense.

…utilize security 
operations 
provider that can 
deliver significant 
outcomes to drive 
improved cyber 
resilience.

…get an honest 
view of where 
Microsoft can 
consolidate 
security toolsets, 
and where it 
cannot.

…ensure that 
you are gaining 
maximum value 
from your 
Microsoft 
investments.

So you can…

37
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Why Orange Cyberdefense?
Detection coverage

Broadest range of detection service options: log, endpoint, network, dark/deep web.

Proven methodology

Determine, visualize and improve your detection ability with our Threat Detection Framework and 
extensive Threat Intelligence Datalake.

Response coverage

Broadest range of response service options. Complement your own abilities in an optimal way.

Experience and expertise

Strong global footprint and more than 200 analysts, delivering MDR services for over 12 years.

Security and partnership

Our local teams work closely with our customers to continuously improve detection and response 
abilities.
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