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What is the problem ?
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https://www.cyfirma.com/blogs/maze-ransomware-group-declared-successful-exploits-of-many-organizations-and-released-massive-data-on-public-site-in-one-day/
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Threats and actors observed
Distinct threats and distinct actors over time

1200

1000

800

600

400

200

1086
1025
n=8,948
825
759
655
590 578 566 566 -
520 527 493 mCount of victim
m Distinct Count of actor
420
248
a0
12 13 21 24 18 26 33 34 25 23 23 24 29 38 39
Qtri Qtr2 Qtr3 Qtrd | Qtr1 Qtr2 Qi3 Qtrd | Qirl Qtr2 Qtr3 Qtrd | Qtr1  Qtr2  Qtr3
2020 2021 2022 2023



Threats and actors observed
Distinct threats and distinct actors over time
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Threat Actor Activity
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Victimology



Cyber Extortion Victims

Distinct victims per country in 2023
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Cyber Extortion Victims

Distinct victims per country in 2023

Regional shift in the past 24 month
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Cyber Extortion Victims

Distinct victims per Industry in 2023 Top 10
Transportation and
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Impact to the Nordic countries
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Cy-X/Ransomware - Norway
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What to expect in the Nordics?
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Hacktivism



Ukraine war — Hacktivism — the Nordics

hacktivism

noun (U]
UK¥) /'haktivizim/ us«) / haktrviz®m/

+ =

the activity of getting into computer systems without permission in
order to achieve political aims

“Ukraine’s cyber response pl
by its Minister of Digital Transj§
Albertovych Fedorov — who cdt

Following  «--

Mykhailo Fedorov
@FedorovMykhailo

We are creating an IT army. We need digital talents. All operational tasks

will be given here: t. ine. There will be tasks for everyone.
We continue to fight on the cyber front. The first task is on the channel
for cyber specialists.

t.me
Telegram: Contact @itarmyofurraine

most successful, multifaceted information operations
campaigns ever witnessed in history.”


https://time.com/6157308/its-our-home-turf-the-man-on-ukraines-digital-frontline/

(pro — Russian) Hacktivism
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Who attacks the Nordics & Why
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Who attacks the Nordics & Why B ar
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Who attacks the Nordics & Why

Anonymous Sudan - Jan 2023 NoName057(16) — Feb 2022

Stortinget is the unicameral parliament of
Norway:
check-host.net/check-report/11dObc70k553

Norwegian transport company Boreal Norge AS:
check-host.net/check-report/11d0bb88k78

Bus transportation NOR-WAY Bussekspress:
check-host.net/check-report/11dObea9k572




Geopolitical events in 2023 — the Nordics
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Cyber

Q=

Paludans koranafbrandinger i

Kebenhavn forleb uden
anholdelser

WORLD POLITICS

n Sweden

February & March
Norway forbids
Qur’an burning

enrages 1
wrench in

e, HOPSWEAIGHINY

| February |

nous Suder 30/01

Swedah shes are being amlacked because of thew Sumng of the Anonymous

Quran
Sudan attacks
Danish
institutions

March
UK forbids
Qur’an burning

03/02
Anonymous
Sudan
declares

cyberwar on

Sweden

| March |

February &
March
Anonymous
Sudan
attacks
Sweden &
Denmark

heavily




Geopolitical events in 2023 — the Nordics

E Physical

Cyber

15th of April
Sudan
conflict
breaks out

February - May
NoName attacks
Sweden due aid
Ukraine war

Pressmeddelande frin

Tolfte stodpaketet till Ukraina

Publicerad 16 juni 202

donerad
stodpak

May 1

4
W Sweden is expelling Russian
diplomats because the Swedish
authorities see "intelligence officers”
in them, and we are “sending” the
Swedish financial supervision
website to the astral plane @®:

k-host.net/cl
0b6ka67

- Subscribe to NoName057(16)
& Join our DDoS-project
A\ Subscribe to reserve channel

== Victory will be ours!
& ©53410:21

;,‘ Leave a Comment >

till Ukraina som
ntact Gr

NoName057(16) En
(@ il

| Previous Messag
Friends, friends of our friends need peoj

—
June 18

 Sweden plans to become a
nanny for Ukrainians @

As part of the 12th package of
military assistance to Ukraine,
Swedish specialists will conduct
training for pilots, as well as create
service centers for military
equipment supplied to the Ukrainian
Nazis.

And all this with the money of
honest taxpayers f®

We go to Sweden and kill the site of
the Swedish port of Helsingborg:

28/6
Anonymous
Sudan
attacks
Sweden

NoName057(16) En:
(@ : (16) Eng

subscribers

Pr

Friends, friends of our friends need peo

fl‘
ifi

Hell is empty. All demons are here

 Swedish police allowed to burn

Considering that the Swedish
authorities also help Ukrainian
terrorists, we could not pass by and
killed the website of the financial
supervision of Sweden:

- Subscribe to NoName057(
& Join our DDoS-proje
A\ Subscribe to reserve channel

== Victorv will be ours!



in Russia, Putin says in visit to
Dagestan

Cyber Attacks on Sweden Rises:

#OpSweden is Back, This Time With
Different Results

" “Whatever affliction befalls you is because of what your own
hands have committed.”
Qur'an 42:30

€he New Jork imes

>s to Ban Quran
Muslim Outrage

 protest rorities have struggled to balance free

anger that security officials say has elevated
tacks.

weden

August 14
(

We condemn yesterday's idiotic
action to burn the Koran in
Stockholm ™

The unification of Swedish-Finnish
ports - Kvarken Ports - turn off...




Who attacks the Nordics & Why — NoName

02/03/2023
02/03/2023
14/03/2023

14/03 - 15/03/2023
18/03/2023

18/03/2023
13/07/2023
13/07/2023
17/08/2023

17/08 — 18/08/2023

Norway provides military aid to Ukraine
4x DDoS attacks
Norway provides military aid to Ukraine

6x DDoS attacks
Norway provides military aid to Ukraine

3x DDoS attacks
Norway provides military aid to Ukraine
2x DDoS attacks
Norway provides military aid to Ukraine

6x DDoS attacks

Announcement
DDoS

Announcement

DDoS

Announcement

DDoS
Announcement
DDoS

Announcements

DDoS




Who attacks the Nordics & Why — NoName057(16)

Ukraine support tracker
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ga Set
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For Media

Topics Experts Publications Institute

Ukraine Support Tracker Data

| = Download

Totalbiateralaid to Uksaine seperated in Type of aid, in bilio

Country +_Finand » Humanitar ~
5,885

Includes multi-year and short term bilateral commitments to Ukraine. Multi-year commitments

refer to agreements or obligations that extend beyond a single year. Short term commitments

refer to agreements or obligations earmarked for one year or less. Does not include private

donations, support for relugees outside of Ukraine, and aid by intemational organisations

Commitments by EU Tnstitutions include Commission and Council, EPF and

EIB. Financial commitments that are made explicitly for military and weapons

purchascs arc counted as military aid. For information on data quality and

transparency please sce our data transparency index.
> Open Ukraine Support Tracker
> Related Working Paper

Percent of GDP

14 1.6

Orange Restricted

Authors

Arianna Antezza, Katelyn Bushnell, Andre Frank, Pascal Frank, Lukas Franz, Ivan Kharitonov,
Bharath Kumar, Ekaterina Rebinskaya, Christoph Trebesch, Stefan Schramm, Leon Weiser,
Christopher Schade

Publication Date

09/2023

This database lists and quantifies military, financial and humanitarian aid transferred by governments
to Ukraine since the end of diplomatic relations between Russia and Ukraine on January 24, 2022. It will
be updated regularly. We focus on commitments from Western governments, namely by G7 and
European Union member countries. We quantify government-to-government commitments, and
provide preliminary (non-exhaustive) data on non-bilateral aid. To value in-kind support like military
equipment or weapons, we use market prices and consider upper bounds to avoid underestimating the
true extent of bilateral assistance.

We focus on bilateral donors. The largest group are the 27 EU member countries. Besides, we include
the (remaining) G7 countries plus Australia, New Zealand, Norway, South Korea, Switzerland, Turkey,
India, China, Taiwan, and Iceland. Moreover, we include assistance provided by the EU in the core
database under EU (Commission and Council), European Peace Facility, European Investment Bank




Who attacks the Nordics & Why

Donations in billions ($) vs. victimization
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What do we
think this
means?
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Hacktivism in 2023

Hacktivism can have very different faces & RaCkiiviStigroupsiare very tipredictable

We are observing a huge surge
- Especially true fot the NOFdi€s -> Sweden & Denmark
* Europe

We see direct & indirect connection with the BKiaiREWarFSUupport

We see a _ events that are targeting countries &
governments

Its been gNGINVIRGIFaPIAIY, both in form and capability
*  RDoS

* 100 million requests per second

29
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What do we do?



Conclusion (@ NoName057(16) Eng

4.371 subscribers

| Previous Message
Friends, friends of our friends need people 1

Come to realize that hacktivism has b Pe———
ugus

Our soldiers perform feats every day in

They organize themselves into ’collec the o sianon 2ohe [The
y org exhibition of enemy equipment is a

. _ clear demonstration of their

professionalism and the fact that the
West sponsors the ukrain nazis with

We need [GIBEIEORSEIONS about sevel this very technique.

* ltis THEIR narrative We, in turn, are also at war with the

. - enemy - on the information front and as
much as we can, we help our guys on
the real front. Join our DDoSia Project
to forge Russia's victory together! o

Irces

* Misinformation campaigns /i )inion & perception

Russian version|DDoS project|Reserve

channel
‘ 2 © 1,3K 17:10
Q Leave a Comment >
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Thanks

Diana Selck-Paulsson
Lead Security Researcher

P Cyberdefense



