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1.Threat landscape of 2023
2.Ransomware / Cyber-Extortion
3.Hacktivism
4.What do we think this means? 



Researching 
Ransomware / 
Cy-X



What is the problem ?

https://www.cyfirma.com/blogs/maze-ransomware-group-declared-successful-exploits-of-many-organizations-and-released-massive-data-on-public-site-in-one-day/
https://twitter.com/uuallan/status/1441936468729946114

https://www.cyfirma.com/blogs/maze-ransomware-group-declared-successful-exploits-of-many-organizations-and-released-massive-data-on-public-site-in-one-day/


Cy-X Threat
Landscape



Threats and actors observed 
Distinct threats and distinct actors over time
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Threats and actors observed 
Distinct threats and distinct actors over time
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Victimology



Cyber Extortion Victims
Distinct victims per country in 2023
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Cyber Extortion Victims
Distinct victims per country in 2023
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Cyber Extortion Victims
Distinct victims per Industry in 2023
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Impact to the Nordic countries
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Cy-X / Ransomware - Norway 
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What to expect in the Nordics? 
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Hacktivism



“Ukraine’s cyber response plan was carefully crafted 
by its Minister of Digital Transformation – Mykhailo 
Albertovych Fedorov – who coordinated one of the 
most successful, multifaceted information operations 
campaigns ever witnessed in history.”

Ukraine war – Hacktivism – the Nordics 

https://time.com/6157308/its-our-home-turf-the-man-on-ukraines-digital-frontline/


(pro – Russian) Hacktivism
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Who attacks the Nordics & Why
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Who attacks the Nordics & Why
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Anonymous Sudan – Jan 2023 NoName057(16) – Feb 2022

Who attacks the Nordics & Why



Geopolitical events in 2023 – the Nordics 
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Geopolitical events in 2023 – the Nordics 
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Geopolitical events in 2023 – the Nordics 
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Who attacks the Nordics & Why – NoName
Date Announcement Attack Type
02/03/2023 Norway provides military aid to Ukraine Announcement
02/03/2023 4x DDoS attacks DDoS
14/03/2023 Norway provides military aid to Ukraine Announcement

14/03 - 15/03/2023 6x DDoS attacks DDoS
18/03/2023 Norway provides military aid to Ukraine Announcement

18/03/2023 3x DDoS attacks DDoS
13/07/2023 Norway provides military aid to Ukraine Announcement
13/07/2023 2x DDoS attacks DDoS
17/08/2023 Norway provides military aid to Ukraine Announcements

17/08 – 18/08/2023 6x DDoS attacks DDoS
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Orange Restricted

26

Who attacks the Nordics & Why – NoName057(16)
Ukraine support tracker 
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Orange Restricted

What do we 
think this 
means?
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Orange Restricted

• Hacktivism can have very different faces & hacktivist groups are very unpredictable

• We are observing a huge surge
• Especially true fot the Nordics -> Sweden & Denmark
• Europe

• We see direct & indirect connection with the Ukraine war + support

• We see a geopolitical entangle of cyber & physical events that are targeting countries & 
governments

• Its been evolving rapidly, both in form and capability
• RDoS
• 100 million requests per second 

Hacktivism in 2023



What do we do?
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Orange Restricted

• Come to realize that hacktivism has become a tool of warfare

• They organize themselves into ’collectives’ and use each others resources
• Why don’t we?

• We need to be conscious about several things:
• It is THEIR narrative
• FUD
• Misinformation campaigns / information war / shaping public opinion & perception

•

Conclusion



Thanks

Diana Selck-Paulsson 
Lead Security Researcher


