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Awareness services

An effective security awareness program helps to 
reduce the risks within an organization by increasing 
awareness and securing cyber behavior from different 
interactive perspectives.

Security incidents and data leaks are often caused by 
employees and are a risk for your organization. However, 
these risks are not always known or are underestimated. In 
addition, technology and security measures are perceived 
as complex and restrictive, and may be circumvented. 

Employees often act subconsciously and are therefore 
vulnerable to malicious parties. These parties use social 
engineering methods such as phishing and pre-texting to 
gain access to information, systems, data and buildings via 
employees in order to achieve their goals. In addition to this 
threat, laws and regulations necessitate the need to be in 
control and ensure that employees are cyber-aware.

Security awareness challenges 
 ▪ Employees are the ‘human endpoint’ of the IT  

environment and are vulnerable to malicious attacks. 

 ▪ Organizations must mitigate risks by promoting  
awareness and safe behavior among employees.

 ▪ Insight into results, and progress of awareness and 
behavior, is necessary to be in control.

Ad hoc attention to security awareness, after an incident or 
a single news item for example, has no lasting result. 

In order to develop and safeguard safe behavior among  
employees, three pillars are important: motivation,  
capacity and situation.

Increasing awareness and improving the  
behavior of employees is a continuous process.

1. Motivation
Employees are more motivated when the information 
security risks are clear and understandable. Insight into 
the risks is the first step towards behavioral change. This 
applies not only in professional situations, but also in  
private.

2. Capacity
Allowing employees to develop insight and knowledge 
in a controlled environment increases awareness and 
resilience. This means regular training and practice with 
real and recognizable situations.

3. Situation
Employees must be aware and educated in order to  
apply safe behavior. It concerns the functional support  
of employees to avoid risks.
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Program Awareness Services Base Standard Premium

Online services

Wombat Security Education Platform (including 
e-mail phishing, e-learning, assessments and 
reporting

Wombat Platform options and integration optional optional optional

Onsite services

Program workshop

Mystery visit optional optional optional

Voice phishing optional optional optional

Awareness workshop optional optional optional

Program support

Platform setup

Program setup

Program support

For more information check 
https://orangecyberdefense.no

info@no.orangecyberdefense.com 
+47 67 57 37 37
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Security awareness program
A security awareness program aims to teach employees 
how to safely implement cyber security behavior and to 
apply them. By offering this in various and interactive ways, 
employees develop insight and knowledge to recognize 
risks and how to act in different situations. 

We recommend setting up a one-year or multi-year  
training program in which insight, awareness and training 
are carried out in different ways. The content and composi-
tion of the program depend on the situation and objectives 
of your organization. The different options are explained in 
the table above.

Secureinsight awareness services
From our SecureInsight Awareness Services a security 
awareness program can be set up, consisting of a com-
bination of online and onsite services supplemented with 
program support. 

The choice and coherence of the services lets you create a 
program that is appropriate for your organization, and the 
progress and results of the program are measurable and 
transparent.

Want to know more?
Would you like to know more about SecureInsight Aware-
ness Services? Call us for a free, no-obligation consulta-
tion on +31 88 1234 200 or visit orangecyberdefense.com 
for more information.

Find out more on how to protect your endpoints on:
orangecyberdefense.com/no/awareness/

 ▪ Significantly reduce riscs of falling victim to social  
engineering tactics which are hard to detect or prevent 
by even the best security tools

 ▪ Ensure compliance with certification standards  
or laws like the GDPR

 ▪ Added benefit for employees: stay up to date  
on important security topics

 ▪ Detailed documentation: verify and confirm that every-
one has taken their due courses

 ▪ Develop a security-first mindset that leads to an im-
proved resilience towards cyber risks in general

Benefits:


