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Methods & Neutrality

The information in this document is the result of OSINT (Open Source Intelligence) investigations.
These sources are of cyber origin, i.e. from open sources.

The sources have been correlated, validated and qualified as trusted sources.
This information is analysis from a strictly cyber perspective.

The whole report strictly respects the principle of neutrality, which is fundamental to the research
carried out.
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Zerodayx1l Group

= Creation date:
The zerodayx1 group is estimated to have been founded in early 2023, a timeframe that aligns with the
activation of its primary X account (@zerodayx1) in March of the same year. The emergence of this pro-
Palestinian hacktivist entity in 2023 was precipitated by the intensification of the Israel-Hamas conflict in INTERNATIONAL
late 2022, which acted as a catalyst for the formation of the group. PASSPORT

= Probable Origin:
The Zerodayx1 collective, also operating under the alias Liwaa Mohamed, is identified as a pro- ' INTERNATIONAL
Palestinian hacktivist and ideologically driven entity. Predominantly rooted in Lebanon, with observed PASSPORT
connections to Morocco, this group surfaced in response to the heightened Israel-Hamas conflict at the
end of 2022. It has positioned itself as a cyber-enabled lever of resistance, targeting Israeli and Western
interests.
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= Main strategies:
Zerodayx1 employs a multi-vector technical arsenal, frequently initiating attacks through the stealthy
deployment of malicious software by exploiting zero-day vulnerabilities and leveraging targeted phishing
to gain initial access. The group’s primary operational strategy is centered on its Ransomware-as-a-
Service (RaaS) platform, BQTLock, launched in July 2025, which uses double extortion tactics—data
encryption combined with threats of public disclosure—to maximize financial and psychological pressure
on victims.

. . Identification
= Geopolitical Motivation:
The Zerodayx1 group is driven by a fiercely pro-Palestinian and pan-Islamic ideological core, positioning The Zerodayx1 group primarily operates using its
itself as a branch of "Islamic cyber resistance" against perceived Zionist and Western imperialism. Their Ransomware-as-a-Service (RaaS) platform, BQTLock
primary objectives include disrupting Israeli supply chains and exposing entities seen as collaborators. I hed in Julv 2025. The platf 's strat ’ i '
Attacks are often carried out in direct response to escalations in the Israel-Palestine conflict or justified aunched in July - 1he platiorm's stralegy relies on
as retaliation for the normalization of Gulf-Israel relations. double extortion following stealthy initial access
achieved via targeted phishing and exploitation of zero-
_ day vulnerabilities.
= Targeted business sectors: N - . Scenarios predict their intent to target SCADA systems
The Zerodayx1 group strategically targets government entities and political organizations, such as the (industrial control systems) for encryption attacks
Italian Ministry of the Interior and the Lebanese Forces party, for symbolic reasons and ideological against critical infrastructure in NATO-allied countries
retaliation. However, the bulk of their monetized attacks, focus on sectors with high vulnerability such as ’
Corporate/Education— including schools in the UAE and universities in Europe— as well as high-
ransom-value sectors like Finance, Oil, and critical infrastructure and transportation.
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Associated Adversary Groups of Zerodayx1

The Zerodayx1 group associates with or claims links to several entities, mainly for
recruitment, branding, and pro-Palestinian tactical collaboration purposes.

* LulzSec Lebanon:

LulzSec Lebanon: LulzSec Lebanon was an alias that Zerodayx1 claimed for local operations,
used for fagade and branding.

This group shared DDoS scripts and participated in collaborative data leaks, although the
alias was abandoned in July 2024 due to exposure risks (doxing).

* Anonymous Lebanon:

Anonymous Lebanon: Anonymous Lebanon primarily served as a recruitment front for
Zerodayx1, in an attempt to divert the movement and increase its visibility.

The entity was coordinated via Telegram for sporadic joint claims but did not show deep
integration with Zerodayx1’s main operations.

* Islamic Resistance Teams (AzzaSec, Cyber Fattah Team, 313 Team):

These groups, including notably AzzaSec and Cyber Fattah Team, are tactical and ideological
collaborators that share a pan-Islamic synergy for anti-Israeli objectives.

Their collaboration methods include sharing ransomware such as DoubleFace and
conducting joint defacements, aiming to build a narrative of unified “Islamic cyber resistance.”
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Vectors of Influence
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Social Media
Propaganda

Targeted
multimedia content
merges attack
evidence with
religious and
emotional appeals,
aiming to recruit
diaspora youth and
boost sympathy by
evoking shared
suffering:
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Empathy in
Negotiations

During ransom
discussions on the
dark web, Zerodayx1
personalizes dialogue
and invokes shared
oppression, framing
extortion as a moral
exchgnge to speed up

payments. |

Leaked Data
Distribution

Exfiltrated data leaks
are timed and
branded as justice
revelations against
pro-Israeli entities,
exploiting outrage
and schadenfreude
to attract more
recruits.
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Amplifying
Sectarian
Discord

Data leaks are
strategically released to
intensify internal
divisions, especially in
Lebanon, leveraging
cultural emotional
intelligence to mobilize
recruits through tribal
loyalty.

Social Proof

Through alliances
and collaborations,
Zerodayx1 presents
its operations as
united resistance
fronts, attributing
attacks to collective
entities like AzzaSec
to enhance perceived
legitimacy and
recruitment speed.




Scareware and Temporal Pressure
(Emotional Manipulation).

Their BQTLock operations are
psychologically designed to induce anxiety
and a sense of absolute loss of control,
using an urgent and anxiogenic tone in
ransom notes and explicit threats of data
leakage. This tactic plays on the victim's
perception of risk and urgency to
maximize coercion psychology, forcing
compliance and negotiation under strict,
time-bound deadlines.

BQT Bot Self-Awareness Induction.

In the entry phase, the BQT OSINT bot
employs self-awareness induction by
probing users' "personal stakes" in the
Palestinian cause, asking what injustice
fuels their search or action. This
application of Emotional Intelligence (El)
enhances recruits' metacognition,
identifying deeply motivated candidates
and yielding 20% higher task completion
rates.

BQT Bot Empathy Mapping and Rapport
Building.

The bot utilizes empathy mapping via
Natural Language Processing (NLP) to
mirror user language, responding by
echoing themes of "oppression” to evoke
shared victimhood and foster belonging.
This exploits confirmation bias,
reinforcing priors via tailored narratives to
build rapport and trigger exytocin-
dopamine cascades for emotional
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BQT Bot Dopamine Reinforcement.

The BQT bot leverages dopamine
reinforcement by offering variable rewards,
such as "success badges" for scans or
virtual "jihad points," for completing
simulated intelligence tasks. This
behavioral conditioning utilizes reward
pathways akin to social media "likes,"
sustaining engagement during high-risk
tasks and reducing recruit dropout by an
inferred 30%.

Social Proof and Collective Claims
(Social El).

Zerodayx1 leverages social proof by
attributing successful operations to
"resistance alliances" or "united fronts"
in its public claims on X and Telegram.
This tactic exploits conformity bias to
simulate a mass movement, enhancing
the group's perceived legitimacy and
accelerating recruitment velocity.

Framing Effects (Cognitive
Manipulation).

Zerodayx1 uses framing effects to justify
ransoms and attacks, reframing
operations as "divine empathy" or
"justice" to align victims' and recruits'
biases with their jihadist ethos. This
moral licensing reduces internal dissent
among recruits and softens pushback
from victims by exploiting their cognitive
need for alignment.



Professional Sectors

EIS! OI !arge!ea sec!ors

- Government & Political Organizations
- Corporate / Private Firms

- Education

- Finance

- Petroleum

- Critical Infrastructure

- Health / Hospitals

- Transport
- Media

- Real Estate Note

- Technology Zerodayx1 is a hybrid hacktivist threat, fueled by pro-Palestinian

_ Industrial ideology and financial profit from BQTLock RaaS. Leveraging zero-
day exploits and double extortion, the group has caused disruptions
across Europe, including credential leaks from the Italian Ministry of
Interior.

They pose an escalating threat of using encryption against critical
infrastructure within NATO-aligned countries and the Gulf region

- Commercial
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Targeted Countries

Spain

Canada
LET
France

United Arab Emirates
United States

Italy
Lebanon

Belgium
Jordan
Argentina

. Cyberdefense Syria




B Cyberdefense

Most Probable Hypothesis on zerodayx1's Future Activities

Future Targets

The most likely scenario predicts increased phishing campaigns targeting mid-tier
financial institutions in Europe, especially in Germany and Italy, focusing on
Corporate/Private firms rather than large government banks. The group also shows a
growing and dangerous intent to target Critical Infrastructure and the non-state Industrial
sector, such as Transport (evidenced by teased attacks on European airports in August
2025).

Hybrid Methods

Zerodayx1 will continue operating with its hybrid threat model, deploying the BQTLock
Ransomware-as-a-Service (RaaS). Network access is mainly gained through zero-day
exploits and targeted phishing for stealthy penetration. The core tactic remains double
extortion—encrypting company data followed by threats of public leaks—to maximize
pressure on private victims. Psychologically, the group employs Emotional Intelligence
techniques like NLP anchoring in negotiations to link ransom demands with geopolitical
grievances, prolonging engagement and manipulating fairness perception.

Systemic Impacts

The main expected impact is erosion of trust and psychological consequences on
private companies. Though overall ransom amounts may be modest, the greatest risk to
industrial systems is deployment of the Linux variant of BQTLock against OT/SCADA
systems in Energy or Oil sectors, potentially causing major operational disruptions.
Such attacks feed Zerodayx1’s narrative and ideological messaging, exploiting
corporate distress to reinforce recruits’ confirmation bias and legitimize their role as
"Islamic cyber resistance."
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The most dangerous hypothesis

The Most Dangerous Scenario

The most dangerous scenario involves a strategic shift by Zerodayx1 targeting high-
criticality assets using its BQTLock Ransomware-as-a-Service platform to maximize
geopolitical and economic disruptions. This includes a massive BQTLock ransomware
attack on critical infrastructure in NATO-aligned Gulf countries, exploiting zero-day
vulnerabilities—particularly the Linux variant of BQTLock—to encrypt SCADA systems
in oil refineries and desalination plants.

Targets and Sectors Targeted
Priority targets are OT/SCADA systems in the Energy and Oil sectors of NATO-aligned
Gulf states. These sectors are chosen for their potential to cause widespread paralysis..

Methodologies

The approach relies on exploiting zero-day vulnerabilities and targeted phishing of
insiders, possibly recruited via the BQT OSINT bot that uses Emotional Intelligence.
After lateral movement, the attack culminates in synchronized double extortion using the
Linux BQTLock variant to encrypt critical systems.

Potential Consequences

The worst technical impact would be a regional outage affecting 25-35% of energy
capacity, triggering massive economic chaos with billions in disruptions. Socially, the
attack aims to amplify panic and sectarian unrest in the region, reinforcing the group's
anti-Western ideological narrative.
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