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Methods & Neutrality 
The information in this document is the result of OSINT (Open Source Intelligence) investigations. 

These sources are of cyber origin, i.e. from open sources.  

 

The sources have been correlated, validated and qualified as trusted sources.  

This information is analysis from a strictly cyber perspective. 

 

The whole report strictly respects the principle of neutrality, which is fundamental to the research 

carried out. 
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Black8Mirror Group 

 Creation date:  
Estimated year of formation: 2019. The collective gradually took shape around this period. Its goal was 
to turn public outrage into direct action. B8M emerged amid major data privacy scandals involving Big 
Tech companies. It was also influenced by the success of digital protest movements such as the “Yellow 
Vest” movement. 
 

 Probable Origin:  
The Black8Mirror’s founding core is believed to have been based in Western Europe. Initial coordination 
reportedly involved individuals in Germany and the Netherlands. This assessment is based on the 
group’s early interest in EU data sovereignty and linguistic analysis of its first manifestos. 

 Main strategies:  
B8M combines targeted cyberattacks with influence campaigns to undermine its adversaries. The group 
primarily targets organizations that shape public opinion, including news outlets and social media 
platforms. Its operations increasingly rely on deepfakes and psychological manipulation. This suggests 
that modern digital conflicts are fought not only against infrastructure, but also in the minds of the public. 
 

 Geopolitical Motivation:  
B8M combines anarcho-accelerationist ideas with a demand for “Radical Transparency,” claiming that 
information warfare can hasten the collapse of a corrupt system. The group presents itself as 
nonpartisan and anti-authoritarian, describing its actions as “information liberation” rather than hacking. 
Its broader goal is to weaken public trust in major institutions and disrupt traditional power structures 
without supporting any specific state. B8M publicly advocates for net neutrality, digital privacy, opposition 
to mass surveillance, anti-globalization, and whistleblower protection. Operations such as “Open 
Kimono” and the 2026 leak attributed to a Russian bank were framed as efforts to expose hidden 
influence and internal geopolitical strategies. 
 

 Targeted business sectors:  
Black8Mirror targets platforms that control information, including social media and digital marketing 
companies. Public relations firms and political organizations are also targeted to expose influence 
networks, internal communications, and alleged manipulation. Across all sectors, B8M seeks to disrupt 
power, shape public perception, and challenge institutional authority. 

Identification 

Black8Mirror (B8M) is a highly ideological cyberactivist 
collective known for incorporating sophisticated 
psychological operations (PsyOps) into its cyberattacks 
to target the public’s “cognitive security.” Emerging from 
an informal gathering of digital rights advocates and 
anti-corporate activists carrying out basic DDoS attacks, 
it evolved into a structured organization with specialized 
cells focused on data exfiltration and strategic leaks. 
The group is distinguished by its philosophy of “Radical 
Transparency,” the systematic integration of a dedicated 
PsyOps cell into each mission, and its use of a custom 
encrypted messaging platform. 
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The GlassHouse Collective (GHC): 

A technically advanced hacking group reportedly responsible for complex initial 
intrusions using zero-day exploits and custom malware. GHC provides network access, 
while B8M manages data exfiltration and public messaging. 

 

 

Anonymous-affiliated cells: 

Decentralized cells may contribute DDoS activity and amplify B8M’s messages online. 
The relationship appears informal and based mainly on shared anti-establishment 
views, with no direct command structure. 

 

 

Sympathetic or independent journalists: 

Some journalists may unintentionally help spread B8M’s narrative by publishing 
preselected document packages. This relationship is opportunistic: journalists seek 
exclusive stories, while B8M gains public validation for its interpretation of events. 

Associated Adversary Groups of Black8Mirror 
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Vectors of Influence 

Tailoring messages 

to an audience’s 

fears, values, and 

existing beliefs. 

The goal is to 

trigger a strong 

emotional reaction. 

Audience 

Targeting 

1 

Using the language of 

activism and social 

justice to make real or 

AI-generated leaks 

appear credible. This 

can make unverified 

claims seem 

trustworthy. 

Faketivism & 

Truth Laundering 

2 
Turning complex 

events into simple, 

highly shareable 

memes that spread 

quickly online. The 

format encourages 

users to become 

message amplifiers. 

Memetic Warfare 

3 

Repeating 

emotionally charged 

labels and metaphors 

to shape how people 

perceive opponents. 

Over time, these 

labels can influence 

public opinion. 

Language 

Framing 

4 
Combining a 

cyberattack with an 

immediate media 

campaign to 

magnify disruption 

and reputational 

damage. The 

combined effect can 

prolong the crisis 

beyond the initial 

attack. 

Double-Tap 

Operations 

5 
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Emotional Intelligence 
Swift Trust: 

Temporary teams collaborate 

instantly without prior history. 

Shared values enable rapid, 

coordinated attacks. 

Emotional Regulation 

Override: 

Creates high stress to block 

calm reflection. Forces victims 

and the public to react 

impulsively. 

Subconscious Emotional 

Anchoring: 

Ties negative words repeatedly 

to target brands. Triggers an 

automatic gut-rejection 

whenever the target is named. 

1 

2 

3 

Cognitive Empathy Mapping: 

Profiles public fears and anxieties in 

advance. Tailors leaks to trigger 

maximum outrage and viral sharing. 

Affect Heuristic (Gut-Feeling 

Bias): 

Replaces complex leaks with simple 

visual memes. Prompts people to 

judge by raw emotion instead of 

logic. 

Cognitive Dissonance & Fatigue: 

Blends authentic data with synthetic 

AI content. Creates constant 

uncertainty, eroding public trust and 

clarity. 

4 

5 

6 
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Professional Sectors 

List of targeted sectors 

- Social media and technology platforms 

- Public relations 

- Strategic communications 

- Lobbying firms 

- Government agencies and political 

organizations 

- The financial sector and state-owned banks 

- Traditional media outlets and news agencies 

- Fact-checking organizations 

- Emergency alert systems organizations 

- The legal sector 

- Think tanks 

Black8Mirror (B8M) is a cyber-hacktivist collective transforming hacking 

into a novel form of cognitive warfare. Specializing in the "weaponization of 

truth," the group employs a "Double-Tap" strategy, pairing every cyber-

intrusion with high-impact psychological manipulation. Grounding its 

actions in established scientific models, such as cognitive empathy and 

memetic warfare, its PsyOps unit collaborates with key alliances like The 

GlassHouse Collective to target Big Tech, the media, and governments. 

More than just a technical threat, Black8Mirror embodies a new generation 

of "faketivist" actors capable of undermining institutional trust and 

manipulating the perception of reality on a massive scale. 

Note 
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Targeted Countries 

United States 

United Kingdom 

Germany 

Russia 
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High-Probability Future Targets 
Countries 

United States 

Germany 

Netherlands 

France 

Ukraine 

Russia 
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Most Probable Hypothesis on Black8Mirror's Future Activities 

Description & Methodology:  

A coordinated attack aimed at destroying the concept of objective truth and 

inducing a psychotic rupture in public discourse.  

 

The methodology unfolds in three phases:  

- Saturating DDoS attacks against media outlets and fact-checkers,  

- A barrage of deepfakes and AI-generated hybrid documents,  

- Narrative fragmentation driving opposing factions toward civil 

confrontation. 

 

 

Target Types:  

News agencies, fact-checking organizations, emergency alert systems, 

social media platforms, and key opinion leaders. 

 

 

Expected Impacts:  

Technical disruption of information flows, neutralization of public reflective 

capacity (short-circuiting the S.T.O.P. skill), financial panic, and the 

complete collapse of institutional trust. 
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The most dangerous hypothesis 

Campaign of Elite Harassment 

 

Description & Methodology:  

A targeted doxxing and harassment campaign aimed at 

psychologically isolating and destabilizing economic elites.  

Black8Mirror combines extensive OSINT mapping, low-noise spear-

phishing, and the interception of encrypted messaging channels via 

insider access. 

 

Sectors & Countries Affected:  

Executives across the financial, technology, legal, and banking 

sectors in the United States, Western Europe, and geopolitical conflict 

zones. 

 

Foreseeable Impacts: 

Severe psychological distress and isolation of targets, a widespread 

chilling effect, organizational analysis paralysis, and the ongoing 

erosion of elite legitimacy. 
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Build a safer digital 
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