
Managed  
Threat Intelligence [detect] 
Boost your in-house SOC with Cyber Threat Intelligence

Cyber Threat Intelligence by Orange Cyberdefense 
helps understanding the threat and finding ways  
to detect it through a big data platform that  
massively collects the data produced internally 
and externally, with more than 500 sources.  
The data is qualified, enriched and ready to be 
consumed with our web application and API to  

feed SIEM detection rules or to lookup any  
suspicious IoCs with SOAR technologies. 

Orange Cyberdefense provides this service to 
customers managing their log monitoring or  
running their own SOC and looking after a  
technical threat intelligence service. 

Orange Cyberdefense intelligence lifecycle:

Collecting

Enrichment

ScoringDelivery

Expiration

Collecting: Gathering information, internal  and  
external sources from industry organizations and  
vendors.

Enrichment: Automatic enrichment with third party 
sources providing details.

Scoring: Algorithms manage the scoring of the  
information during its lifecycle. 

Delivery: Data available for customer technologies 
through API. Easy feed creation, application available  
and collaboration features.

Expiration: Automatic management of data erosion, 
reinforced by our CyberSOC analysts sighting.



 

Benefits from leveraging industry-leading cyber threat 
intelligence

Speed up qualification of incidents
Decrease incident response times by  
enriching your SOAR 

Easy to use
API swagger, web application and  
unlimited users 

Proprietary CTI data
Internally produced CTI data, legacy of  
leading telecom experience

Time & money saving

Achieve better ROI on existing technology  
and teams via a single CTI service

Enhance your detection
Feed your SIEM with CTI data and be  
alerted of any new threats relative to a  
vulnerability with monitored search

For more information, contact: info@orangecyberdefense.com
Follow us:  www.orangecyberdefense.com

	 The solution in a nutshell…  

Why Orange Cyberdefense? 

Customers of Managed Threat 
Intelligence [detect] benefit from 
the experience accumulated by 
Orange Cyberdefense twenty 
-five years and a ready to use 
service that saves them from 
setting up their own threat  
intelligence program.

This service supports all SOC/
NOC, CyberSoC, CERT so  
customers world-wide benefit 
the CTI datalake for detection 
rules or investigation. The CTI 
datalake is regularly upgraded 
(continuous delivery) and  
supported by Orange R&D. 

	▪ Yearly subscription with a maximal 
amount of requests per day 

	▪ Updated in real time Internet platform 
with millions of new threat intelligence  
information each day by Orange  
Cyberdefense team

	▪ A web graphical user interface and a 
REST API available

Obtain qualified and actionable data about threats to better 
anticipate

Canada

11 CyberSOCs that bring 
together the best expertise 
in threat analysis 24/7/365

18 SOCs spread throughout 
the world monitor and 
respond to events 24/7/365

4 CERTs operate 
continuously

5 scrubbing centers 
to mitigate DDoS 
attacks
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