Identity & Access
Management (IAM)
Improving your cybersecurity strategy
with a solid IAM framework
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Introduction
Businesses are heavily investing in
digital transformation. The success
of this initiative greatly depends on
cybersecurity. Your business continuity
and digital trust regarding your products
and services rely on it. The main goal
of every organization is to guarantee
productivity and continuity so you can
stay focused on your core business.
But how can you stay focused while,
in a connected world, there are more
and more cyberattacks which have
the goal to steal data and personal
information. The financial and business
consequences of a cyber breach
cannot be underestimated. Just
think of production downtime, loss
of intellectual property, IT crews and
support teams that have to work day
and night to bring everything back
online, paying a ransom to get your
data back and more. In addition to the
financial impact, these kinds of attacks
will probably affect your organization’s
reputation.
Luckily, you can mitigate these risks by
creating a solid cybersecurity strategy.
This starts by gaining visibility into
your main risks. But where to begin?
When you look at the facts and figures,
identity theft is one of the main causes
of cyberattacks. Stolen identities,
phishing, and privilege abuse are on
top of the threat and hacking action
varieties of the last years.*
Identities are the cornerstone of this
digitalized world. From physical access
to buildings to logging in to applications
and data or applying policies and
proving compliance, a strong digital
identity is in the center of all our
activities.

A proper Identity and Access Management (IAM)
strategy is required to prove identity, automate
workflows, and to easily enforce data mastership
while putting the right level of security at the right
place through policy.
Next to this cybersecurity, stands user experience.
Getting access to business applications,
collaborating with your partners, and delivering digital
services and products to your customers has to be an
easy process. User-friendliness is king when it comes
to digital interaction. Finding the perfect balance
between usability and security for your user interface
(internally and externally) is not easy, but when done
correctly, it gives you the best market advantages.
Every organization should have a cybersecurity
vision. Identity and Access Management is only a part
of it. Still, it forms the basis of all subsequent steps in
the implementation of your vision. Governance and
compliance is often the driver to start implementing
an IAM solution, but with all emerging technologies
that organizations start adopting, IAM will be a real
business enabler in the near future.
In this whitepaper, we will focus on the different
challenges organizations have related to the digital
transformation, why IAM is one of the foundations of
your future-oriented cybersecurity strategy and what
a good IAM framework should look like.

Geert Gijsels

Dave Vijzelman

Solution Architect IAM

Business Development
Manager IAM

*

Source: Verizon databreach investigation reports of 2018 and 2019
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Why IAM should be a priority in your
cybersecurity strategy
Every organization, and individual, needs to be
aware of the risks of cybercrime. Every week
the newspapers and media report about new
breaches, attacks, data leaks, and more. The
list of companies that became the victim of
such cybercrime gets longer every year, and the
financial and reputational damage that comes
with it increases. But, how do you protect
yourself and your organization from these risks?
How do you guarantee business continuity
without sacrificing user-friendliness, business
agility, and flexibility?

The move to zero-trust networks
In the traditional security approach, we felt safe
when we had the proper firewalls and virus detection
mechanisms in place. We protected our organization
from attacks from the outside. Compare this to the
castle-and-moat concept. We protected our company
walls, but everything inside those walls was considered
safe. In this approach, it was preferred to have limited
entry points to the network. This made it easy to trace
activity on who is entering the ‘castle’ domain. Firewalls
with highly-equipped functionalities to identify network
traffic and extra layers were implemented to protect the
network. By default, it was thus hard to obtain access
from the outside, but everyone within the network was
trusted by default.
We are speaking in the past tense here because, in
essence, this concept has reached its limits. Although
we still need this type of security, it is not sufficient
anymore. What is the reason? Why is the network
perimeter not sufficient anymore?
Adoption of cloud
More and more organizations have found out that
they need a more flexible way of working in order to
collaborate with other organizations. Organizations
had and still have the need to grow fast and to create
bridges to other ‘castles’ by adopting SAAS or PAAS
or even hybrid environments to make agile business
possible. The reason is simple. Moving to the cloud
makes it easier to share information with employees,
contractors, partners, and other Co-Dev business
models. The customers’ demand has changed as well.
They insist on having flexibility with regard to how they
access their data, from any device, from any location.
The new way of working

*

The importance of a good life and work balance is another
demand from business and consumers that drives a
zero-trust approach. The line between work and private
has become very small. We use one device to read private
emails, download applications, have conversations, etc.
And at the same time, we check our business emails and
have virtual meetings on that same device.
Think about what happened in 2020; the COVID-19
issues made organizations realize they had not invested
enough in teleworking possibilities. There is a major
shift going on. Where in the past maybe 6% was
working from home, companies went to a situation
where nearly 80% had to work from home because of
the Corona tragic.
The explosive growth of endpoints
In Belgium only, statistics show that 9,870,734
Belgians in 2016 had regular access to the internet.
This means that most families in Belgium have access
to the internet. Those families typically use a desktop,
smartphone, tablet, or other connected devices like a
smart TV. The average of devices in use per identity is
3.68, so nearly four devices.
Next to this, consumers have a higher demand for
communicating through digital devices. Currently,
we know that mobile devices have become far more
important in recent years. Many businesses are now
seeing more than 50% of consumer website sessions
via mobile devices. This growth has led to the ‘mobilefirst’ philosophy.
All these new (mobile) devices bring extra flexibility, but
also more security challenges.*
Internet of Things (IoT)

As a result of all challenges mentioned so far, we can
state that all networks are compromised. These days,
there are so many risky devices connected to your
castle, inside and outside your moat, that you cannot
trust any of them. Your traditional castle walls will not
protect you anymore. By default, we have to follow a
zero-trust policy and a different perimeter. The perimeter
for cybersecurity has moved to a different trust level:
the identity that needs access to the data. The identity
should always be verified from now on.

The massive increase in data breaches
Ransomware numbers are up
Next to the explosion of connected endpoints, the
adoption of cloud, and the different way of working,
there is also a tremendous increase in ransomware
attacks in the latest years. During the three-month
Covid lockdown only, there has been a statistic
increase ransomware . We can ask ourselves why we
see a rise in ransomware attacks. The answer is simple:
cyber-attacks have become a very lucrative business
model.
Paying the ransom criminals ask to restore your data,
can get you most of your files back. Here are some facts
and figures:
 In 96% percent of the cases, a decryption tool is
delivered after paying a ransom.
 On average, 93% of the data is recovered with the
ransomware decryptor.

As mentioned in the previous paragraph, consumers
use connected devices like smart TVs. Thee IoT
devices have gained significant importance. And
this ‘IoT explosion’ is only getting started. Think of
wearables, connected heating systems, and fridges.
Soon, any device will be connected to the internet by
default. The total installed base of Internet of Things
(IoT) connected devices is projected to amount to 75.44
billion worldwide by 2025.

 And finally, ransomware attacks are causing cyber
insurance rates to increase with 25%. Insurances
now want to separate them from traditional cyber
Insurances.

You might think that there are no IoT devices in your
organization, but you might soon have. Imagine the
coffee machine that sends out information about the
amount of coffee that is left in the machine. The producer
or retailer relies on communication with those devices in

So, cybercriminals more or less seem to keep their
word, but please remember that by paying this ransom,
you keep on supporting this malicious business.
Orange Cyberdefense thus strongly advises you not to
pay the ransom.

https://www.smartinsights.com/traffic-building-strategy/integrated-marketing-communications/many-connected-devices-use-today-chartoftheday/
https://www.indexmundi.com/map/?t=0&v=118&r=eu&l=nl, https://www.marketingfacts.nl/berichten/mens-online-cijfers-over-ons- digitale-bestaan-2018/
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order to make sure that new coffee is delivered before
the coffee reaches its end. The same goes for printers
these days. The focus here is business efficiency and,
thus, consumer efficiency and agile business.

 The average ransom amounts increased by 90%
during 2019.

An important question to ask yourself is: What would
be the impact on your organization in case of a
ransomware attack?
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The most common causes
of data breaches
Phishing attacks
The vast majority of current data breaches are related to
identity. Phishing attacks are the most common causes
thereof. Phishing is a fraudulent attempt to obtain sensitive
information such as account or credit card information by
sending confidential-looking communication (often via email).
Stolen or weak credentials
Another breach attempt can happen through stolen or weak
(sometimes even default) credentials. Password spraying is a
method of attack where many accounts are hit by the same
weak password. Due to the fact that everything is digital today,
users have to deal with many accounts for all the applications
and systems they work with. Many of those users reuse their
credentials too often to log into the many different systems
(replay).
Privilege abuse
Most organizations already focus on protecting emails,
endpoints, or physical perimeters by implementing antimalware, anti-spam, and network and firewall security.
Despite those efforts, we are often not aware of other ways
hackers use for entering and pivoting our infrastructure. What
if one of those breached accounts has extra privileges and
access to servers, network infrastructure, or even worse, your
production/ core business infrastructure? This could lead to
full access to your environment, taking over control, and it will
have a huge impact on your productivity. Privileged accounts
form a big risk to companies.
Human mistakes
The curious nature of humans is a factor we should not
underestimate. 15% of breaches are caused by a human
mistake. Clicking on a malicious link, surfing to unsafe
websites, trusting strangers, plugging in an infected USB
drive, etc. All these human mistakes can lead to serious harm.
A solid IAM framework can offer well-designed policies
and workflows on how we can request permissions or have
access assets. The zero-trust principle will not allow for
human mistakes.

Copyright © 2020 Orange Cyberdefense
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The advantages of IAM
IAM is all about authenticating your users, and
thus ensuring they get the appropriate rights
requested by them. With the growth of cloud
computing and mobile working, establishing a
proper IAM can be quite a challenge, but when
done correctly, it can offer great business
assets.

Compliance
With the GDPR that went in effect in 2018, all
organizations in the EU member states, small or large,
suddenly were required to implement the necessary
processes and controls to protect and respect the
privacy of their customer-related data. But GDPR is
not the only regulation that exists. Depending on the
business your organization is active in, other regulations
will apply as well. Think about PCI (Payment Card
Industry Data Security Standard), MDR (Medical Device
Regulation), or ISO27001, which all describe guidelines to
protect and handle your data.
Identity and Access Management (IAM) is a crucial
component in a digital transformation project. It helps
you meet all conditions and requirements to get these
regulations in place. Compliance is often a significant
driver to implement an IAM solution.
Typically these kinds of projects start by identifying and
aligning processes and roles. When these processes are
known and described, IAM can automate them and keep
them under control;
 Auto-provisioning and registration to all applications
and platforms
 Get access to all appropriate resources automatically
 Evaluate if access is still required and revoke access
to resources when no longer needed or valid
 Identify toxic combinations and implement
segregation of duty
 Keep control of usage of external staff or in the
interactions with partners, customers or providers
 …

Business agility and continuity
Businesses are continually evolving. Examples mentioned
earlier were cloud adoption, the decentralization of
applications, remote working on different devices
(mobile, BYOD), and from separate locations. Despite this
increased flexibility, the main goal of every organization
remains to guarantee productivity and continuity.

Copyright © 2020 Orange Cyberdefense

Mergers and acquisitions are also very common. During
such a process, the IT landscape must be realigned
to the new business structure. New applications are
onboarded while other applications are phased out.
IAM can be complex in such situations because of
decentralized management and legacy infrastructure.
Thirdly, businesses need to collaborate with their partners
and customers to increase productivity and efficiency.
New collaboration platforms are necessary to support
them. B2B and B2C platforms all revolve around IAM. If
you want to allow using social logins, self-service portals
for registration, federation trusts between organizations
to enable ‘Bring your own identity’, then IAM is a crucial
component. IAM will be a real business enabler in the
future to stay productive.

User experience
When organizations take measures to improve their
security, the end-user should not be forgotten.
From a technical point of view, a lot of improvements
can be implemented e.g., stronger password
policies, enforcing extra security through Multi-Factor
Authentication (This concept will be explained in the
next chapter), or using specific connection entries via
VPN solutions. The only concern of the end-user here
is to have an easy way to access his /her data and
applications, no matter where they are located. If the
authentication process takes too much energy from the
end-users, they will find back doors that will endanger
your security.

Security
Traditional networks are based on the castle-and-moat
concept. Limited entry points into the networks make
it easy to trace activity about who is entering the castle
domain. Firewalls with highly equipped functionalities to
identify network traffic, and extra layers are implemented
to protect the network. By default, this concept makes
it hard to obtain access from the outside but everyone
within the network is trusted by default, which is very
risky.
To avoid this risk, the current market is moving to a zerotrust concept where the network is not the perimeter
anymore but the identity is. As people are working from
anywhere now, on any device and anytime, the identity is
the key to get access to the network. So, concretely, this
means that security is driven by identity.
As malicious players try to hack the network by getting
access to the accounts with the right permissions for
them to install ransomware, it is key to protect these
privileged users. A strong IAM and Privileged User
Management (PAM) can protect organizations from this
type of attacks.

orangecyberdefense.com/be
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IAM solutions framework
As described in the introduction, IAM can solve
the following challenges:
 The move to zero-trust networks and
prevention of ransomware attacks
 The demand for compliance and regulations
 The creation of business agility
 The improvement of user experience
A good IAM framework is based on policies,
workflows, and processes (manual or automated).
Implementing identity provisioning and lifecycle
workflows can help organizations achieve
more control over their identities, grant access
to applications and data, and verify if access
rights are still needed. It also helps you in the
offboarding process when access rights are no
longer needed or when an account has to be
deprovisioned. In this part, we will highlight the
focus points of a good IAM strategy.

Privileged Account Management (PAM)
To start protecting privileged accounts, you need to
understand who the privileged accounts are in your
organization. The most obvious type of privileged
accounts are your system administrators. It are
accounts that have access to (IT/OT) infrastructure,
servers, and platforms. But what about corporate
social media accounts, accounts that have access to
banking and financial systems, and so on? Privileged
accounts are all accounts that are valuable for an
organization and can deliver damage when they are
in the wrong hands, both from internal and external
parties.
Now we know what a privileged accounts are, how
should we start protecting them? Many companies
still keep an overview in an Excel or local database
file, which is stored in a central file share. In the
best case, it is protected by a password. Does this
sound familiar? The reason for this approach is

understandable: they are often used by different
operation teams, and they need an easy way to
access them, especially when a fast response is
needed during troubleshooting of issues or a system
outage. But how do you keep control over these files
and their sensitive information and guarantee that
they are not copied to different places, or leave your
organization?
A Privileged Access Management (PAM) solution can
help increase the security of these accounts by:
 Centralizing them in a protected vault
 Managing and controlling sessions to your different
platforms and systems
 Managing the privileged account lifecycle and
automating password recycles

Single Sign-On (SSO)
In a digital world where applications and data are
located in many places like the cloud, your own
datacenter, or a combination thereof, it is very hard to
protect all those entry points using different credentials.
By implementing a Single Sign-On (SSO) solution,
you can minimize the number of places where these
credentials are stored and limit the number of ‘open
doors’. By using SSO, the user can authenticate once
to a number of connected and authorized software
systems and thus does not need to identify every time
he/she uses a different application.

Self-services stay prominent in the adoption of
those solutions, speeding up getting access (to an
application, rollout multi-factor or reset a password), or
making sure the most current user information can be
provided in a digital flow.

Historically, SSO has been used to ease user
experience. Now, it can be combined with contextual

 Delivering monitoring and reporting about the
usage of these accounts and even record actions
and changes made during privileged sessions.
A PAM solution will help you ensure that privileged
credentials are only used by authorized people and
that you stay in control of their usage.

Multi-Factor Authentication (MFA)
Users will still find ways to use easy-to-remember
passwords, but by implementing and enforcing multifactor authentication (MFA), those accounts are much
more protected. MFA grants users access after two
or more authentication methods/factors. One can be
a password, for example, and the other one a facial
recognition, a push notification on their smartphone or
more.
Implementing policies based on conditions like
location or risks and behavior analytics can force
additional proof of identity or block access when
malicious access attempts or suspicious usage of
credentials are detected.
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Newer technologies allow for a passwordless
experience that combines security requirements with
simplicity, faster and more efficient user experience.

This centralized logging and reporting of authentication
usage gives you more insights into malicious attempts.

Identities, Roles
and Groups

12

access management. Depending on elements such
as location or the device that is used, the appropriate
credentials can be requested based on the risk
analysis. This makes the authentication process more
flexible, and users are only required to take extra
verification steps when needed.
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Conclusion
The success of businesses’ digital
transformation greatly depends on
cybersecurity. In order to guarantee
productivity and continuity, you need a
solid cybersecurity strategy that helps you
mitigate your risks.
Companies are implementing ‘zero-trust’
networks to defend against breaches.
In zero-trust networks, identities play
a central role. From physical access to
buildings to logging in to applications
and data or applying policies and proving
compliance, a strong digital identity is in
the center of all our activities.
A proper Identity and Access Management
(IAM) strategy is thus required. It enables
the proof of identity, the automation
workflows, and the easy enforcement of
data mastership while putting the right
level of security at the right place through
policy. A good IAM framework not only
provides security, but also improves user
experience. Finding the right balance
between user-friendliness and security is
not easy, but when done correctly, it gives
you the best market advantages.
There are several recommended solutions
that contribute to a proper IAM framework.
The basis is formed by Single-Sign-On,
Multi-Factor Authentication, and Privileged
Account Management.
Orange Cyberdefense can advise you on
all of these solutions. We can also help you
determine your starting point. Together,
we can gain visibility regarding your
vulnerabilities and look for the solution
that best fits your company’s needs and
budget.

Contact information
Do you have any questions regarding IAM or do you want
more information on this subject?
Please do not hesitate to contact us via expert@orangecyberdefense.com
or via +32 3 641 95 95.

Copyright © 2020 Orange Cyberdefense

orangecyberdefense.com/be

Why Orange Cyberdefense
Orange Cyberdefense is the expert cybersecurity business unit of the
Orange Group. As Europe’s go-to security provider, we strive to build
a safer digital society.
We are a threat research and intelligence-driven security provider
offering unparalleled access to current and emerging threats.
Orange Cyberdefense retains a 25+ year track record in information
security, 250+ researchers and analysts 16 SOCs, 10 CyberSOCs and
4 CERTs distributed across the world and sales and services support
in 160 countries. We are proud to say we can offer global protection
with local expertise and support our customers throughout the entire
threat lifecycle.

