
Human on top Oversight, discretion, ethics and 
accountability at every stage.
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Agentic AI
Systems able to plan, reason, 
deploy tools and perform actions
involving several steps.

Cyber uses
• Autonomous alert triage
• Guided investigation and  

multi-tool correlation
• Orchestrated response  

with human approval
• Automated SOC/VOC/CSIRT  

analysis

Key risks
• Indirect manipulation via content, tools or connectors 

(indirect prompt injection/MCP)
• Unsupervised autonomous actions
• Privilege or access escalation
• Poor non-human identity (NHI) management
• Gradual shift away from original intent (agent drift).

Autonomy: high

Maturity: emerging

Budget : €€€€ à €€€€€

Key risks
• Prompt injection
• Loss or exposure of sensitive data (DLP)
• Unapproved use of AI by workers (Shadow AI)
• Data sources used by AI are corrupted  

(RAG poisoning)

Generative AI
LLMs/SLMs
LLMs: large language models  
SLMs: small language models that  
are specialized, private, cost-effective.

Cyber uses
• SOC copilot / analyst
• Alert and threat intel summary
• Generating detection rules
• Writing reports and  

defense playbooks.

Autonomy: moderate

Maturity: growing

Budget : €€ à €€€€G
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Key risks
• Model bypassing or deception (evasion attacks)
• Spoofing
• Realistic fakes of images, voice or videos 

(deepfakes)
• Decisions that are difficult to explain and audit 

(black box)

Deep learning
Neural networks able to learn 
complex, large-scale patterns.

Cyber uses
• Malware classification
• Encrypted traffic analysis
• Advanced phishing detection
• Deepfake detection.

Autonomy: 
low to moderate

Maturity: established

Budget : €€A
na

ly
ze

Key risks
• Data used to train the model is corrupted 

(data poisoning)
• Model theft or extraction of sensitive 

information (model inversion)
• Inputs intentionally designed to cause  

an error (adversarial inputs)
• AI model becomes less accurate as 

data or the environment changes (drift)

Predictive AI
(« Machine learning »)

Statistical models trained on  
historic data to predict, categorize  
or detect deviations.

Cyber uses
• Detecting behavioral 

anomalies
• Risk scoring
• Spam / phishing filtering
• Fraud detection.

Autonomy: low

Maturity: established

Budget : €
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AI: the different top models

Model, agent and 
prompt security

Robustness, tests, 
red teaming and 

protection against 
misuse.

Governance and 
compliance
Regulatory  
alignment  

(AI Act, NIS2,  
ISO 42001, etc.).

Explainability  
and traceability
Understanding  

models, traceability
of decisions  
and actions.

Tool and access 
governance

Managing 
third-party access, 
permissions and 

integrations.

Culture and 
awareness

Ongoing team 
acculturation  

and responsible 
adoption of AI.

Data  
confidentiality 

and sovereignty
Data control,  

protection
and localization.

Find all Ctrl AI content at  
https://www.orangecyberdefense.com/fr/ 
insights/orange-cyberdefense-publishing

MCP:  
Model Context Protocol, protocol 
allowing an AI tool or agent to 
connect to internal or external  
tools and data sources.

DLP:
Data Loss Prevention, 
tools aiming to prevent 
the loss of sensitive 
data.

RAG:
Retrieval-Augmented 
Generation, method allowing 
an AI tool to consult knowledge 
bases before responding.

LLM:
Large Language 
Model, able to 
understand and 
generate text.

SOC/VOC:
Security and 
Vulnerability  
Operations Centers.

NHI:  
Non-Human Identity,  
digital identity used by  
an application, service  
or AI agent.

Shadow AI:  
use of AI tools beyond 
the parameters 
approved by the 
organization.

Drift:
decline in model 
accuracy as the 
data or environment 
changes.

SLM:
Small Language 
Model, specialized 
and generally easier 
to deploy. 

CSIRT:
Computer Security 
Incident Response 
Teams.

Glossary


