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Our Focus
Build a safer digital society 
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The cyberdefenders you will meet today

Bo Drejer

Director ïGRC & 

Advisory

Orange Cyberdefense

Søren Pedersen

CTO Denmark

Orange Cyberdefense

Sanne Aagaard

Marketing Manager Denmark

Orange Cyberdefense

Bjørn Rasmussen

CTO Norway

Orange Cyberdefense
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Agenda

Å Welcome

Å Introduction of speakers

Å Presentation of Security Navigator 2026

Å Panel debate

Å Q&A



Security
Navigator 2026

Research-driven
insights to build a

safer digital society

5 February, 2026



We are your trusted 

European security 

partner, supporting 

businesses globally.

We help you stay 

ahead of the threats 

so you can focus on 

what matters.

40,000 yearly 

take -downs of

malicious 

websites

24/7/365
continuous 

monitoring 

of security systems 

worldwide

139,000
incidents 

handled in 

2024

Over 3,100

multi -skilled 

cybersecurity

experts

Qualified:Leader in European 

Managed Security 

Services

Market Guide reports:

Á Managed Detection and Response

Á Incident Response and Digital Forensics
Á Threat Intelligence

Á Managed Security Services

ú1.2

billion
turnover in 2024

+11.2% Y-to-Y

+50,000 

customers  

6,000 corporations
5,200 SMBs

38,800 SOHOs

In-house 

CERT

continuously feed into our 

threat intelligence data lake.

~400 

sources

Nice to meet you!



Delivering worldwide protection

France

Morocco

Egypt

Canada

USA

UK

Denmark

South Africa

Mauritius

Singapore

China

Switzerland

Poland

Norway

Sweden

India

UAE

Netherlands

Germany

Belgium

Malaysia

Working in proximity

With local footprint in 12 countries.

24/7/365 operations

Our Security Operation Centres 

(CSOCs) continuously monitor, our 

Network Operations Centres (NOCs) 

manage security products, and our 

CERT teams provide global threat 

insight.

A strong European anchorage

Compliance, protection, detection & 

response within easy reach.

CSOC: Cyber Security Operations Centres in 15 locations

CERT: Computer Emergency Response Team in 10 locations

DDoS: 4 scrubbing centres to mitigate Distributed Denial of Service attacks

Orange Cyberdefense affiliates
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NOC: Network Operations Centres in 17 locations



Agenda

2. Key Data of the Year
Threat Detection, Vulnerabilities 

and Cyber Extortion tracking

~40 min

1. About the report
The who, why and what

3. Hacktivism
Escalation in the

establishment era
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1
About the report

  



Who? 

What? 

Á All employees are encouraged to pitch ideas

Á Our full-time security research team

Á All our SecOps teams (15 CSOCs, 17 NOCs, CERT)

Why? 
Á Decision support: for us and for you

Á Foster discussions and awareness

Á Track strategic developments over time 

35%

19%
15%

15%

6%

18 %
For awareness and education

To help me with strategic decisions

To help me with technical decisions

Researching specific topics

For development of business case

Quoting a statistic

Other

SN25
survey
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Key Data 
of the Year
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Terminology
Events, Potential - and Confirmed Incidents

Actors 
Entities causing 

an incident

Action
What the threat 

actor did

Asset
The asset that 
was affected

EDX/XDR, Network sensors, 
SIEM, enriched incident data 

from Core Fusion platform 

Vulnerabilit
y

One or more Events are 
correlated or flagged for further 

investigation by human analyst

Customer input or analystsô 
discretion conclude that 

security was compromised

VERIS

verisframework.org

Confirmed

Incidents

Potential

IncidentsEvent 

Logs

https://verisframework.org/index.html
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57%

39%

3.5 %

0.5 %

56.9% Internal 39.1% External

3.5% Other 0.5% Partner

45%

31%

13%

6%
5%

0.2 % 0.1 % 0.1 %

44.6% Misuse 30.8% Hacking

12.9% Other 6.3% Error

5.2% Malware 0.2% Social

0.1% Environment 0.1% Physical

52%

17%

16%

7%
3%

2%

2% 1%

52.5% End user device 17.2% Account

16.5% Server 6.8% Network

2.6% Other 2.0% Cloud

1.7% People 0.8% Media

Actors 
Entities causing 

an incident

Action
What the threat 

actor did

Asset
The asset that 
was affected

Confirmed

Incidents

Potential

Incidents

Confirmed Incidents
Data from 15 CyberSOCs (October 2024 to August 2025)

139,373 19,053 = 13.7%
Global True 

Positive rate
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Internal
56.9%

Partner 0.5%

Others 3.5%

External
39.1%

Misuse 44.6%

Hacking 30.8%

Other 12.9%

Error 6.3%

Malware 5.2%

Social 0.2%

Environment 0.1%

Physical 0.1%

End user device
52.5%

Account
17.2%

Server
16.5%

Network 6.8%

Other 2.6%

Cloud 2.0%

People 1.7%

Media 0.8%

Actors 
Entities causing 

an incident

Action
What the threat 

actor did

Asset
The asset that 
was affected

Confirmed Incidents
Who did what where?
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Threat Actions in Detail
Top 5 óMisuseô and óHackingô sub -categories (VERIS)

Misuse 44.6% Hacking 30.8%

Action

Misuse actions: Hacking actions:
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Threat Actions in Detail
All Action sub -categories: year -over -year comparison

11
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Incidents per Month per Client
Detection efficiency over time for customers older than 36 months

(1 month less data)
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False Positive Types
Incidents that raised an alert but turned out to be harmless

True legitimate



19

Distribution of incident priorities by year
How priorities shifted over time for long term customers

(1 month less data)
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Mean Time to Resolve (MTTR)
As percentage over time, including average resolution time for incident priorities (P 1-P4) 

Time (minutes)



21

Mean Time to Resolve (MTTR)
As percentage over time (in minutes), including average resolution time for incident priorities 

Summary:
Á40.6% of True Positive incidents are confirmed and resolved within an hour of being raised.

Á72.6% are confirmed and resolved within a day.

ÁOn average, Priority 1 incidents are confirmed and resolved 66 hours after the initial alert was received. Incident 

priority can only be determined during the course of the investigation and is confirmed when the incident is 

closed.

Á86.6% of incidents are confirmed and resolved within 5 days.

ÁPriority 1 incidents were responded to in 15 minutes on average.

ÁThe average response time for a Priority 2 incident is 3.5 hours. P2ôs mean time to respond is abnormally high 

and is 

influenced by one extreme case that significantly increases the average. If adjusted P2ôs mean time to respond 

decreases to 63 minutes from 210 minutes.

Á Incidents rated as Priority 3 were responded to in a little over 1.5 hours on average.

ÁPriority 4 incidents had an average response time of 7.5 hours.

ÁP2ôs mean time to respond is abnormally high and is influenced by one extreme case that significantly increases 

the average. If adjusted P2ôs mean time to respond decreases to 63 minutes from 210 minutes.
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Incident Actions by Business Size
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Á Sept. 2024 - Sept. 2025

Á 1,943 customers

Á ~1.5M endpoints

Á 1.63M resolved incidents

Á 835,640 (51%) confirmed

as true positives

Small and Medium Businesses (SMB)
Micro -SOC Threat Detection Data

Micro-SOC

XDR

XDR



24

Small and Medium Businesses (SMB)
Micro -SOC Average Time to Resolve by Incident Category

Á85% of incidents resolved with 1 hour

Á4% of incidents remained unresolved

ÁHuman oversight remains essential

for nuanced or multi-stage intrusions
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Vulnerability Scanning Data
Statistics From our VOC Operations
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Findings by Severity over Time
Longevity of vulnerabilities from discovery to elimination

Time (days)

ÁData from October 2024 to September 2025.

Á1,289,451 findings on 60,837 assets.

ÁMost vulnerabilities remain open for ~6 months.

Á Increasing age of findings has been a recurring theme 

for the past two years.

ÁOrganizations continue to struggle with eliminating 

known vulnerabilities in their environments.
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Age of Findings
Average and Maximum A ge of Vulnerabilities Found in Days
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The Hidden Cost Of Vulnerabilities in Security Products

Á19,125 support tickets on vulnerabilities.

ÁVPNs, Firewalls etc. from 25 vendors. 

ÁEach ticket generate multiple tasks, 3-4 hrs 

month/customer, despite automation gains.

ÁAverage increase of tasks is 14% month.

ÁDefensive technologies themselves are 

contributing to systemic cybersecurity strain!



29

Cyber Extortion (Cy-X) Monitoring Data
Statistics From our Dark Net Surveillance
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Cy-X Over Time
Victims and Actors Count Observed on Double -Extortion Leak Sites Over Time
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Regional Shift in Cy -X Victim Count
Victims in different regions of the world
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Top-10 Most Active Cy -X Actors
The 10 Actors that claimed Most Victims in 2025 (Q1 to Q3)
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Victims by Size
What can we say about the size of victims?

Sizes by Cy -X brand Sizes Overall

(1-49)

(50-249)

(250+)
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3
Hacktivism
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How did we get here?
The Eras of Hacktivism 1

1. Derbyshire et al. (Sept, 2025) From Protest to Power Plant: Interpreting the Role of Escalatory Hacktivism in Cyber Conflict www.arxiv.org/pdf/2509.05104

mid-2000s

Anti-establishment

Disrupting private

corporations and 

corrupt governments

ñFor the lulzò

More cynical

and reactionary

mid-1980s

Digital Utopia

Privacy rights

Free access

to information

Ethical

hacking

Chaos Computer CLub

2014 and onward

Establishment

IT Army of Ukraine

CyberAveng 3rs

NoName057(16)

Declaring for

governments 

or religious 

institutions 

Governments

tolerate or  

even support

Targeting 

national 

infrastructure

http://www.arxiv.org/pdf/2509.05104
http://www.arxiv.org/pdf/2509.05104
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Present tense: Co -opted and state -aligned
Nordics in the crosshairs

Key trends since 2022-23:

1. Surge in attack volume.

2. Increased consolidation and 

coordination.

3. Correlation w/real-world 

events: Elections, 

#OpSweden, #OpDenmark, 

etc.

4. Not targets of opportunity, 

but targets of symbolic value 

ï eroding societal trust.
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Where do we go from here?
Escalatory hacktivism in the establishment era

Public 

attention:

Success

Impact CPS / OT:

Low, but learning

+ Lots of legacy 

CPS / OT systems
Derbyshire et al. (Sept, 2025) From Protest to Power Plant: Interpreting the Role of 

Escalatory Hacktivism in Cyber Conflict www.arxiv.org/pdf/2509.05104

These groups are unconstrained by 

diplomacy in the way states are, 

and unconstrained by ROI in the way 

cybercriminals are. 

This is going to get worse.

- Ric Derbyshire, Principal security researcher

https://www.arxiv.org/pdf/2509.05104
https://www.arxiv.org/pdf/2509.05104
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Endnote: What Have We learned?
Themes that shaped last year ï and likely will this one too AI: Workhorse, Weapon 

or Weakness?
Threat groups ðcriminal and state-backedð 
adopted AI into their tactics, techniques, and 
procedures (TTPs).

A new wave of AI-first security tools has 
entered the market.

AI also became a new attack surface which 
organizations need to protect.

Sara Puigvert
EVP Global Operations

2025 exposed the fragility of a system that 
has long served as the heartbeat of 
cybersecurity and surfaced broader 
conversations about redundancy and 
independence. 

Charl van der Walt 
Head of Security Research

CVE in crisis - Will It 

Survive, and Should It?

The challenge is to achieve collective 
execution at scale, global coordination 
and the political will to treat this threat as 
the societal hazard it has become.

Charl van der Walt 
Head of Security Research

Cyber Extortion Is 

Still the Big Gorilla

Adopting foreign-built models, tools, or 
services risk deepening dependency and 
inviting external influence. 
At the current pace of change, Europeôs 
political relevance may depend not on how 
fast it actsðbut on how wisely it chooses to 
adopt technologies that align with its values 
and long-term vision. 

Bjørn Rasmussen
CTO Norway

Europeôs Digital 

Dependence Dilemma



SN2026 Live Session:
Tracking Law Enforcement 

Actions
------

Evolution of 

Cyber Extortion
------

Lessons from 

real incidents

Panel discussion including

Head of the Europol

Joint Cybercrime Action 

Taskforce

Sign up for

the webinar

11. Feb. 15:00 CET

Thank

You!
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Filmpremiere
Donôt go to the Police
12. marts kl. 15.30-19.30

I denne spændende drama-dokumentar 

fortæller vi for første gang den sande historie 

om, hvordan én e-mail i slutningen af 2023 

udviklede sig til ét af historiens mest 

omfattende cyberangreb, som endte med at 

ramme 350.000 virksomheder på få timer.

Vi fortæller om jagten på et af verdens mest 

aktive og frygtede cybernetværk, om jagten og 

kapløbet med tiden, og hvordan Orange 

Cyberdefense var i stand til at hjælpe Europol 

og FBI med deres efterforskning, som førte til 

anholdelsen af flere af bagmændene i 

efteråret 2024.
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Link to teaser: https://www.youtube.com/watch?v=3nJ-vlFO2e0

https://www.youtube.com/watch?v=3nJ-vlFO2e0
https://www.youtube.com/watch?v=3nJ-vlFO2e0
https://www.youtube.com/watch?v=3nJ-vlFO2e0
https://www.youtube.com/watch?v=3nJ-vlFO2e0
https://www.youtube.com/watch?v=3nJ-vlFO2e0
https://www.youtube.com/watch?v=3nJ-vlFO2e0
https://www.youtube.com/watch?v=3nJ-vlFO2e0
https://www.youtube.com/watch?v=3nJ-vlFO2e0
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Når cybersikkerhed bliver et 

spørgsmål om geopolitik, 

forretningskontinuitet og 

samfundsansvar.

Paneldebat

Security Navigator 2026

4. Februar 
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Fem temaer:
Å Supply Chain angreb: Fra individuel risikostyring til 

kollektivt ansvar. 

Å SMVôer i skudlinjen: Hvorfor elsker angriberne SMV ôerne 

så meget?

Å Fra cyberafpresning til cyberaktivisme : Når geopolitik 

møder DDoS.

Å AI: Skjold, svær eller en bombe under cybersikkerheden ?

Å Digital suverænitet: Er Europa alene hjemme?
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Supply Chain angreb: 
Fra individuel risikostyring til kollektivt ansvar.
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SMVôer i skudlinjen: 
Hvorfor elsker angriberne SMVôerne s¬ meget?
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Fra cyberafpresning til cyberaktivisme : 
Når geopolitik møder DDoS.
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AI:
Skjold, svær eller en bombe under cybersikkerheden ?



Jensen Huang
CEO Nvidia

50 % of the worldôs AI researchers are Chinese. 70 % of last 

yearôs AI patents are published by China. The ecosystem of 

AI in China is vibrant, rich and incredibly innovative. 9 out 

of the 10 of the science and technology schools in the 

world are now in China. They lead in science and 

technology in many different fields. This has 

completely flipped in the last half to a 

decade. The US used to lead most 

of them. Now China lead most of 

them. They have a large population 

of highly qualified students. They work

incredibly hard. This is a country with an 

enormous might.

ò

Jensen 
Jensen Huang
CEO Nvidia
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AI-kapløbet: Hvad gør vi ved Kina ïog hvor står Europa?



Jensen 

A European AI is essential for our future independence .òUrsula von der Leyen
President of the European Commission

State of the Union address:
October 2025



51

Orange Restricted

Digital suverænitet: 
Er Europa alene hjemme?


