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Observe the landscape 
– Vulnerabilities,
Threats & Attacks

Anticipate Know your
assets, attack
surface and history

Identify

Detect Respond

Detect
vulnerabilities
& active attacks

Engage with 
attacks in 
progress 

Know
Your 
Adversary

Know
Yourself

Intelligence-led security requires two perspectives 
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Same stuff, different year
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The problem is clear, how to solve it is not 

Maximum ageAverage age

Man
ufa

ctu
rin

g

Prof
es

sio
na

l, S
cie

nti
fic,

 

an
d T

ec
hn

ica
l S

erv
ice

s

Con
str

uc
tio

n

Fina
nc

e a
nd

 In
su

ran
ce

Hea
lth

 Care
 an

d 

Soc
ial 

Assi
sta

nc
e

Othe
r S

erv
ice

s (
ex

ce
pt 

Pub
lic 

Adm
inis

tra
tio

n)

Pub
lic 

Adm
inis

tra
tio

n

Acco
mmod

ati
on

 

an
d F

oo
d S

erv
ice

s

Minin
g, 

Qua
rry

ing
, a

nd
 

Oil a
nd

 G
as

 Extr
ac

tio
n

Edu
ca

tio
na

l S
erv

ice
s

Inf
orm

ati
on

Source: Orange Cyberdefense Security Navigator 2024

Age of findings by industry
Average and max. age of Unique Findings for different verticals (ordered by average) 
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Severity of findings
Average findings per unique asset and total severity distribution

MediumCritical High Low
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Let us sidestep 
for a moment…



Incident 
Response 
War Story 
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Friday evening just about to pour a beer 
when….
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Case Overview
• Information passed by Interpol from a seized attacker 

server which contained the output for the clients Active 
Directory.

• Immediate containment of the affected Domain.
• Cobalt Strike Beacons not one but two on the Domain 

controllers and servers.
• Found the insecure Citrix gateway that was the initial point 

of entry.
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A long history of unknown or 
forgotten assets

2016

2018

2022

2023

Michael Page
700,000+ 

records leaked 
due to stale 

digital assets

GitHub breach
Stolen code 
signing 
certificates

Stale systems
Our CSIRT has 
handled many 
cases in which 
forgotten assets 
were uncovered

Magecart attacks
British Airways 
and others 
suffer from 
card skimming 
attack
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The expansion of the problem

“I don’t know what 
to patch first.”

“I’m not even sure I 
know that I have 
visibility of all my 

assets.”

“I don’t have a unified view 
of my riskiest assets.”
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Business context and threat intelligence 
correlated to focus on the real organizational risk

Asset criticality
Network exposure

Data sensitivity
Compliance scope

Severity
Type

Exploitability
Popularity

Age
CISA KEV

Business 
Context

Internal
Threat 

Intelligence

External 
Real 
Risk

Factors affecting the risk score 
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How to embrace risk-based vulnerability 
management

Definition Enrichment Evaluation

1 3 5

Implication

2
Remediation

4
Attack surface and 
scanning scope

Prioritize with  
threat 
intelligence

Monitor and 
measure the 
progress

Business and asset 
criticality context

Act based on 
overall risk

Our approach
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30%
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Confidential19

What am I 
going to do?
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Confidential20

How should you 
do it?

Who you think you are, your alias’s and 
your history, … The Full Picture

Scan the internet for Every Asset 
linked to you

Aggregate and augment to discover 
your True Attack Surface
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Inside our Vulnerability Operations Center
Going above and beyond for our customers

Asset enumerations conducted

Zero-Day for Cisco IoS XE

16/10/2023

17/10/2023

High-risk targets identified

18/10/2023

Complete threat analysis report 
pushed out to all Orange 
Cyberdefense customers. Script 
developed and run by our CERT to 
identify exposed devices.

No patch available and 34k devices 
potentially compromised. Scanning 
results are shared with customers. 
Going beyond scanning to ensure the 
risk was identified and mitigated fast

Remote code execution capabilities, 
potentially thousands of exposed 
instances. Massively exploited in the 
wild.
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Use case - Ivanti

Ivanti Connect Secure VPNs are used for remote work: these software are 
widely used by large corporations and for extensive usage. In January 2024, 
the products have been compromised for espionage attacks by an advanced 
Chinese Nation-state threat actor.
27 000 exposed assets have been identified when vulnerabilities were 
published.

The CERT Orange Cyberdefense has been able to quickly identify vulnerable 
assets, scanning internet looking for specific patterns. 670 organizations have 
been identified and, from case to case, notified diligently. 

Notifications led us to carry out 19 incident response missions, for customers 
and non-customers, and reinforced our position as an expert within Infosec 
communities. 
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Knowing yourself 
is about balance
Fighting immediate threats 
whilst proactively reducing risk
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Knowing Yourself
Understanding your  a t tack  sur face

Measure 
and mitigate 
the risk of 
the assets 
you know 

about

Identify and 
bring under 

management 
the assets you 

didn’t know 
about

Identify and disrupt 
rogue digital assets

Continuously discover 

external digital assets

Exclude, m
onitor or 

m
anage

Establish an effective

Risk-based Vulnerability
 

Management Program
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