
How to navigate 
in the  landscape of cyber extortion, 
hacktivism, ransomware and DDoS attacks
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§ War in Europe - Russian aggression against Ukraine

§ US election is getting closer, may God forbid that Trump 
becomes the next President of the United States of America

§ China’s strive for increased global influence and the Taiwan 
territorial fight, where USA also has interests 

§ Fear of escalation of the crisis in the middle east

§ Nord Koreas Kim Jong-un who is all about threatening the 
world

§ Within EU we have Hungary with Prime minister Viktor Orbán

§ Within NATO we have Turkish Prime minister Erdogan 

Current State Of The Geopolitical Situation
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Russia is already practicing Hybrid Warfare, not only against Ukraine,
but all the countries supporting Ukraine, and especially NATO countries.

Hybrid warfare consists of the following elements:
Conventional Military Operations:
Hybrid warfare may involve traditional military tactics such as the use of armed forces, 
tanks, aircraft, and artillery.
Irregular Warfare:
This includes tactics such as guerrilla warfare, insurgency, and terrorism, 
often conducted by non-state actors or proxy forces.
Cyber Warfare:
Hybrid warfare incorporates cyberattacks aimed at disrupting communication networks, 
sabotaging infrastructure, stealing sensitive information, or conducting psychological 
operations.
Information Warfare:
Propaganda, disinformation, and psychological operations are used to manipulate 
public opinion, 
sow confusion and undermine the legitimacy of governments or institutions.
Political and Economic Coercion:
Hybrid warfare may involve diplomatic pressure, economic sanctions, or financial 
manipulation to weaken the adversary's resolve or influence decision-making.

How Does the Geopolitical Situation 
Impact Denmark & the Western World
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Cyber Warfare 
& The Most 
Active Countries 
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Cyber Activism/
Hacktivism

We have seen an 
increase in the activity
level within the past
2 years. 

The most atcive pro 
Russian hacktivist
groups in 2023 was:
• NoName057(16)
• Anonymous Sudan
• CyberArmyRussia
• Anonymous
• Russia
• KillNet
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Who are the targets for 
Cyber Activism/Hacktivism?
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”
Cyber Activism/Hacktivism

Hvis danske myndigheder tror, 
at vi vil stoppe vores 
cyberangreb, så tager de fejl. 
Så længe de støtter Zelenskyjs
kriminelle regime, vil vi 
fortsætte med at teste deres 
internetinfrastruktur til det 
yderste. NoName057(16)

Pro-russisk hackergruppe

NoName057(16) har taget ansvaret for en række af de DDoS-
angreb, der bl.a. ramte Forsvarsministeriets, Københavns 
lufthavns, Movias, DOT’s, Trafikstyrelsens og en række 
kommuners hjemmesider i slutningen af februar 2024. 
Angrebene kommer i kølvandet på regeringens udmelding 
om, at Danmark garanterer økonomisk støtte til Ukraine de 
næste 10 år.
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Cyber Extorsion Cy-X & Cyber Activism/Hacktivism:
Where do we see the most victims?



Active Extortion Groups in 2023
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Cy-X Victims by Industry



Thanks

Ulrik Ledertoug
CTO, Orange Cyberdefense Denmark

Mail: ulrik.ledertoug@orangecyberdefense.com
Phone: +45 2845 6705

https://www.orangecyberdefense.com/dk/
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