I Cyberdefense

How to navigate

in the landscape of cyber extortion,
hacktivism, ransomware and DDoS attacks




Current State Of The Geopolitical Situation

® War in Europe - Russian aggression against Ukraine

" US election is getting closer, may God forbid that Trump
becomes the next President of the United States of America

" China’s strive for increased global influence and the Taiwan
territorial fight, where USA also has interests

" Fear of escalation of the crisis in the middle east

" Nord Koreas Kim Jong-un who is all about threatening the
world

" Within EU we have Hungary with Prime minister Viktor Orban

" Within NATO we have Turkish Prime minister Erdogan
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How Does the Geopolitical Situation
Impact Denmark & the Western World

Russia is already practicing Hybrid Warfare, not only against Ukraine, et oended .
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Conventional Military Operations:
Hybrid warfare may involve traditional military tactics such as the use of armed forces,
tanks, aircraft, and artillery.

Irregular Warfare:
This includes tactics such as guerrilla warfare, insurgency, and terrorism,
often conducted by non-state actors or proxy forces.

Cyber Warfare:

Hybrid warfare incorporates cyberattacks aimed at disrupting communication networks,
sabotaging infrastructure, stealing sensitive information, or conducting psychological
operations.
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Cyber Warfare
& The Most
Active Countries

© Orange Cyberdefense 2023/2024
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Cyber Activism/
Hacktivism

We have seen an
increase in the activity
level within the past

2 years.

The most atcive pro
Russian hacktivist
groups in 2023 was:

NoName057(16)
Anonymous Sudan
CyberArmyRussia
Anonymous
Russia

KillNet

Research Question:

Have we experienced a big
hacktivism surge since the war [
against Ukraine began?

The majority of hacktivism we have observed in the past 12
months cannot be described as ‘major incidents, afthough
this is of course a question of perspective. However, we are
observing two significant trends.

First, we have observed a significant surge in hacktivism
activity.

Secondly, we see how individual hacktivist groups are joining
collectives that then enable them to tap into additional
resources of this collective and hence increase their
capabiliies. Examples for this include recent #OpCountry

operations such as #OpSweden, #OpAustralia and #OpFrance,

in which hacktivists call out to their fellow hacktivists to join a
campaign to attack targets in a certain country. Often sectors
such as media, energy, governmental and telecommunications
are affected by these attacks.

Until recently (or until the beginning of the war against Ukraine),
hacktivism generally emerged in one of two extremes: truly
impactful attacks or low-level disruptions. With the beginning
of the war, the line between these two extremes began to
blur, and at the same time a massive surge in activity could
be observed. This was especially apparent after the hacker
collective Anonymous declared ‘war’ on Russia® and

the Ukrainian Minister of Digital Transformation Mykhailo
Fedorov asked individual hackers on the internet for help at
the beginning of the war creating the first IT Army of
Ukraine™”. Again, collective efforts were used to increase the
potential impact of hackivist efforts.

o Mykhailo Fedorov Following

We are creating an IT army. We need digital talents. All operational tasks
will be given here: There wil be tasks for everyone.
We continue to fight on the cyber front. The first task is on the channel
for cyber specialists

Telegram: Contact @
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Since then, attacks from hacktivist groups involved in the
conflict, siding with either Russia or Ukraine™”, have reached
unparalleled levels. But of course, hacktivist activity observed
in the past 12 months is not only bound to the war against
Ukraine, other geopolitical events have sparked the creation of
new groups that are not engaged with the ongoing war. Most
recently, new waves of hacktivist activity spurred after the
Hamas-Israel war began anew.

These hacking activities are significantly inter-connected with
each other, and with events occurring in the real world. Not only
do we witness cyber events that impact the physical world; but
we observe physical events that llicit a direct cyber response
from Threat Actors, thus in tum causing an escalation of those
very same geopolitical tensions. We see a new levelling of

the physical and cyber battlefields, resulting in a very thin line
between physical (war) and cyber (hacktivism)

As Dr Vasileios Karagiannopoulos
and Professor Athina Karatzogianni put it

Most of the hacktivist attacks that we are observing are
Distributed-Denial-of-Service (DDoS) attacks. Simply put,
DDOoS attacks are when an attacker floods a server with
internet traffic to prevent users from accessing connected
online services and sites. Hacktivists target private and
government organizations alike, and we have seen that
hacktivist groups can take down even the biggest national or
international websites. Some hacktivist groups have developed
strong DDoS capabilties, while others are rather noisy about
their capabilities and impact, applying a language and narrative
that is disproportional to their actual action (and impact).

In both cases the result is Fear, Uncertainty and Doubt (FUD)
— the escalation of anxiety, distrust, and disharmony — in an
already tense and complex geopolitical context.
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Top 5 (pro-Russian) Hacktivist Groups

As observed in the past 12 months (data contributed by Intel471)

Such FUD is emblematic of a continuous evolution towards
‘cognitive’ attacks, which seek to shape perception through
technical activity. The impact has less to do with the disruptive
effect of the attack or the value of the data or systems that
may be affected (e.g. stolen, leaked or destroyed), but with the
impact that the attacks have on societal perception, discourse
and policy.

In the past 12 months, our research team has given special
focus to tracking the pattens in these hacktivist operations,
specifically pro-Russian hacktivist groups targeting Westem
organizations. Additionally, our team collaborated with Intel471
who have shared their data on current hacktivist activity with
us. We used this data for the analysis shown in the following
sections.

The chart above reflects all hacktivist groups that we observed
operating in this context during 2023

The tracking primarily relies on announcements these groups
are posting in their publicly available channels. They often use
messenger apps such as Telegram to either announce future
victims or claim current victims. Motivation can vary from group
to group.

NoName057(16)
Anonymous Sudan
CyberArmyRussia

M Anonymous Russia

KillNet

In some cases, hacktivists use screenshots and links to
prove responsibility for ongoing attacks, often using a ‘check
host’ link, which is a tool for checking availability of websites,
servers, hosts and IP addresses'

KillNet is an unusual case and should be understood as
ahacker collective that shares common objectives with
like-minded hacktivist groups. Groups that are believed to
have joined the KillNet collective are: Anonymous Russia,
Anonymous Sudan, Infinity Hackers Group, BEAR.IT.ARMY,
Akur Group, Passion Group, SARD and National Hackers of
Russia"*?. KillNet is really known for producing content on
their social media channel. They don't execute many attacks
themselves but work through members of their collective such
as Anonymous Russia and Anonymous Sudan .

The highest level of hacktivism activity we have seen was in
February 2023, as can be seen below. This corresponds with
the emergence of hacktivist group Anonymous Sudan at the
end of January 2023, who heavily targeted countries such
as Sweden, Denmark, the Netherlands and Australia

during February.

Hacktivism Activity 2023 (Q1 - Q3)
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Active Hacktivist groups and their targets
Who are the targets for

Anonymous Sudan
600 7

Cyber Activism/Hacktivism?

Anonymous Russia

400 KillNet

BLUENET RUSSIA
300
B PHOENIX
B NET - WORKER ALLIANCE
M National Hackers Russia

UserSec

Most affected regions

Zooming out to a regional level, we
see that Europe was impacted by
85% of all attacks seen in 2023 (n=
4016), followed by North America
(n=297) and the Middle East
(n=113).

I 85% Europe

M 7% North America
M3% Middle East

W 2% Multiple Regions
W 1% Asia

M 1% Oceania

M 1% Africa




Cyber Activism/Hacktivism February 23 February 24
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yderste.
NoName057(1 6) We continue to cause material damage
Pro-russisk hackergruppe in Denmark and this time the logistics
Denmark has guaranteed aid to Ukraine industry & has fallen under our spite:
for the next ten years.
Movia is Denmark's largest
NoName057(16) har taget ansvaret for en reekke af de DDoS- Denmark and Ukraine have signed an transportation company
angreb, der bl.a. ramte Forsvarsministeriets, Kabenhavns agreement on long-term support for https://check-host.net/check-report
lufthavns, Movias, DOT'’s, Trafikstyrelsens og en raekke Kiev. Copenhagen promised that Ukraine [15e66aedkad7
kommuners hjemmesider i slutningen af februar 2024. could receive F-16 fighter jets as early as ; ;
Angrebene kommer i kolvandet pé regeringens udmelding summer. DOT service that provides customer
om, at Danmark garanterer gkonomisk stette til Ukraine de : service, coordinated traffic ||.1forn'1at|on,
o At the moment Denmark can't help coordinated schedules and ticketing
hzsste 10 r. itself and "lift" its websites after our https://check-host.net/check-report
cyberattack & : /15e66c4ckb0f
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Cyber Extorsion Cy-X & Cyber Activism/Hacktivism:
Where do we see the most victims?

Region Scorecard

Europe Region

Cy-X region ranking Cy-X victim delta Nordics Region

Europe, including UK, had the second In this region we saw an increase in the
highest number of Cy-X victims number of victim organizations of

Cy-X region ranking Cy-X victim delta

Proportionally the Nordics rank The Number of victims increased from last
year. We saw arise of

Most affected country

On its own UK was in second place when it came to victim numbers, with
206 organizations having entries posted on leak sites, around

Most affected country

Sweden was targeted most heavily with 25 victims recorded:

Hacktivism Ranking

As a region Europe, including the Nordics, dominates the chart for number of
Hacktivism incidents, with 3,404 out of a total of 4,016 recorded attacks.
The top 5 victim countries are all European, and not surprisingly Ukraine takes pole Hacktivism Ranking
ition by ith 639 di ted attacks. z A : A
?ES‘ on y:(’mef twhaytw' . thu';'zn ‘e :(A:Z) SS e e Sweden was the third most impacted country with 338 attacks, which was
e remainder of the top 5 consists of Polan , Sweden(338), Lithuania g s
Germany(219). followed by Denmark with rank 11, translating into 127 attacks.

Over 60% of the attacks against Ukraine were by a group known as Most of the Nordic countries were impacted by the two groups, namely
*CyberArmyRussia®. The remaining top 5 countries were primarily targeted by the "NoName057(16)" and "Anonymous Sudan".

group "NoName057(16)", with the exception of Sweden who attracted the attention

of "Anonymous Sudan".
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Manufacturing: sub-indu

Machinery Manufacturing
Fabricated Metal Product Manufacturing
Chemical Manufacturing

Computer and Electronic Product Manufacturing
Food Manufacturing

Transportation Equipment Manufacturing

Electrical Equipment, Appliance,
and Component Manufacturing

Plastics and Rubber Products Manufacturing
Printing and Related Support Activities
Miscellaneous Manufacturing

Nonmetallic Mineral Product Manufacturing
Furniture and Related Product Manufacturing
Primary Metal Manufacturing

Beverage and Tobacco Product Manufacturing

Paper Manufacturing

0

Finance and Insurance

Credit Intermediation and Related Activities

Insurance Carriers and Related Activities

Securities, Commodity Contracts, and Other
Financial Investments and Related Activities

Funds, Trusts, and Other Financial Vehicles

Monetary Authorities-Central Bank

Professional Services: sub-industries

Computer Systems Design and Related Services

Architectural, Engineering, and Related Services

Offices of Lawyers

Accounting, Tax Preparation, Bookkeeping,
and Payroll Services

Management, Scientific, and

Technical Consulting Services

Other Services
Legal Services

Unknown

20

: sub-industries
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Active Extortion Groups in 2023

Threat Actors

Extortion groups observed in the past 12 months

A\l

Threat Actors & the Cy-X ecosystem

The Cyber Extortion ecosystem has been highly active over
the past 12 months but even more so since February 2023.
This is an interesting observation, given the fact this also marks
one year since Russias war against Ukraine broke out and we
reported notable disruptions in Cyber Extortion operations.
So, what has changed in the ecosystem to cause such an
increase? To shed light on this, we explore which Actors are
responsible for the compromises we are seeing.

Multiple personalities

If we're to believe the self-portrayals of Threat Actors, we are
dealing with “honest and simple pentesters” that call their
victims “customers” and offer “loyal” conditions in pursuit

of the return their hostages — namely the stolen data - to the
victims after payment has been received.

In reality, we are dealing with individuals or groups of

individuals that conduct criminal activities by extorting
organizations to receive a ransom payment.

Evolving tactics

1% or less:

M 26% LockBit3 M cloak
M 11% Clop AvosLocker
M 10% ALPHV (BlackCat) M Abyss
W5% Play M Mallox
W5% Royal M Cuba
M5% 8Base M RA Group

4% BianLian B MONTI

4% Black Basta HLV
W3% Akira M Everest

3% Medusa metaencryptor
M 2% ViceSociety incransom

2% BlackByte knight (cyclops)
M2% Snatch Lorenz
W2% noescape Dunghill Leak
B 1% losttrust Ransomhouse
W 1% Karakurt M ransomedvc
M 1% Rhysida M Darkrace
M 1% cactus M ciphbit

1% Qilin B Money Message
M 1% RagnarlLocker M Trigona
M 1% HivelLeaks M threeam

There are indications that NoEscape might actually be the
first re-brand we have seen of Avaddon since they closed
operations in June 2021, the main clue being that NoEscape’s
and Avaddon’s encryptors are almost identical®®.

The major players

Who were the major Threat Actor groups over the past 12
months? In total, we recorded 54 Cyber Extortion operations
with leak sites on the dark web. This is an increase in Threat
Actors of 12.5% over 2022. As previously mentioned, the
number of victims increased 46% over the same period.
This disproportionality suggests how effective this criminal
ecosystem has become.

Threat Actors observed during this report period are shown
below. LockBit3 has remained the most prolific actor site since
approx. 1.5 years ago when Conti was still active and claimed
the top position. In line with the general trend, we saw a steady
increase in LockBit3’s activity during the past 12 months. In
June 2023, the German BSI and the US CISA agency published
a warning regarding LockBit, calling them the most dangerous
ransomware group®?!57.. However, other Threat Actors have
also been busy, and proportionally, we've actually been seeing
less LockBit3. Another group that sticks out is CIOp, who we



Cy-X Victims by Industry

Shift in Cy-X victims by industry

Top 12 affected industries: comparison between the last and prior year Last 12 months M Prior 12 months

Manufacturing

Professional, Scientific, and Technical Services
Finance and Insurance
Educational Services

Wholesale Trade

Health Care and Social Assistance
Construction

Information

Retail Trade

Transportation and Warehousing
Public Administration

Other Services (except Public Administration)
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Thanks

P Cyberdefense

Ulrik Ledertoug
CTO, Orange Cyberdefense Denmark

Mail: ulrik.ledertoug@orangecyberdefense.com
Phone: +45 2845 6705

https://www.orangecyberdefense.com/dk/
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