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“Egypt’s canal chief says human
error could be behind ship’s
grounding.”
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“Friedrich Wilhelm Voigt
masqueraded as a military
officer, rounded up soldiers, and
‘confiscated’ 4,000 marks from a
municipal treasury.”

proofpoint.




B Donna-Marie Cullen = @ @DonnaCullen85 - May 17, 2021
HSE cyberattack ‘stole my end goal’, says cancer patient.

I’m just one of thousands of patients effected by this horrible cyberattack
on the HSE.

@IrishTimes

irishtimes.com

HSE cyberattack ‘stole my end goal’, says cancer patient

Woman (36) due to finish treatment on May 31st but now has ‘no idea’
when she’ll be seen

“I got a call at lunchtime and was
told that my radiation wouldn't be
going ahead because of the
cyber-attack.”

proofpoint.



It started with a phish

Anatomy of the ransomware (or BEC, or data theft) attack

Consolidation & preparation Ransomware launch Impact on target
Once all systems identified, infected, and information collected, Attacker steals and encrypts data, then

Attacker attempts to gain access to critical devices
criminal then sends ransomware payload demands ransom

and server admin

18 March 2021 18 March 2021 - 14 May 2021 14 May 2021 ©)
User opened malicious Microsoft Excel file Attacker operated in network over Detonation of Conti ransomware [,
attached to a phishing email sent on 16 eight-week period. which caused widespread IT @
March 2021. disruption. @ Disclosure of
information on darkweb
Infect other Steal
devices business data
Customer

notifications

®

Customer loss/
loss of sales

®

Reputational harm/
bad PR

®

18/03: Threat X )
actor takes 14/05: Infect devices  Encrypt data 14{2:53;?:,“ (‘)jperatlpnal
18/03: Loader, control & moves & servers with data recovery lowntime
Downloader, laterally ransomware payload or decryption key
RAT, Banking Trojan,
keyloggers Response and
remediation costs é/N
=]
16/03: 07/05: Access  Destroy backups
Emall ser\t/ng: tae:;é::llata Financial loss due to
ransom payments

Malware

proofpoint.
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“They don't do stages of sarcoma.
You either have sarcoma, or it has spread,
and if it has spread, it is terminal.

“For me it was the worry. If there was even a
minute chance of a crumb of this cancer left
in my head, that it would just start to multiply
and my radiation plan would need to be
completely revised.”

proofpoint.



“We got into your network through
phishing. The email with the
malicious attachment was opened
by an employee... the user is asked
to include the document’'s macro to
display the content.

#Solution: Make it impossible to
perform such an attack!

#How? You should figure it out for
yourself...”

i
v



Systemic risk is
people-centric risk.

Proprietary & confidential / Internal use only
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DBIR

Data Breach Investigations Report

2008

85% of data breaches involved a
human element,
just 3% involved a
technical vulnerability.

verizon'

75% of ransomware attacks
start with email.

NNNNNNNN

95% of security breaches
are human related.

WRORLD
2022



“Had we known that what was true
nine years ago would still be true
today, we could have saved some
time by just copying and pasting
some text.

Oh well, maybe in another nine
years things will change for the
better.”

verizon’ DBIR




Attackers don't hack in... they log in

Linked

Join Linkedin noy, it's fr mn'-nnurlou‘u.
ee

ﬁ'ansier

PO

getElementsBy
urn"undefined"
/select>"

RUNNING ATTACKER'S HANDING OVER TRANSFER FUNDS OR
CODE FOR THEM CREDENTIALS TO THEM DATATO THEM

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only prOOprint. 13



B2 Get Messages | v & Write

From Nordea
To

Du har et nyt online dokument

Credential
phishing...

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only

[\\[e] {0 [To]

IDENTIFICATION

Nordea Netbank
Log pa hos Nordea Bank

BRUGER-ID @

FORTSAET >

[0 Husk mig hos Nordea Bank

Afbryd Hjzlp

©2023N

-adresse: NDEADKKK
CVR nr: 25992180 - CD-Ident 02000

proofpoint. 1



...cre d ent | a I Pakkelevering er opdateret

o Christopher Larsson <} ©outlook.com>

phishing... —

Du gik glip af en levering d. 24. februar, og nu skal du flytte tidsplanen.
Ga hertil for at planlaegge din levering.

Din pakke vil blive sat i bero, indtil du vaelger en leveringsdato.
Sporings-id - 75

Din pakke vil blive sendt, sa snart din tilgeengelighed er bekraeftet.

Tak fordi du har taget de ngdvendige skridt til at modtage din pakke.

_

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only prOOprintm 15



...and more
C re d e n t i a | BEKRAFTELSE AF LEVERING
o hishin g. il

*Indtast dine oplysninger pa nceste side og
betal tolden pd 14 kr.

Indtast
forsendelsesoplysninger

_

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only pr()Ofp(:)intw 16



The human has always
been the perimeter.

= -
© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only é{ ‘ ‘ pl’()()fp()lntw
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But have we changed our focus?

DEFENDER’S POV ATTACKER’S POV

Jane Backer
jbaker@bank.co
Financial Advisor

”
” I HIGH: PRIVILEGE

Jack Bream

5 . joream@bank.co
’ Executive/CEQ

HIGH: ATTACK
HIGH: PRIVILEGE

Rondha Drake
rdrake@bank.co
Senior System Admin

TIIIIIPPFIFS

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only
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INDIRECT ATTACKS

proofpoint.
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People the common link across attack chain

e SN

Initial

Recon compromise

*Prevent + detect
to identity deception

*Prevent + detect + respond
to targeted attacks

*Detect + respond
to cloud account takeover

Proofpoint
Aegis

& B L B @

Info
gathering

*Prevent common attack paths
*Detect + respond to lateral movement
*Detect + respond to privilege escalation

Persistence Priv Esc

spond
to data exfiltration attempts

*Prevent + detect + respond
to domain admin access

« Gain insight into risky user
behaviour

Proofpoint Proofpoint
Identity Threat Detection + Response Sigma

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only prOOprintu



Answering the questions that matter most

AXIS:
Adversaries

Who are they and what
do they want?

How do they Who else
operate? have they
attacked?

AXIS:
People

Who is
attacked?

risky? privilege?

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only

AXIS:
DEIF!

Who has
access?

1001010
0010001
0001100

Is it Is it moving
sensitive? or stored in
a risky way?

proofpoint. 20



Axis: Adversaries

Your org threat landscape

AUG 21 OCTOBER AUG 22

. Credential phishing . Malware ‘ Banking . Botnet . Corporate credential phishing ‘ Consumer credential phishing . Keylogger
‘ Downloader Stealer RAT Pen-test Ransomware Malspam Spambot Backdoor Cryptocurrency miner

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only prOOprint. 21



Axis: People

People are different.... but targetable

Finance director I N —

. HOILE Chief executive I
FI nance Investor relations I N D
Clinical director GG
Targeted with cred Clinical director GG

phish and RATs Practice manager |

‘info@’ group mailbox | S
Recruiter [IE—
Practice manager N

L [ [
I
i =
|

Interacts Can move [ Consumer credential phishing

it O

with risky itz [ Credential phishing

suppliers |
] ] i
[ | Bl Corporate credential phishing
meeeessssssm——m 8 <eylogger
| B RAT

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential ' Internal 1



Axis: People & Data

Assess the human attack surface

PROBABILITY

Who gets targeted by serious threats?
Receive highly targeted, very

ATTACKED sophisticated, or high volumes of
Targeted by threats attacks
0no
EeE
LIKELIHOOD VULNERABILITY PRIVILEGED IMPACT
Who is likely to fall for those threats? Wr(i):; xahlg " ACZ:: /tso ::;;zble Who has access to sensitive information?
Clicks on malicious content, fails y y

Can access critical systems or sensitive
data, or can be a vector for lateral
movement

awareness training, or uses risky
devices or cloud services

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only prOOprint“ 23
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DASHBOARD

< ALL PEOPLE IMMINENT TARGETS

oft Target:

Very 218
Vulnerable

People
All People 1511
19628

Very Attacked
People
814

Imminent Targets
8
Latent Major
Targets Targets
49 35

Very Privileged People
573

4.2 N ¥ * &

Risk Risk Attacked Privileged Vulnerable
Level Motion
Description

All employees of the organization including members of Very Attacked , Very
Privileged and Very Vulnerable groups as well as all other people.

MAJOR TARGETS

( Risk for date: 8/17/2020 E

Last Calculation of Risk: 8/16/20, 5:40 PM

1 Carmine Bowman
Payroll Services Senior HR Generalist

2 leystn Mcintosh
Service Specialist

3 llona Mann
Service Specialist

4 Demetre Higgins
Sr Service Partner - GROUP Service

5 Manfred Hudson
Service Partner - GROUP Service

6 Janeva Morrison
Client Services Supervisor (CSS)

7 Raman Dalton
Service Representative

LATENT TARGETS SOFT TARGETS VERY ATTACKED PEOPLE VERY VULNERABLE PEOPLE D
< Overview New Comers Seniority Business Function Specii >
19628 ToTAL
Top Targets
Rank Name VIP Risk

(o))
N

o
N

o o G <
[N] N



Adaptive controls that protect people

ROLE:
Finance

Block impostor
attacks with ML

Flag risky \ Train
suppliers on BEC
with tags threats

ROLE:
Research Scientist

Protect cloud

Web isolation collaboration

to preserve with web,
privacy endeInt DLP

Deliver custom training on
campaigns targeting
intellectual property

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only

ROLE:

Support

Isolate all links to shared
alias so clicks do no harm

Use ITM - Train

to protect on data
customer handling
data

proofpoint.



)
=

Initial

Info

compromise Persistence gathering

Consolidation & preparation

Attacker attempts to gain access to critical devices

and server admin

Enterprise data loss

prevention (DLP)
Infect other
devices
Identity Threat
Detection + Response

Cloud account ,; ~
compromise ! 8;

protection

Lateral

Priv Esc movement

Ransomware launch

Once all systems identified, infected, and information collected,
criminal then sends ransomware payload

Steal

Insider threat
management

:::ll Advanced Browser | :
email security Isolation :
...... 18/03: Threat
Security actor takes
awareness training 18/03: Loader, control & moves
Downloader, laterally
RAT, Banking Trojan,
keyloggers

16/03: 07/05: Access
Email to internal
Malware servers and data

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential

14/05: Demand

14/05: Infect devices  Encrypt data ransom for
& servers with data recovery
ransomware payload or decryption key

=S5

Identity Threat
Detection + Response

Destroy backups

Internal use only

Staging

Impact

Impact on target

Attacker steals and encrypts data, then
demands ransom

4\
.
(ww)
é Disclosure of
information on darkweb

Customer
notifications

®

Customer loss/
loss of sales

®

Reputational harm/
bad PR

®

Operational
downtime

Response and
remediation costs

®)

Financial loss due to
ransom payments

proofpoint. 2




Protect people by blocking threats from
reaching users and by training them.
Education is more effective when it’s:
> * Individualised,
» Context specific and
+ Delivered at a time, and in a way, the user
prefers

Knowledge of who is being attacked, and
with what, provides actionable intelligence to:
» Protect the individual & enterprise

» Drive user engagement

» Assess the threat actor goals

People Risk — Bring these together to allow a
risk-based approach

« Automated, dynamic controls

* Personalised messaging & education

* Insightful Board level metrics

proofpoint.



ecuring email. Protecting people. No
ompromises.

Lea r n m O re bout Proofpoint GET IN TOUCH WITH US

mail Protection

ore than 90% of targeted attacks start

Uncover your Very Attacked People Business Email*

For more information, please see our Privacy

M H th il, and th ity threat
go.proofpoint.com/en-email- emall and these security (N'S21S &1 oley. it you prefer not to receive marketing

volving. : .
ays evolving emails from Proofpoint, you can opt-out of all

sec u rlty-g et-l n -to u c h . htm I BB oint Email Protection catches both marketing communications or customise your

preferences here.
own and unknown threats that others

iSs. By processing billions of messages

ach day, Proofpoint sees more threats, m
etects them faster, and better protects you

gainst hard-to-detect malwareless threats,

ch as impostor emails.
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