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Migrating applications to the Cloud

A Unpatched systems
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n Web application misconfiguration ‘

Default settings

Unsecured devices
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Mistakes create misconfigurations

Thousands of IAM permissions to maintain Due to insufficient time and resources

Multi-cloud = multi-complexity
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Featured Article

oused by NeW  Peloton’s leaky APl let anyone grab
oL interna|' cr'l?:fr;:e was exposed riders’ private account data
York State S But the company won't say if it has evidence of malicious
OI‘\““e - exploitation

-

Zack Whittaker @z2¢* whittake Zack Whittaker @zackwhittaker

BlueBleed: Microsoft customer data leak
claimed to be 'one of the largest' in years

SOCRadar says sensitive info from 150,000 orgs was exposed, Redmond disputes findings

A Jeff Burt Thu 20 Oct 2022  15:00 UTC
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SOCRadar detected sensitive information
of 150 000 companies leaked by 6 large
public storage buckets

Customer emails, SOW ¢ rur 5
product offers, invoices, signed ¢..umei..s
and customer asset documen's

One bucket contained 2.4 TB of data containing sensitive
information belonging to Microsoft due to an insecure
public Azure Blob Storage
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The answer of the cyber security industry

Posture Workload Threat Vulnerability CIEM Pipeline
Management Protection Intelligence Management Security

Cloud-native Application
Protection Platform (CNAPP)
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More visibility != more security?
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It’s time to put your cloud security in context




So how can we do better?

Effective Risk

Management & Auto-Remediation

Posture Workload Threat Vulnerability CIEM Pipeline
Management Protection Intelligence Management Security

Cloud-native Application
Protection Platform (CNAPP)
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Misconfigurations need context to identify risks

s (ol

Y

Misconfigurations Network Exposure |AM Risk
Vulnerabilities Runtime Protection Status Business Priorities
\ENWEILS Entity Status

[ ]
& cHeckPoINT

Orange Restricted



Log4j use case — a true cyber pandemic

M OSt po p u I a r j ava I Og I i b ra ry ' Itis ct:r)lygoijof :heﬁos-!-slzigsEvuLEth?itieEsI:l tEﬁt:BInEr::nltf/:ears.

Ove r 40 O , OO O G itH u b d Own Ioad S - When we discussed the Cg;ri;ziar?gdZ?Jgéttg;;sa?:gg!what we meant — quickly

% Corporate Networks
impacted per region

Used by a vast number of
companies worldwide

Easily exploited - Remote Code
Execution (RCE) BHOUNT 1Y

RESOURCES:
338,000

Started: December 10t 2021 lll
12 L V)

Check Point prevented over 820.000 attack We have so far seen an attempted exploit on
attempts since the outbreak over 40% of corporate networks globally

NEW variations Of the Dngmal in this report was detected by Check Point Software’s Threat P(evenn ﬂglP lmed nd analyzed in Check Point ThreatCloud.

.
‘ VE Seve rlt Score' 1 O O / 1 O O exploit being introduced rapidly hrea s real-time thieat inteligence derived from hundreds of million worldwide, over networks, endpoints and mobiles. The
- o E intelligence i hed with Al-based engines and exclusive research data fror mLhekP mRe earch - The\melhgne&r esearch arm of Check Point

Software Tec! es.

- over 60 in less than 24 hours
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How to mitigate the next “cyber pandemic”
in the cloud?




Find out if you are vulnerable

Vulnerability
Management

VMs
Container images
Serverless code

[ ]
& cHeckPoINT

-

VAN

A /4

ASSETS

CLOUDGUARD

+ Add Filter v

daniel1-linux
Aviram

nspector

C untTe
riand instance
Mumbai Instance
public zone2
Public-Instance

public-instance-1

nstant.

nstance

Instance

nstance

nstance

Instance

Instance

Instance

Instance

nstance

Instance

Instance

Instance

Instance

™ Undefined
™ Undefined
M Undefined
8 Undefined
8 Undefined
™ Undefined
M Undefined
M Undefined
™ Undefined

™ Undefined



Understand the context

,» CLOUDGUARD

Get answers to the
questions =]

= + Add Filter v

Showing

Is it running? o

Is Running

] AWS EC2 Instance

Publicly exposed?

AWS EC2 Instanc

AWS EC2 Instan

Runtime Protection enabled?
Protected by the WAF?

AWS EC2 Instance

Pub NS AWS EC2 Instanc:

AWS AWS EC2 Instance
Publ:
Public AWS AWS EC2 Instance
Public AWS AWS EC2 Instance
Public AWS AWS EC2 Instance
Public AWS AWS EC2 Instance
Public AWS AWS EC2 Instance
Public AWS AWS EC2 Instance

Public AWS AWS EC2 Instance

Public AWS AWS EC2 Instance

[ ]
& cHeckPoINT



Understand the impact

Use CIEM and ——
Intelligence to N

5 LOGS STATISTICS
@ = Group by: None v T aQ Q

a n a Iyze FVENTS External Implicitly Private Internal IP

POSTURE

Who has access to what?
Excessive permissions?
Any suspicious behavior?
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Understand the impact

Correlate with
business priorities

<+ Add Filter « Platform: AZ

Categorize assets based on
Tags

™% Crown Jewel

MM High Importance Rzure Virtual M

m b Azure Virtual M
™ High

Azure Virtual Mac|
| | High Imp« e Virtual M

Cloud account | — e

™ High

Virtual M ne
VAN P Mgl nn no o = G Azure e Virtual Mac]
Asset l Ial I Ie 8 High Importance R Azur zure Virtual Machine

™ High Importanc Azur e Virtual M
4 High Import g £ Azur = Virtual M
™ High Importanc 3-mongo-membs Azur Azure Virtual
™ High Importanc t Azur e Virtual M
™ High Importance alit c-different Azur Azure Virtual M
™ High Import Azur e Virtual M
™ High

Preview
| 1D £ High
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Final scoring to prioritize risk

Focus on the 1% of - oo
risks that matter = |

* Apply contextual Al and risk scoring

POSTURE

* Reduce attack surface with focus on the
highest priority risks

* Auto-Remediate using the “minimal effective =
dose” principle 2
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What other preventive measures can | take?

Use runtime protection for containers and serverless

Entity Environment Type T Runtime Protection Protection Mode
Azure Function App
Azure Function App
Azure Function App
Azure Function App Protected © Prevent
f449c98-693¢c-4316-9da6-079f0851c458 Azure Function App Protected @ Detect
Azure Function App Protected © Prevent

f449c98-693c-4316-9da6-079f0851c458 Azure Function App

OO0 000000K]

,f449c98-693¢c-4316-9da6-079f0851c458 Azure Function App Protected @ Detect
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What other preventive measures can | take?

Apply WebApp & API security with pre-emptive protection against
zero-days

Client
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What other preventive measures can | take?

Implement security at the build phase (shift security left)

Code

Protect your CI/CD pipelines

Monitor private & public repositories in your Cl

CI‘CD

¥  Gitab ci/cD Te@  GitHub Action @ Travis @ Jenkins 3 CircleCl

o . Azure DevOps . - ;
& AWS CodeBuild ot Pipeline © Gcoogte Cloua s Q} Other CI Systems

o Pipeline
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Concluding thoughts

Use context to identify risks O

Integrated platform approach provides complete
visibility for more context

Focus on the 1% risks that matter QO
Prioritize based on business critical risk

Real-time prevention where you can O
Implement technologies that prevent attacks
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Thank you!
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