Identify my weaknesses
before the attackers do

Vulnerability monitoring is at the heart of the
activity of our CERT (Computer Emergency
Response Team). Our experts daily identify flaws
in our customers’ equipment and networks. In the
event of a discovered vulnerability impacting
your information system, our experts can offer
appropriate countermeasures.

Vulnerability Intelligence Watch is a vulnerability
monitoring service offered by Orange Cyberdefense.

It allows you to be informed in real time of the
vulnerabilities impacting your information system and
the patches to be applied.

This monitoring service allows you to :

Identify your vulnerabilities continuously
Prioritize your scope of actions
Implement the appropriate recommendations

Our experts identify and qualify the criticality

of your vulnerabilities in your context. Our
recommendations are provided as vulnerabilities
reports that are available for consultation through a
dashboard.

Your teams are notified of vulnerability reports
according to the frequency, format and level of
urgency defined.

This support from our experts allows you to focus
your efforts on what is important to implement your
preventive and corrective actions.

Few figures

16 000

security vulnerabilities were
discovered in 2018.

80%

of attacks exploit a
vulnerability
in the information system.

25%

of the new vulnerabilities
detected are patched within a
month.

8 months later only 75% of
vulnerabilities are patched.

Source : MITRE, Ponemon Institute




The process:

Configuration Detection Analysis Publication Remediation

|
Key benefits Key service

Flexible configuration of users and perimeters. featu res
A real-time tool for monitoring your vulnerabilities Alerts : you receive
and their remediation. notifications via our mobile
application, email and texts
Contextualized information, the criticality given in the event of a pandemic or
is valued according to the risk and impact on your major campaigns.
business.
Human Analysis : our
Vulnerability notifications are directly usable by your experts check the sources
operational teams. for each vulnerability that

concerns you. A vulnerability
report is provided by our
experts including impact
analyses.

A unified portal with other

Additional services BT corees (i Saer

crime, cyber surveillance, etc).

Legal and regulatory monitoring

Daily security press review

Our CERT experts are available for any
uestions you may have concerning the

questions y y \ 9 +5000

monitoring of your surveillance perimeter o

products under monitoring

Our mobile application to keep an eye on

your vulnerabilities wherever you are 18 years of expertlse

a database with more than
35,000 vulnerability notices

For more information, contact communication.ocd@orange.com

Follow us :



https://cyberdefense.orange.com
https://www.youtube.com/channel/UCMgEeDcG-PDoZTGaepOa_OA
https://twitter.com/orangecyberdef?lang=fr
https://www.linkedin.com/company/orange-cyberdefense/?originalSubdomain=fr 

