
Goal-Orientated Penetration Tests
Service overview

Service description
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Ongoing, real-world attack
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Key service components

Armed with appropriate modus operandi for 
the range of adversaries your organisation is 
likely to face, we will take one or many of the 
following approaches:
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HJJLZZ��0U�ZVTL�JHZLZ��[OPZ�^PSS�PUJS\KL�
JVTWYVTPZL�VM�[OL�4PJYVZVM[�(J[P]L�
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PU�VYKLY�[V�JVUK\J[�[YHUZHJ[PVUZ��VY�
JYLH[PUN�MHSZL�Z\WWSPLYZ�HUK�WH`TLU[Z�
PU�H�THUULY�[OH[�WHZZLZ�I\ZPULZZ�
ZWLJPÄJ�Y\SLZ�
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Why Orange 
Cyberdefense
2UDQJH�&\EHUGHIHQVH�LV�WKH�
H[SHUW�F\EHUVHFXULW\�EXVLQHVV�
XQLW�RI�WKH�2UDQJH�*URXS��$V�
(XURSHŖV�JR�WR�VHFXULW\�SURYLGHU��
ZH�VWULYH�WR�EXLOG�D�VDIHU�GLJLWDO�
VRFLHW\�

:H�DUH�D�WKUHDW�UHVHDUFK�DQG�
LQWHOOLJHQFH�GULYHQ�VHFXULW\�
SURYLGHU�RIIHULQJ�XQSDUDOOHOHG�
DFFHVV�WR�FXUUHQW�DQG�HPHUJLQJ�
WKUHDWV�

2UDQJH�&\EHUGHIHQVH�UHWDLQV�D�
����\HDU�WUDFN�UHFRUG�LQ�
LQIRUPDWLRQ�VHFXULW\�������
UHVHDUFKHUV�DQG�DQDO\VWV����
62&V�����&\EHU62&V�DQG���
&(57V�GLVWULEXWHG�DFURVV�WKH�
ZRUOG�DQG�VDOHV�DQG�VHUYLFHV�
VXSSRUW�LQ�����FRXQWULHV��

:H�DUH�SURXG�WR�VD\�ZH�FDQ�RIIHU�
JOREDO�SURWHFWLRQ�ZLWK�ORFDO�
H[SHUWLVH�DQG�VXSSRUW�RXU�
FXVWRPHUV�WKURXJKRXW�WKH�HQWLUH�
WKUHDW�OLIHF\FOH�


