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CISO as a service

Dedicated Cyber and Information Security

specialists to develop, implement and manage
organisational information security strategy and risk
approach. Orange Cyberdefense will work alongside key
stakeholders to define and execute a set of planned
activities and support the business in aspects related to
cyber and information security on a day-to-day basis.

A highly bespoke service providing qualified and
professional specialists on an as-a-Service engagement
model- from CISO to functional roles such as compliance
officer, security architecture, information security project
manager and more.

In a typical engagement, a dedicated, experienced and
qualified Information Security Officer would be
responsible for the development, implementation and
maintenance of the organisational information security
and risk strategy. With the support of the Orange
Cyberdefense consulting team, the information security
officer’s objectives may involve the following:

e Understand the business context and the threats
and risks to the organisation

e Understand and document the specific security
drivers, threats and risks

e Develop a security strategy aligned with the
implicit or explicit business strategy

« Design and evaluate security controls pre and
post-deployment

e Information Security Training — Conduct expert
security briefings and training, including

« Increasing the Security Awareness of
organisational functions Review and update
Information Security Policies and Procedures

« Assess capabilities by functional area, security
operations, and existing risk mitigations

e Develop security initiatives based on the
strategy, identifying target objectives

e Based on gap analyses, develop project
workstreams and plans

e Prioritise remediation and improvement plans
* Resource and Execute

* Flexible and Scalable

* Focused on Cyber Security Strategy aligned
with Business Goals

* All-Inclusive: Technical, Risk, Compliance,
Organisational, Third-Parties

* Independent and with project management
capabilities

* Single Point of Contact for Information
Security

* Continuous Improvement of the information
security plan

* Integrate Information Security in the
business-as-usual, with minimal impact on
critical business functions

Service Components

* Security

* Risk

« Strategic

* Cyber Security assessment audits
+ Security Program

* Reporting

* Metrics

« Compliance

* Asset

* Security

+ Control Frameworks

* Roles & Responsibilities

* Incident

* Business continuity & Recovery
* Threat & Management

+ Security Awareness & training
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