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AGENDA

1 0 : 0 0 A M - 1 0 : 3 0 A M Overview of Proofpoint Information protection

1 0 : 3 0 A M - 1 0 : 4 0 A M Logging into the Virtual machines

1 0 : 4 0 A M - 1 1 : 0 0 A M Hands on lab part 1: Being an insider

1 1 : 0 0 A M - 1 1 : 1 5 A M Coffee Break and change into your investigator hat

1 1 : 1 5 A M - 1 1 : 3 0 A M High level demo of the platform

1 1 : 3 0 A M 1 2 : 1 5 A M Hands on lab part 2: Being a data protection analyst

1 2 : 1 5 P M 1 2 : 3 0 P M Closing questions
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The inaugural 2024 Data 
Loss Landscape Report 
is now available!

Get your copy today!
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2024 Data Loss Landscape ï Key Findings
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WHAT WE HEAR TODAY

6

P O O R  V I S I B I L I T Y  
I N T O  C L O U D  D A T A

Legacy solutions were built 
for on-premises data, with 
a heavy footprint in data 
centers and endpoints

S I L O E D  
T O O L S

Teams are burdened with 
extended investigations 

and missed violations due 
to lack of context and 

complexity

P O O R  E N D P O I N T
P E R F O R M A N C E

Bloated agents cause 
performance and stability 

issues

N O  V I S I B I L I T Y  I N T O  
I N S I D E R  A C T I V I T Y

Lack of full visibility into 
user behavior, puts 

sensitive data and systems 
at risk

¢ǊŀŘƛǘƛƻƴŀƭ άŎƻƴǘŜƴǘέ 
approach to data 

protection does not 
address users who are 

compromised

A C C O U N T  
T A K E O V E R S

L A C K  O F  V E N D O R  
P A R T N E R S H I P

Lack of vendor innovation; 
M&A activities have caused 

customer disruption

SECURING YOUR DATA
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HOW DO WE HELP

7

C L O U D  S E C U R I T Y  
F O R  C L O U D  D A T A

Cloud native 
architecture with API 
and clientless controls

E F F I C I E N T  
I N V E S T I G A T I O N S

Single platform & 
managed services for 

policy management and 
incident triage all rep in 

timeline context

P O S I T I V E  E N D- U S E R  
E X P E R I E N C E

Endpoint agent operates 
without disrupting the 

end user for both insider 
and DLP use cases

B E Y O N D
C O N T E N T

Provides content, 
behavior, and threat for 

DLP and Insider use 
cases

Extends incident context 
to include all points of 

the cloud attack chain to 
mitigate impact

T H R E A T  
A W A R E

I N V E S T E D  
P A R T N E R S H I P

Focus market for PFPT with 
same contracts, support, 
and customer sat as other 

solution

SECURING YOUR DATA



Content Area

C
o

n
te

n
t 
A

re
a

Content Area

C
o

n
te

n
t 
A

re
a

© 2024 Proofpoint Inc. / All rights reserved. / Proprietary & confidential 8

HUMAN-CENTRIC SECURITY
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#1
Largest DLP Provider

45%

Of the 
Fortune 100

36M +
Users in 5,000+ 

Tenants

71%
of Healthcare and 

Life Sciences

67%
of Financial 

Services

56%
of Manufacturing 

ADOPTION IN 
THE FORTUNE 
100

PROTECTING DATA FOR WORLD CLASS ORGANIZATIONS
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Protecting Data for World Class Organizations

FINANCE INSURANCE LIFE SCIENCES HEALTHCARE

AUTOMOTIVE INDUSTRIAL MANUFACTURING RETAIL

ENERGY/UTILITIES COMMUNICATIONS TRANSPORTATION Dh±Ω¢ ϧ 95¦/!¢Lhb
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W H E R E  DATA  S H O U L D  B E

5!¢! 5h9{bΩ¢ [h{9 L¢{9[C
¢I9w9Ω{ ![²!¸{ ! t9w{hb .9ILb5 ! [h{{
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Data is lost due to careless, compromised, or malicious users.

C A R E L E S S  
U S E R

C O M P R O M I S E D  
U S E R

M A L I C I O U S  
U S E R
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WHAT IS NEEDED IN THE NEW WORLD TO UNDERSTAND PEOPLE

Is there sensitive or 
regulated data?

Is there unusual user activity, intent, 
and access context? 

C O N T E N T B E H AV I O R

T H R E AT

Is there linkage to compromised accounts, 
phished users, malware, OAuth abuse?

THE OLD 
INFORMATION 
PROTECTION WORLD

THE NEW 
INFORMATION 

PROTECTION WORLD

© 2024 Proofpoint Inc. / All rights reserved. / Proprietary & confidential 11
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ONE CONSOLE, ONE AGENT, ONE CLOUD-NATIVE PLATFORM

Investigate 
Insiders

Prevent 
Data Loss

Block Cloud 
Threats

Data loss prevention

Email Cloud Endpoint

Insider threat
management 

Visual ForensicsAnomaly Detection 

A C T I V I T Y I N T E N T C H A N N E L S

PEOPLE | PROCESS | TECHNOLOGY

Alert Management and Investigations | Policy uniformity | Privacy controls | Reporting and Analytics
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MOCK INSIDER THREAT EXERCISE
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M I M I C  I N S I D E R  T H R E AT  E V E N T I N V E S T I G AT E R E S P O N D A D A P T  T E C H N I C A L  C O N T R O L S
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