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Comment se connecter au reseau Wi-Fi ?

. Choisissez le Wi-Fi “OCD-GUEST”

« Complétez le formulaire en indiquant :
> Votre nom
- Votre e-maill
- Sponsor's Email : lucile.druey @ orangecyberdefense.com

« Cochez “l accept the terms of use”

. Cliquez sur “Register”

« Votre demande va étre validée

- Lorsque votre demande a été validee, le bouton “Log-in” devient

bleu, cliquez dessus
« Vous étes maintenant connecté(e) a notre reseau !
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Overview of Proofpoint Information protection
Logging into the Virtual machines

Hands on lab part 1Being an insider

Coffee Break and change into your investigator hat
High level demo of the platform

Hands on lab part 2Being a data protection analyst

Closing questions
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The 2024 Data
Loss Landscape

Global cybersecurity insights into
departing users, determined attackers
and misdirected email
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The inaugural 2024 Data
Loss Landscape Report
IS now available!

Get your copy today!
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2024 Data Loss Landscape T Key FIndings

69& “Careless users” were the

most cited cause of data loss.

of organizations experienced Only 38% of Data loss is disruptive: over
one or more data loss organizations have a 50% reported business
incidents in the past year. “mature” DLP program. disruption as a consequence.
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56 growing area of concern.

of users are responsible for 88% of data loss events.
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WHAT WE HEAR TODAY

X

LACK OF VENDOR
PARTNERSHIP

SILOED POOR ENDPOINT NO VISIBILITY INTO ACCOUNT
PERFORMANCE |INSIDER ACTIVITY TAKEOVERS

TOOLS

POOR VISIBILITY
INTO CLOUD DATA

tiadl2of/vérdlof imriovation
M&A activities have caused
customer disruption

CNF RAGA2Y I §
approachto data
protection does not
address users who are
compromised

Lack of full visibility into
user behavior, puts
sensitive data and systems
at risk

Bloated agentgause
performance and stability
issues

Teams are burdened with
extended investigations
and missed violationdue
to lack of context and
complexity

Legacy solutions wetiuilt
for on-premises datawith
a heavy footprint in data
centers and endpoints
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HOW DO WE HELP

EFFICIENT

CLOUD SECURITY
FOR CLOUD DATA INVESTIGATIONS

POSITIVE ENDNDSER
EXPERIENCE

Endpoint agent operates
without disrupting the

end userfor both insider
and DLP use cases

Single platform &
managed servicefor
policy management and
incident triage all rep in
timeline context

Cloud native
architecture withAPI
and clientless controls
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BEYOND
CONTENT

Providescontent,
behavior, and threafor
DLP and Insider use
cases

THREAT
AWARE

Extends incident context
to include all points of
the cloud attack chaiim
mitigate impact

proofpoint.

INVESTED
PARTNERSHIP

Focus market for PFRith
same contracts, support,
and customer sat as other

solution
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HUMANCENTRICISECURITY

435% 36M +

#1
Users in 5,000+

Largest DLP Provi Of the
Fortune 100 Tenants

: ADOPTIONNN
THE'FORTUNE

7 1 6 7%
P : of Manufacturing 1 O O

of Financial

of Healthcare and
Life Sciences Services
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Mage“an Deaconess
HEALTH Hospital
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WHERE DATA SHOULD BE
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CARELESS COMPRO ISEDMALICI Uus
USER USE USER
Data iIs lost due to or
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WHAT IS NEEDED INFTHE'NEW WORLD' TO UNDERSTAND P

THE OLD THE'NEW
INFORMATION INFORMATION

PROTECTION WORLD PROTECTION WORLD

Is there linkage taompromisecaccounts,
phishedusers,malware, OAuth abuse?

Is theresensitiveor
regulateddata?

Is there unusual userctivity, intent,
andaccescontext?

CONTENT BEHAVIOR
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ONECONSOLE; ONE'AGENT, ONE'CNAUIVE' PLATFORM

Insider threat
management

Data loss prevention

Block Cloud
Threats

r 1

O

L -

Anomaly Detection Visual Forensics

ACTIVITY INTENT CHANNELS

PEOPLE | PROCESS | TECHNOLOGY

Investigate
Insiders

Prevent
Data Loss

Alert Management and Investigations | Policy uniformity | Privacy controls | Reporting and Analytics



MOCKIINSIDER' THREAN EXERCNKSE

MIMIC INSIDER THREAT EVEo INVESTIGAT@ RESPONDQ ADAPT TECHNICAL CONTE

N
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