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Overview
Course Modules

This course is ideal for embarking on the long journey

of incident response. Most of the process involves * Introduction

preparing in advance, and establishing procedures © Prepare for the war

that you can rely on when the time comes. This © Recognize security incidents
halfday course is therefore an introduction to the © Risk exposure

Standards and norms
Incident handling

concept of incident management, as well as the
underlying best practices, norms and standards. It will

enable you to lay the foundations of your defensive © Attack phases
strategy from the point of view of preparedness. © Defender’s view
© Incident Response steps and best
practices
© Documentation and communication
Who should attend ¢ |Introduction to Forensic Analysis
© Avoiding mistakes
* Ethical hackers, incident responders © General principles
® |T system, networks admins o A few words on how to collect, handle and
* CISO analyze digital evidence

Skills you’ll learn

N/A
Level 2

4 hours

French or English

T
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