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Gyber Resilience:

Révolutionner votre securité et
gestion des données !




%%R RESILIENCE 10%

More Ransomware
Last Year than
Year Before

Source: Recorded Future: https://therecord.media/ransomware-tracker-the-latest-figures
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Source: Rubrik Zero Labs
The State of Data Security: Measuring Your Data’s Risk
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New Sensitive
Data Records to
Secure in 1 Year

Source: Rubrik Zero Labs
The State of Data Security: Measuring Your Data’s Risk




Rubrik Security Cloud

v Laminar

Anomaly Detection

Cloud Data . .

Enterprise Data Unstructured Data
Protection Protection

Sensitive Data
Monitoring

Threat Containment

Cyber Recovery

User Access
Simulation

Threat Monitoring

Data Threat Data Security Cyber Additional Data

Data Protection Analytics Posture Recovery Security Products

Data Threat Engine

Time-Series Data and Metadata
............................................ Zero Trust DESIgN  » = = = = = s s o s o st s et a e et a e

Automation APIs




DATA SECURITY POSTURE MANAGEMENT

Reduce risk of exposure and exfiltration
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Locate Understand Minimize Impact
Sensitive Data Access and Usage on Production




FACILITATE COMPLIANCE

DOCUMENT WHERE SENSITIVE DATA IS FOR COMPLIANCE

¢ PCIDSS

Payment Card Industry Data Security Standard

Credit card number

7
B U.S.Financials
Data related to U.S. Financial Institution
Credit card number *3
\.
e
B VMworld Policy
U.S. bank account number

W US.PI

U.S. Personally Identifiable Information

U.S. Social Security Number

SSN

¢ CCPA |

California Consumer Privacy Act

U.S. Social Security Number (SSN) +3

# Custom Policy - Find SSNs

Data related to U.S. Financial Institution

U.S. Social Security Number (S5

N




DISCOVERY AND CLASSIFICATION

GAIN VISIBILITY AND CONTROL OF YOUR DATA
Q

Scanning...

Total Data Records

78K

+* New data types found in the environment

Driver's License Full Name Address Password




DATA RISK MONITORING

IDENTIFY DATA EXPOSURE RISK

() Unprotected Data
222K records

:) Overexposed Data
33K records

Active Violations

- 0 Misplaced Data

O 16K records

Active Violations




DATA ACCESS GOVERNANCE

MANAGE ACCESS TO YOUR SENSITIVE DATA

Identities by risk

. @ High 9
<" Chris, Dev
3 Internal @ Medium 26

Low 18

Accessible Data
PHI 191K PII 160K

Customer Data 151K

& High risk user




USER INTELLIGENCE

IDENTIFY THE RISK OF DATA THE

@ vouhave 23 days

@,  DataSecurity Posture

User Intelligence

Adam Eckerle
Josh Robinson
Brodeur Peagler

Benedicte Huyna

Sahil Hauman

Bispham Leofsky

Temenuga Canellas

Aigars Glatzel's Risk Timeline

Sensitive Data Breakdown ©

USER INTELLIGENCE
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DATA ACCESS GOVERNANCE

SAFEGUARD AGAINST THREATS

® High Risk e

ium Risk ® Low Risk
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DATA ACCESS GOVERNANCE

RESPOND SWIFTLY

» High Risk
Medium-risk analyzer hits

Password never expires

UPN

Benedicte.Huyna@zaffre.local

Groups

Domain Users Finance Team

HR Team IT Team

@ Users Have New Access

> users in Finance Team group
gained access to new HIPAA policy
data in 1 object because of ACL
permission change.

@ Users Have New Access

18 users gained access to new U.S.
Pll policy data that was added to 3

bjects.

4 days ago
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LEVERAGE Al SECURELY

Block sensitive and critical data from
being used in LLMs and monitor
Al-generated content.




MERCIDE VOTRE ATTENTION !

Sondage de satisfaction
Merci de votre feedback

Cyberdefense

Scannez-moi



