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Cyber Crime Impacts Everyone

A W RE

SMB Individuals
39
- o
1 I

At work At home
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The Reality of Cyber Crime

Affects companies’ profitability and stability

Cyberattack cost MGM Resorts about $100
million, Las Vegas company says

The company said it deliberately shut down a number of services “to mitigate risk to customer

2023: Comcast Faces Lawsuits over
Breach of 36M Accounts

information" after the hack last month.

proofpoint, © 2024 Proofpoint Inc. 3



Current Threat Landscape

2020

54 2Billion 537 4 Billion

Total Losses
847,376
o &
$6.9 Billion

2022 - 800,944

$10.3 Billion
2023 - 880,418 ,

$12.5 Billion

W Complaints M Losses

FBI and MI5 warn that China’s spies are snooping
eve here’ with the goal of ‘ransacking’ companies’
lnte tual property

dh.

90% of security incidents involved human element

proofpoint. © 2024 Proofpoint Inc. 4



When you think of
Cyber Criminals...

You might think they gain
access by hacking a network

proofpoint.
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But Cyber Crime often looks like this...

Y Hy,
4o oW

Chloe, 25
1 Actress

© 11 kilometers away

Love to travel almost as much as | love
my dog&®

X * ©

Bill Gates @

@BillGates

.
I h ey g ain access b y Shaigthings (i nafrang theoi i folrsdation vt s et tareati

© Seattie, WA (& gatesnot.es/Pandemic-Preve... [ Joined June 2009

targeting people BN ST

proofpoint. © 2024 Proofpoint Inc. 7



Which of the following was the most abused

brand in 20237

proofpoint.

1)
2)
3)

4)

Amazon
Google
Microsoft

DocuSign

© 2024 Proofpoint Inc.
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Microsoft Remains Most-Abused Brand

Y Hy,
)
4o o

%,
7035 %

Brand Abuse Threats (Million)
10
80
a0
10
30
20

68 M messages were

associated with Microsoft
products and brand,;

over 2 O M email

35 31 . .
0 - - - — — — threats involved Office 365
Microsoft Adobe DH Google AOL DocuSign  Amazon

proofpoint. © 2024 Proofpoint Inc. 9



S Phishing 101
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How Attackers Exploit People

It’s All Social
Engineering

proofpoint.



Three Parts of Social Engineering

Emotion

o< >

Usedin 98% ofall cyber attacks

© 2024 Proofpoint Inc. 12



Common Tactics of Social Engineering

Emotion _
00

2

@"' Someone —i@ Urgent

[ You Trust Response

Authorit = Off
% IlEpr%rrltixég r '_:3 Expi?és

© 2024 Proofpoint Inc. 13
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Take Actions for Attackers

A

Q'
035 ¥

N

Run attackers’ code Give up your Transfer funds or data
credentials

proofpoint. © 2024 Proofpoint Inc. 14
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What is Phishing?

Fishing > Phishing Hooked > Breached

L

Emails that fish for Messages that lure you Once you'’re
information and access in to take the bait hooked...it's not good

Y
QY Yy,

N

proofpoint, © 2024 Proofpoint Inc. 15



Three Primary Phishing Threats

Malicious Requests for

Malicious links attachments sensitive data

proofpoint, © 2024 Proofpoint Inc. 16



Phishing at Home: Malicious Links

Shop latest spring deals (Extemal

Prime Store <info@smithsdaffodils.coms

Mismatch email

amazon

Brand looks off

proofpoint.

o\ CEpy,
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] ©
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D035 %>
Shop latest spring deals (Edemal) 1 inbex x X
Prime Store <info@smithsdaffodils com= May 6, 2024, 130AM ¥ —_—
tome ~
irator for Baby, Electric Nose Radio Frequency Skin Tightening Machine
amazon Your Amazon.com Today's Today's Deals See All Departments Aspirator for Toddler
link outdoor 4 4
s . 7
nart security camera, two-year Modvel Compression Knee Brace for
battery life Women & Men
Hurry! Get the most out of Amazon with early access to exciting deals and offers
“
Get Exciting Deals
Start exploring now! i
@it [} 701 Cyclone PET Handheld LISEN for MagSafe Car Mount
BABY NASAL "
ASPIRATOR um with PetExtract Hair
amazon Connoctwithus n u

© 2024 Proofpoint Inc.
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Phishing at Home: Malicious Links

mismatch email
unbranded icon

Appliance on the fritz? We'll diagnose and repair the issue in no time

Bxternall D

Sears Home Services <SH:

tome v

toma =

mismatch name

Sears Home Services <5HS@email searshomeservices.com:|

8 2024 Transform 3R Brands LLC, 5407 Trilbum Boulevard Suite

proofpoint.

Inbox x

mail searshomeservices.com> Thy, May 16, 2:46PM

call 619.821.4948 to schedule not a member? join free

Sears (v séwvices

repair home warranty home Improvement clean & maintain shop parts.

It's Enjoy
Flame Fine-tuning “$50 orf

Appliance

Season R

- your flormggre even GNGreliable for perfect
cvery time.Olnexpertrepairs can make it hoppen

We'll fix it, no matter where
you bought it.

Hi Valued Customer,

We noticed that your Protection
Agreement for your Sears air
conditioner has expired. First, let us
thank you for the trust and loyalty
you've shown Sears Home Services
over the years. As a valued customer,
here's $50 off your next repair
appointment, on us.

SPECIAL OFFER

sEn

SPECIAL OFFER

$50 off appliance repair $50

off appliance repair now'

schedule repalr

Prasant cods INRPASOOFF o your technlcian.

SPECIAL OFFER

25

oft appliance repair for later

schedule repalr

Prosent coda INRPAZSOFF 1o your technician

May 31, 2024. Save $50 on your next completed in-home repair on most kitchen of laundry appiances. Linit ane
J seevice repair order. Certain apphance brands may be excluded. Determination wil be mace t tme of service

iax. Not vald on prior senvices, Clean & Maintain service, estimate

1 Agresments, Home Warranty service, heating & cooling. elect

lawn & garden or garage door
alid In conjunction with other coupons, tech add-ons o preseason specials. Coupon s not transferable, is not

for cash, and can not be combined with o

5. Addiional exclusions may apply. Vaid in USA and Pusrto

lid in Guam or US Virgn Istands. Present tis receive discount Tach: Enter code [HRPASOOFF

Miay 31, 2024, Save $25 on your next completed in-home repair on most kitchen of laundry applances. Limit ane

servica repar order. Cartain appiance brands may be excluded. Determination w

made at tme of service
scheduling. Discount is applied befors tax. Not vald on prior senvices, Clean & Maintain service, estimate

otectio i

ervice, electronics, lawn & garden or garage door

ali In conjunction with other coupons, tech add-ons or preseason spe

ias. Coupon s not transferable, Is not
for cash, snd cannot be combined with other offers. Aditonal exciusions may apply. Valid in USA and Puerto

i In Guam or US Virgin Isiands. Present this cougon 1o receive discount Tech: Enter code IHRPA2SOFF

Gears Home Services LLC is part of Sears Home Services. The "Saars Home Services® brand and logo s used
mission of Transform SR rands LLC. This is an advertisemant. All products, offers and servicss may not be

il areas. Prices may vary by location. Minimum order o other restrictions may apply.

hsform SR Brands LLC, 5407 Trium Boulevard Sute 8120, Hoftman Estates, IL 60192. All rights ressrved.

| Unsul

Jex | Cattomia Privacy Potey |

Y Hy,
Sy,

© 2024 Proofpoint Inc.
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Phishing at Home: Malicious Attachment

[Released] Fwd: Ordar Update Invoice

153 KB

© Debbie Rich Sat 10/22

- Iy
Inv_GT512487_from_Norton_Inc_2904.pdf _ bbic Rich < )

[problems with how this message is displayed, click here to view it in a web browser,
download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

Push to open PDF

Incorrect grammar

Dear Customer ,

between 9 AM To 6 PM EST.

proofpoint.

Inv_GT512487_from_MNorton_lnc__2904.pdf o
153 KB

Dear Customer ,

Thank you for your order. Please review your payment amount below, we have attached a PDF
detailing your order invoice and terms of your subscription.

Contact Support +1 888 230 8597 Reach out to us anytime between 9 AM To 6 PM EST. we'll be
happy to help you.

GEEK SQUAD=INC. ® Network Security - Auto Renewal 3 Years subscription
Invoice Number: GT-512487

Invoice Date: 10/11/2022

Payment Method: Online

Amount: 349.99 USD

If you have any Question or Wish to cancel the Renewal, Please connect us on +1 888 230 8597 (9
AM To 6 PM EST)

Sincerely,
© 2022 GEEK SQUAD. All Rights Reserved
+1 888 230 8597

To view attachment
Open the attached PDF file. You must have Acrobat® Reader® installed to view the attachment.

N

2

N
2 %
z 2
gs &
© 2024 Proofpoint Inc. 19



Phishing at Home: Malicious Attachment

Mismatch email

Push to open PDF

proofpoint.

Re: Your Amazon Prime Account Update Information - Your Amazon
Account Will Be Updated on Sunday, May 12, 2024 - [A55SR6US]

External 7 Spam x

10) Customer Service <custx57-servicamzinformtliin178821120@mic5x%amz... & Sun, May 12, 539 AM
to informationservice, bee: me -

Why is this message in spam? It is similar to messages that were identified as spam in the past.

Report not spam

One attachment « Scanned by Gmail

A Anti-virus warning - 1 attachment contains a virus or blocked file. Downloading this attachment is d

amazon prime
—
our Prime banslits avm on hold dum 1o o blling
Ll

AMAZON-STATE...

Virus found '

) CE/\,/\

N
2 %
z 2
gs &
© 2024 Proofpoint Inc. 20



Phishing at Home: Request for Data

Mismatch email

are problems with how this message is displayed, click here to view it in a web browser,
Wels Fargo Onine <atmarin@calpoly.edu> Wels Fargo Oniine <atmarin@calpoly.edu>
Redpients
Redpients
Subject: Your Account Has Been Compromised.

wellsfargo.com
WELLS
FARGO

Your Account has been restricted, unlock

Your account has been limited for security reason to keep your
account safe note all your transaction will be monitored to enhance
your security.

To Unlock click on the below link and follow the security check
Questions:

|GO to http://www.welsfargo.com/secure welsfargo.com/secure

Incorrect website

Answer me security questions carefully and correctly.
After you answer all the security question has been answer you dont
have to do anything.

If you have questions about your account, please refer to the contact
information on your statement. For questions about viewing your

statements online, Wells Fargo Q,, * 0 0, - = ./ available 24
hours a day, 7 days a week. Call |privacy_security/fraud }2 or sign on to
send a secure email Click to follow link

proofpoint.
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Three Kinds of Non-Email Phishing

:

Smishing Vishing Social Media
~ (SMS Phishing) l (Voice Phishing) l Phishing .

A A AR A A
HESUCE T
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Smishing: Malicious Links

FROM: CRA@emergency.ca

GST/HST NOTICE
11:53 al T
{0 p .
< You have an outstanding balance
wells-fargo-mobil0101@alerts.com of $1,64541 on your acount.

You can pay the CRA here or through
e-transfer to crapayment@hotmail.com.

Today

(Your account has been
flagged due to fraudulent
activity, click the link to unflag
your account t.ly/JROWS) +19259685046

The sender is not in your contact list Your package cannot be delivered due
Report Junk to incorrect house number. Please

fill in the correct address online for

re-deliver: https://us-psvijj.top

O = | © ¢
1l 0 <

proofpoint,, © 2024 Proofpoint Inc. 23
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Smishing: Conversation Scams

1:47 s : B NE S T7%E Rl 72% @
=~ <« (856) I
< g (1 Mobile S
o (ssL +18566511097

Hello, my name is Lee. Are you Coach anctyptor N e usslde ot s Gt
Today 11:46 AM s : 5
o JOhnny? This is the number Wendy i not )eleen WhatsApp, can read or listen
Hello, I'm Jay, I'm sorry to gave me. to them. Tap to learn more.

bother you, your number SO 5 : ;'. &
appears in my mobile phone . Is that Dr. Robert? My cat is "

contact list, but | don't Me iy sickand won't eat. Can you

remember who you are. Have 4y make an appoi.ntment to
we met? have a look at it for me?

Nope

2:00 PM
The sender is not in your contact list. +18566511097 6:09 PM
Report Junk ) ) The sender is not in your contact list
Sorry | just checked the number, it was
my assistant who gave me the wrong &' REPORT

number, she is always careless(z
@ BLOCK

*a ADD TO CONTACTS

proofpoint, © 2024 Proofpoint Inc. 25



Social Media Phishing- Examples

proofpoint.

Linkedin Member —+

m

Recruiter Jun 29

LinkedIn Member

-Bank selected you for a business opportunity!

Greetings-

ANZ Bank is in need of your professional service. This is after a
thorough review of your profile. You experiences and skill-set qualify
you for this amazing job opportunity. The full details of this
opportunity is below:

https://jeyaocvityglupnc9faeag-on.drv.tw/singapore_job_roles @/

Please kindly see the Job description above and reply. I will like to
follow up with necessary information.

I look forward to hearing from you!

Regards,

Kaitlin G

Associate Director Q

N CEy,

S )
B %
2

"7

3, Q

7938 %>

People are looking at your profile

Para: Usted

You appeared in searches this week

See all searches

Get the LinkedIn app.

Stay updated wherever you are

nload for free

© 2024 Proofpoint Inc. 26



Social Media Phishing- Examples

facebook

ST recevookneios vou comnectipe

Fake Facebook URL:
www.facelook.cixx6.com
Facebook Login

You mus! t log In to see this page.

proofpoint.

< FACEBOOK

Your Facebook account
has violated our policies!
To avoid account
suspension visit
https://bit.ly/3RKTsnQ and
reconfirm it.

Facebook Security Team

< 8 O =

From Facebook - security@facebookmail.com
Reply-to noreply + noreply@facebookmail.com
To

Date Sep 10, 2023, 21:02

5] Standard encryption (TLS).

View security details

0

Hi Paulo,
We received a request to reset your Facebook

password.
Enter the following password reset code:

66631625 ‘

Alternatively, you can directly change your
password.

Change password

?X\ CE/V»

N
035
Mismatch
email
© 2024 Proofpoint Inc. 27
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Novel Phishing Techniques

ﬂJ'. O
g o T Prw
27X GEic
BEC QR Code MFA Bypass

proofpoint, © 2024 Proofpoint Inc. 30
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Trusted Business Communication is Critical

&Y Yy,

N

45 ot

035

Organizations rely on email to do business,
and yet...

©

\ j
\
\
\
\
\
\Y

-
-
-
-

Attackers can hijack
your trusted
communications

-
~~o
o
o
-~

proofpoint, © 2024 Proofpoint Inc. 31



Tactics to Hijack Business Communications ¢

Either or

your
can be impersonated

proofpoint.

Display Name
Spoofing

Domain Spoofing

Lookalike Domains

Compromised
Supplier Accounts

-
-
-
-

© 2024 Proofpoint Inc. 32



Language no longer a
M Gmail

Letter of Membership

2022

Revived Service <abhishekvarmab4w@gmail com>

Reply-To; abhishekvarmas4w@gmail.com
TO'M

Your St

Mon, Aug 1, 2022 at 6:42 PM

ion Attempted

Thank You For Your Purchase

Today is your last date of your plan as it is expiring today Monday, 1st of August, 2022.

barrier (Thanks GenAl) ¢

Requesting payment of USD 457 (via Razorp

FilmyBooks <no-reply@razorpay.coms>
ame -

@

Payment requested by FilmyBooks

Payment Link Id: plink_OAOmhEnROASGSS

Good Grammar

Your plan will be auto-renewed on due date 01-08-2022 with amount of $ 77.29 from your saved card details.

Hope this musical joumey gives you immense pleasure.

MEMBERSHIP PURCHASE SUMMARY.

We are delighted to confirm the suceessful renewal of your Geek Sguad annual plan
for $456.87. This transaction has been processed and will seon appear on your
banking staternent. Your plan will be automatically renewed to ensure continued

APPLE ID-|

Invoice Number-

DUE DATE- Monday, Aug 01, 2022

Order ID - ORDO2DB1089

PAYMENT METHOD- Pay-Pal(Helpdesk PP-(+1(850)-542-1.8.9.1.)
Service Delivery By- Apple Inc.

Service Received- iMusic Membership

Service Provider- Apple In App Services

Broken Language

Fee of § 77.29 will be ducted on 1st August 2022 as per your chosen iMusic plan.

If you are not satisfied with our service you can request for Cancellation just reach to
542-1.8.91.

You can cancel your subscription just reach us on +1(850)-542-1.89.1.

T PO

Warm Wishes,
The iTunes Team

2980, Peachtres Road, NE, Atlanta, 886-505, United states.

proofpoint.

support for your devices. If you have any guestions or wish to cancel, please contact
us at +1(808) 744 2764

ISSUED TO

twinkles@wildbranches.com

AMOUNT PAYABLE
PROCEED TO PAY

54%

USD 456.87
CISOs think
. GenAlis a
ilmyBooks o o
268 new masthath clony his security risk
in 2024
ARGZO!’PG,V Sign up with Razarpay to accept payments via finks for your busin
part this email if you find it to be suspicious [l Repart Email

© 2024 Proofpoint Inc.
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BEC Attacks Benefit from Al

s
O
o

35% YoY 1

proofpoint.

a4
Y g
9,

31% YoY 1

-

29% YoY 1

6 6 M + targeted BEC

attacks were blocked every
month on average. BEC actors
have overcome the challenges
of language and cultural barrier,
thanks to All.

© 2024 Proofpoint Inc.
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16 MAY 2023
BEC Attackers
Spoof CC'd
Execs to Force
Payment

Phil Muncaster
nmuncaster

n TﬁfQ_Security Magazine, May 2023

Impersonation tactics to
pay fake invoices

After initial fake invoice is sent to employee,
bad actors created a sense of urgency to pay

by sending spoofed email from supervisor
requested that payment be made.

|

Company i

w4

} Its Suppliers

1

Its Customers



United Healthcare Reports
Rl | Data Breach after vendor

to Vendor Email Account

email compromised

Compromised supplier account communicates with
United Healthcare employee regarding sensitive
patient information

recent data security incident.
—
—
If you receive a data breach notification from UnitedHealthcare —
discussing an incident at Equality Health, it is essential you
understand what is at risk and what you can do about it. A data br

\
i Its Customers
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ALM [LAW.COM

David Bernstein of Debevoise & Plimpton. Courtesy photo

NEWS

Debevoise Wins Cybersquatting
Suit Against 2 Fraudulent Domains
Impersonating Firm, Lawyers

"l think most cybercriminals realize that trying to defraud a law
firm with a phishing scheme like this is not going to end well for
them," said Deveboise & Plimpton's David Bernstein, the lead
partner on the matter.

Law.com, August 2023

nternational Law Firm Wins
_egal Action After Lookalike
Domains Fool Customers.

Lookalike domains spoof actual Debevoise lawyers and
request “sensitive information or funds” from current
customers in M&A.

| _

Company =

-
-
-
-
-
-
-

Its Suppliers

-

Its Customers



Defending against BEC

with Proofpoint Supernova

Unusual number /\
of messages? \J

Unusual
IP/Location?

New Domain
or Sender?

Odd Communication
Patterns?

New intent and /\
new sender? u

Behavioral
Baseline

Continue detection
efficacy innovation

proofpoint.

000

Language

Relationships

Cadence

Context

Behavior

© 2024 Proofpoint Inc.
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QR Code Parking Scam

e
Sabie, pow weiy

t.com
Wwww apcoIconEe
Pormese wink be made smpediscly 08 paueg
l""l !‘\'MO'."“I'(&i.'ll“' *

€ Select
pay - ex

su o a9 Yot urthet GataP

. ur.—muh:: b - s
o 3 pey fag. M5 dayh pe!

O

€ Select your vehicle

d
our duration an
,tmd at any time

Auo:umtly- 10 pay calh

01895 262 122

M

by

your

yons vt Toe VAT eacoipis &
i A BN LCH

proofpoint.

N CEy

S
2 )
8

2

7 @

203s >

In November 2023, a 71-
year-old woman was
scammed out of over

$16,000 when scammers

placed a fake QR code

over a legitimate one on a

car parking sign.

© 2024 Proofpoint Inc. 39



QR Code Phishing Scam

( September 2023 \

A phishing campaign attacked
WashU students in an effort to gain
login credentials. When the QR
code in the phishing email was
scanned, it redirected the victim to

\ a fake university login page. J

proofpoint.

N

2

S
3 o
% @
“ogs
[ .
Y Microsoft
Microsoft Multi-factor Authentication 2FA Set up.
Your 2FA multi-factor settings requires review. Follow the steps below to review and verify.
Quickly scan the QR Code below with your smartphone camera to re-authenticate your password security.
1. Scan the Microsoft QR Code using your phone camera.
2. Access your account, then go to settings.
3. Review and verify contact information and click save changes.
© 2024 Proofpoint Inc. 40
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MFA Bypass Scam

9

+1(205) 433-2937

Kt N

SimpleTexting: Hi Bob. We noticed a
suspicious log-in attempt to your Uber
account. Please send the 6 digit code to
verify this isn't you.

Reply stop to stop

BEWARE

OF MFA
FATIGUE

proofpoint. © 2024 Proofpoint Inc. 41



TOAD Attack:

|

Invoice 6453736 from |

,Q “Intuit E-Commerce

To © user@yourcompd

. Inv_6453736 from_gtygu_l|
o 1

Dear Customer:

Your invoice-6453736 for 194
Customer Service for the=US
Thank you for your business
Sincerely,

Best Buy To=altech™
+1-888-397-5635

To view attachment
Open the attached PDF file.

-

+1-888-397-5635

INVOICE
Invoice Date:  4/10/2023 ||

invoice No # 6453736

Thank you for choosing our services. We are reaching out to remind you that your
‘computer Protection Annual subscription has expired and Auto-Renewed today.

Ve would like 1o thank you for the completion of the maintenance plan.
We have auto-renewed your plan for 3 years and charged$199.99 against your
We understand that you are busy and hence could not get through to you when we
are trying fo contact you.

HELPLINE : +1-888-397-5635

Item Amount

Totatech™ (Best Buy Totalech™ 3 years membership 199,99

TOTAL | $199.99

W you have any question about this invoice or you want 1o cancel
the subscrpt

You can reach out our Customer Support at +1.888-397 8636

Thank you for ehoosing us. We thank you for your loyalty.

TOAD email
received by victim

D Reply

Email 2 Phone - Attack

N

Victim Calls

Support Number

Threat Actor Answers
& Directs Victim

N CEy

S %
B %
2

"7

3, Q

7938 %>

proofpoint.
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TOAD Example: Justin Bieber

you are going to a Justin Bieber event! Your electronic ticket is ready!

-]
0]

man 2112

Hi, Lisa

We're happy that you're a member of Justin Bieber JUSTICE WORLD TOUR. Make sure you get your electronic tickets

below
Your personal reference: 18205618936
Your et

number
WB205618936

JUSTIN

BIEBER

T-Mobile AEG

This ticket can be applied as an entry pass just once, re-entry unavailable.
B sure you get there early in order (o avoid giant quowes, doors for the concert will be open at 6:00 PM.

You have alse applied for Missed Mondial Assistance Missed Event Insurance. A total of 10.99 USD will be charged
separately by Allianz Global Assistance. You will soon receive a validation e-mail from Allianz Assistance with the policy
attached

Sadly there's a lot of illegal activity oceurring, so IF YOU DIDN'T MAKE THIS TRANSACTION PLEASE CONTACT US AT
#1 816 743 4566, Cus customer care service will give you a hand in resolving this difficulty Menday to Friday 9:00 AM-
6:00 PM

proofpoint.

LIVE

CON MAN FOOLS CELEBS & POWERFUL

Will be sentenced tomorrow for Bieber scam
ONSE TO RULING: "LOVE ME THROUGH THE GOOD AND THE EZEECED)

W ~

© 2024 Proofpoint Inc.
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TOAD Example: PayPal Lure

@ service@paypal.com

To: PayPal User >

If you have not ordered, reach +1
(888).920-1081.

Hello, PayPal User

P

Invoice payment
reminder

Reminder: Bill Service sent you an
invoice.

Amount due: $349.00 USD

Due on receipt

Invoice details

1:47 PM

proofpoint.

Message

Q Finance And Billing Department of PayP:

Finance And Billing Department of PayPal

Dear User,

o PayPal <anthonyd88d@gmail.com>
To:

m, Receipt..docx S
= 349KB

Download All « Preview All

Thank you for your order from The Springfield Armory.
your order will be approve within 7 working hours.

Your receipt is attached with this email.

W

PR

Home

?&\ CE/V

' PayPal

Words 92 | <3

S
2 Q)
z o
%, o
035 ¥
Receipt. (Compatibiity Mode] = Microsoft Word TN |7 v s 1 =07 e |
Inset  Pagelayout  References  Madings  Reew  View  Design  Layout o g
Dear Customer!
Thanks for using PayPal. This is an invoice for your recent purchase.
This purchase details will appear on your bank account in 2-3 business days.
Amount: 799.00
Date: September 14 2021
Invoice Details
Invoice_id — 89QWEHAB5240 September 14 2021
Description Amount
Purchase From The Springfield Armory $799.00
Sigsauer Compact Pistol
Total $799.00
1991 Roguski Road
Shreveport
Louisiana 71101
@ (i)~
If you have any questions about this invoice, simply reach out to our support
team for help.
number (321)952-5850
Thanks & Regards, ‘.
The PayPal Team ¢
© 2021 PayPal. All rights reserved . '
Bu@Ela e 105 0 &
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Helping over half a million customers pivot to human-centric security, 035

including 87 of the Fortune 100.
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Protect People Defend Data
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Prevent Mitigate

Impersonation Data Loss

Mitigate Contain
Supplier Risk Insider Threats




Proofpoint People Protection

Redefining Email Security: End-to-end, Complete and Continuous
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Microsoft struggles to detect phishing threats detected by Proofpoint
Active Threat Assessments behind Microsoft 2023

Threats Detected by Proofpoint / 1,000 mailboxes

Microsoft
m ___________________________________________________________________
63.4% of threats detected
by Proofpoint are FPhishing
ﬁ{n ______________________________________________________________
25.9% of threats detected
by Proofpoint are Malware

6.3% of threats detected
by Proofpoint are EEC =

4.4% of threats detected 0

TOAD by Proofpoint are T/ = e fg i : 3 E f & 3 3
E E = = 2 = i = =
= s = 2 ]
I ] Z o
Normalization: | Total Threats Defecfed by Frogfpoint / Sum of Linigue
EIEmE T LTS T T RS Category o BEC @ MALWARE @ PHISHING & TOAD

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential proofpoint.



What's In Attackers’ Playbook?

* Olympics

* Back-to-School

- COVID

* Natural disaster

* War

« Concert

« Election

* Holiday Shopping
* End of Year

proofpoint.

yur Mission: .Food, Educati
Medicine

QTo Celebrating 2024 Paris Olympics: 48GB Mobile Recharge Plans for everyone!

FREE 48GB DATA PLAN FOR ALL NETWORKS.

OR s“ l F Israel-Gaza War Has Triggered
I More Charity Scams: Here’s 4 Ways
CRAS TOUR To Avoid Getting Swindled

A &

ABC15 | LET JOEKNOw 'YIor Sw!

E‘ SCAMMERS CASH IN ON TAYLOR SWIFT TICKETS

Soonsod
:; ACCIDENT TOP STORIES LLEGALLY RECORDING WOMEN IN AZ, CA, SINGAPORE. 2B DPS ARRESTS WRONG

AAAAA

John F. Wasik Contribut m

r




Protect Yourself and your Company

O
@9 Be careful what you click

_lﬁlq Remember that you, your computer, your data and
your services are valuable to attackers

Don’t be shy to report your suspicions

< Get suspicious if an email tries to elicit an
034 emotional response

g When in doubt — ask the security team
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MERCI DE VOTRE ATTENTION !

Sondage de satisfaction
Merci de votre feedback

Scannez-moi
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