
Nutanix au Service de la Sécurité

Protégez vos VMs, Fichiers et Objets contre les Ransomwares



2024 Data Trends

Nutanix Data Lens

Demo - Don’t just take our 
word for it…
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3Source: ICT News



It’s not if,
it’s when.



Stay Ahead of the Curve in 2024
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Double & Triple 
Extortion

Ransomware-as-
a-Service

Supply Chain 
Attacks

Generative 
AI



What this means for your business

Legal Implications

Data Loss and 
Downtime

Loss of 
Customer Loyalty

Reputational 
Damages

Financial 
Implications
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“By 2025, 40% of all enterprises will require storage products to have 
integrated ransomware defense mechanisms, up from 10% in 2021.” 

Gartner: Innovation Insight for Cyberstorage Solutions to Protect Unstructured Data Against Ransomware

Cyber attacks are expensive!
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Percentage up 
from 2022 to 2023 in 
ransomware attacks

95%
of organizations have been 
impacted by ransomware 

globally in 2023

72%
Ransom payments

in 2023

$1B

https://www.gartner.com/document/4006606?ref=solrAll&refval=320460513


Cyber extorsion in Europe
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Don’t become 
another statistic.
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From End to End, Nutanix Has You Covered
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Platform Networks Apps Data

Prism Security 
Dashboard

Security Central for 
Flow Network Security

Security Central for 
Public Cloud Data Lens

Platform-level visibility 
into your Nutanix 
security posture

Application and Network-
level focus on vulnerabilities 

and microsegmentation
planning

Public cloud security 
compliance and governance 
for your Nutanix workloads

SaaS-based data security 
solution offering ransomware 

resilience and global data 
visibility for unstructured 

data on NCP



• Centralized to focus on 
platform + infrastructure 

• Looks at Security 
Hardening holistically 
across all nodes and 
clusters

• Integrates CVE 
vulnerability monitoring

Prism Security Dashboard: Platform

| 11

Vulnerability Patch Summary 

Overall Summary View

Security Configuration and 
Hardening

Compliance governance at 
your fingertips

NCI / NCM
Prism Central 

Security Dashboard



VM Secure Snapshots 
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Data Security at Your Fingertips with Data Lens
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Platform Networks Apps Data

Prism Security 
Dashboard

Security Central for 
Flow Network Security

Security Central for 
Public Cloud Data Lens

Platform-level visibility 
into your Nutanix 
security posture

Application and Network-
level focus on vulnerabilities 

and microsegmentation
planning

Public cloud security 
compliance and governance 
for your Nutanix workloads

SaaS-based data security 
solution offering ransomware 

resilience and global data 
visibility for unstructured 

data on NCP



Volume 
Services

File
Services

Object 
Services

Nutanix Unified Storage

Nutanix Unified Storage is built on top of Nutanix Cloud Platform

Unified storage services for all workloads
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Software Defined Data Services  |   Security-First Design  |   Start Small and Scale Out   |   Flexible Consumption

Prism Central

O P S

Centralized infra. 
management

Data Lens
Auditing, analytics, 

ransomware protect

K8s Objects Browser

D E V

Self-service data 
management

Self-service storage 
provisioning

Deploy as 
hyper-converged
with apps running 

on storage

Deploy as 
dedicated storage
with independent 

app servers 



Nutanix Unified Storage

Nutanix Data Lens

Safeguard your unstructured data with Data Lens

Integrated 
Ransomware 

Resilience

Relative Risk 
Score Trend 

Analysis

Compliance 
Through 
Auditing

Storage 
Optimization with 

Data Lifecycle 
Management

Files Objects *NDL only supports auditing 
capabilities for Isilon today

Objects

Third Party Storage

Isilon/PowerScale*



Usage Analytics Data Age Analytics Custom Reports

Analyze how your 
systems are consumed

Analyze your hot, warm, 
and cold data trends

Get customized reports 
for deeper insights

Take the guesswork out of data analytics
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Compliance beyond checking the box
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Audit 
Trails

Custom 
Reporting

Compliance 
Regulations

Permissions/Risk 
Visualization



Don’t Let Risk Hide from You Anymore
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Relative risk 
scores highlight 
areas of focus

Easily understand 
effective rights



Ransomware Threat Detection
100% of known ransomware signatures 
in the repository of 5100+ signatures today 
will be blocked 100% of the time.

Behavioral Pattern Detection
With the help of pattern detection, 

NDL can protect data from all malicious 
actors to always keep data safe.

Monitor and Generate Security 
Alerts on Anomalous Activity
Automatically generate alerts for anomalous 
activities and set policies to block threats.

Active Defense for Ransomware Resilience
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1-Click Recovery
Confidently return to normal 

automatically or through 1-click 
recovery using the last taken snapshot.



Intuitive Monitoring to Visualize Threats
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Activity
Policy 

Application
Request 

MIME Type
Recovery 

Action

Detection 
Engine

Remediation 
Engine

Threat 
Profile

Blocking 
Policy

Recovery 
Engine

Recovery 
Plan

Unified 
Storage

From Detection to Recovery, We Got It Covered
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Data Sources (Shares, Objects.)

Nutanix
Data Lens



Signature Based 
Threat Detection

Block 5600+ known 
signatures immediately

Behavioral Pattern 
Threat Detection

1-Click Recovery

Detect anomalies using 
behavioral markers

Instantly restore data 
from last good snapshot

Detect 
and block 
threats 
in just 
minutes!

Detect Block Recover

Threat Containment Window

Nutanix Data Lens

✓ Stop threats in 
their tracks

✓ Minimize data 
loss and return to 
business as usual

✓ NIST compliant

Detect and Block Threats in Minutes!
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File
Services

Object 
Services

Nutanix Unified Storage

< 20-minute



Demo
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