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Across several eras in the age of data,
NetApp has led in data infrastructure innovation
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Acceleration Simplification

2002 Today

Data Silos & Hybrid Hybrid
Unification Cloud Multiclouds

NetApp becomes the first NetApp creates the first NetApp becomes the ONLY
vendor to unify file & block data fabric strategy that vendor to introduce cloud
workloads, and structured eliminates silos & provides ops and data services as
& unstructured data unified control across any key data infrastructure
environment pillars in addition to being

the only vendor natively
embedded in all major
clouds
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Data storage to meet every need - all powered by ONTAP

For lowest cost, For best price/ For best performance
secondary use cases performance On Tierl workloads
HYBRID FLASH CAPACITY FLASH PEREFORMANCE ELASH
FAS AFF C-Series AFF A-Series

Block ASA C-Series AA A-Series

Comprehensive data management software delivering automation, efficiency,

data protection, and security capabilities for file, block, and object
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Unified control across your hybrid multicloud
NetApp BlueXP

U n |f | ed C O n tr 0 I FINetApp BluexP w Q BlueXP Search w
Of Stor a_g e a n d Se er Ce S fo r & @ Canvas My working environmen ts My estate FH Go to Tabular View
all your data wherever it lives il g A

1 FSx for ONTAP (High-Availability)
08 Provisione d Capacity

3 On-Premises ONTAP
903GiB Provisioned Capacity

Powerful AlOps .
drives operational simplicity .

1 Azure NetApp Files
08 Provisioned Capacity

Amazon $3
176 Buckets

Flexible consumption of resources
unlocks control, investment protection,
and ROI

StorageGRID-SIMULAT.

1 E-Series
2.32TiB Capacity

1 storageGRID
162.16 GiB Used Capacity

nnnnnnn

Integrated services b |
maximize data protection and cyber M=
resilience while minimizing costs T

m o °
@960 060 0 |

AWS | ms icosor 3 Delivering the speed, simplicity, and security
T ] s, required in today’s highly complex world
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NetApp
Ransomware
Protection

1 Secure by design

2 Real-time detection & response

3 Single control plane to automate

4 Air-gapped cyber vaulting

5 Recovery guarantee




Storage is the last line of defense )

You need to: —  Network security

« Minimize chance of a successful attack

Co. : — Application security
* Minimize impact of a successful attack

e Protect critical data, know when its under . T
Mission Critical
attack, and recover fast Ve

* [solate critical data backups STORAGE

* Ensure data recovery
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2%

In 2024, Ransomware affected 72% of organizations.
Source: Sophos "The State of Ransomware 2024”
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https://news.sophos.com/en-us/2024/04/30/the-state-of-ransomware-2024/
https://assets.sophos.com/X24WTUEQ/at/c949g7693gsnjh9rb9gr8/sophos-state-of-ransomware-2023-wp.pdf

Ransomware costs businesses millions annually

Sophos reports that 92% of companies that
pay don’t get their data back
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https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/cyber-underwriters-premiums-surge-loss-ratios-improve-in-21-70247722
https://assets.sophos.com/X24WTUEQ/at/4zpw59pnkpxxnhfhgj9bxgj9/sophos-state-of-ransomware-2022-wp.pdf

HOW PREPARED AREYOU FORA
RANSOMWARE ATTACK?

If a workload was under If attacked, | am confident
attack, I'd know I’ll recover mission critical

iImmediately, and threats workloads within minutes.
would be automatically

contained.

| know, with confidence,
that my critical workloads
are protected.
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Effective Ransomware Protection Readiness

Cyber attacks are more sophisticated Detect with Al-powered detection

Backup alone is not sufficient Add defense at the storage layer

Operational burden is heavy Use built-in ransomware protection
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BUILI-IN
RANSOMWARE
PROTECTION
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DETECT

Al-powered detection to monitor
and detect anomalies in real
time with more than 99%
accuracy to thwart cyberattacks
and to improve uptime.

PROTECT

Protect data from inside and .l
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RESPOND g

Automatically respond to T

attacks or failures and s 7

minimize damage and 4§

downtime. e,

[

r[[[[[r[ Discover and classify

fg. your data, where it is
m stored, and who has

access to it.
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outside threats, unplanned
outages, accidental data loss,
and malware attacks.
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03 RECOVER
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Identify the source of threats and [
rapidly restore data and re! “."‘:f? rrr[r[
applications fe. T-'e :
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Al-Powered Ransomware
Protection

Next generation ransomware threat detection

 Industry-leading Al-powered ransomware
detection for enterprise storage

» Next-gen AlI/ML models deliver 100%
precision and 99% recall, to detect more
sophisticated and evolving cyber threats

Dq

B » Automatically update model parameters
§0 regularly without a required ONTAP update
or system reboot

1~ « Seamless upgrade from current generation
= autonomous ransomware protection

Precision

Recall

TECH PREVIEW AVAILABLE NOW

Results are based on SE | abs Validation Testing.


https://selabs.uk/reports/netapp-ontap-autonomous-ransomware-protection-with-ai/

NetApp BlueXP ransomware protection

The Al-based intelligence and assistance needed to minimize workload data loss and bounce back

quickly

IDENTIFY: Automatically identifies workloads (VMs, file shares,
DBs) and their data in your NetApp storage, maps data to
workload, determines workload importance, and analyzes
workload risk.

PROTECT: Shows you what to protect. Recommends workload
protection policies and applies them with one-click.

DETECT: Detects potential attacks on your workload data in near
real-time using industry leading AI/ML.

RESPOND: Automatically responds in near-real time by taking
immutable and indelible Snapshot copies when a potential attack
IS suspected. Integrates with popular SIEMs.

RECOVER: Rapidly restores workloads, with application
consistency, through simplified orchestrated recovery.

GOVERN: Implements your ransomware protection strategy and
policies, and monitors outcomes.



The most secure storage

i1 NetApp on the planet




The only enterprise
storage validated for
top-secret data

[ _FIPS |
DoDIN

w APL

Commercial Solutions for FIPS 140-2 Department of Defense Common Criteria
Classified (CSfC) Information Network
Components List Approved Products List

(DoDIN APL)

Visit security.netapp.com/certs/for the latest lists of all cettifications
Criteria certified products, visit

sit security.|
“ N tA i and for a list of Common p
e pp 16 2024 NetApp, Inc. All I’IghtS reserved. netapp.com/esgltrust-center/compliance/ common-criteria/




Where to go more information
Security hardening & Ontap features

https://labondemand.net .com/lab/securing-ontap-zero-trust

n Securing ONTAP with Zero Tr X% Securing ONTAP with Zero T x ar

c 23 labondemand.netapp.com/sites/default/files/labguides/103/1/htmlfindex.html

LD00720

M NetApp: Securing ONTAP with Zero Trust Principles a... i

April 2023

Download PDF B .
1 Introduction

Lintroduction Data is a critically important asset to your organization. If the wrong piece of data leaks or is

2 Lab Activities lost it can be disastrous. Insider threats are the cause of 33% of data breaches, which is up
17% from just a couple of years ago according to the 2020 Verizon Data Breach Investigations
2.1 Segmentation Report. Even well-meaning users or agents can have their access compromised by an
and Granular external threat. In the recent SolarWinds hack, a hacking group inserted source code into the
Control SolarWinds software that then went on, through a software update sent out to SolarWinds

customers, to infect 18,000 different organizations including several government agencies.
2.1.1 Segment
Your Network Compounding this problem is the approach to security that has dominated the IT landscape

with SVMs and for decades - a single barrier around the perimeter of your network paired with relaxed

security standards inside that perimeter. Once you are inside, you are trusted. When users

Pepaces are trusted in this way, and have more access than they need, it leaves you and your

2.1.2 Restrict organization vulnerable to attack. For example, Edward Snowden leaked classified data, but
Storage Access he did not need to have access to that data to perform his job. The concept of a secure outer-
with Export perimeter is incapable of protecting against an insider threat. Insiders, by definition, are
Policies and SMB already inside the secure perimeter.

ACLs

The solution to this problem is to not implicitly trust users inside your network. Broadly, this

. is called Zero Trust, and this can be achieved by deploying industry-leading Zero Trust
2.2 Controlling

. . controls around your data with NetApp ONTAP data management software.
Administration

with Roles and The Zero Trust model was first developed by John Kindervag at Forrester Research. There
Multi-Admin are a number of published encapsulations of the Zero Trust paradigm, but in this lab you will
Approval work with the Forrester Research concepts and terminology around Zero Trust. This model

envisions network security from the inside-out rather than from the outside-in. The inside-
2921 Craata
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Security features in ONTAP

Security features

explained

https://www.netapp.com/pdf.htim|?item=/media/8128 -ds-3846.pdf

N Securing ONTAP with Zero 0 x Securing ONTAP with Zero Tr X N ONTAP security hardening o

HandS-Ol’] |abS fOI’ < C % docs.netapp.com/us-en/ontap/ontap-security-hardening/security-hardening-... ¥¥

customers

N NetApp | Docs @ English ~

ONTAP security hardening overview

07/24/2024 | Contributors (@) [ Suggestchanges m

ONTAP provides a set of controls that allow you to harden the ONTAP storage operating system, the industry's
leading data management software. Use the guidance and configuration settings for ONTAP to help your

organization meet prescribed security objectives for information system confidentiality, integrity, and availability.

The evolution of the current threat landscape presents an organization with unique challenges for protecting its most valuable
assets: data and information. The advanced and dynamic threats and vulnerabilities we face are ever increasing in sophistication.
Coupled with an increase in the effectiveness of obfuscation and reconnaissance techniques on the part of potential intruders,
system managers must address the security of data and information proactively.

Beginning in July 2024, content from technical reports previously published as PDFs has been integrated with

(D ONTAP product documentation. The ONTAP security documentation now includes content from TR-4569: Sec|
)
e

hardening guide for ONTAP.

© 2024 NetApp, Inc.

Complete hardening

guide for Ontap



https://labondemand.netapp.com/lab/securing-ontap-zero-trust
https://www.netapp.com/pdf.html?item=/media/8128-ds-3846.pdf
https://docs.netapp.com/us-en/ontap/ontap-security-hardening/security-hardening-overview.html
https://docs.netapp.com/us-en/ontap/ontap-security-hardening/security-hardening-overview.html
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BACKUP SLIDES
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Landing page - Start by discovering your workloads with a 90-day free

M NetApp

21

Account
Demo_SIM

M NetApp BlueXP Demo ( Q BlueXP Search 1)

& . Ransomware protection

©

v .
Ransomware protection

o
Outsmart ransomware :

® BlueXP ransomware protection orchestrates a comprehensive Al-driven defense for workload data on .
NetApp NAS storage with ONTAP 9.11.1 or later, on-premises or Cloud Volumes ONTAP in AWS or Azure

.
e (FlexGroup, iSCSI, and data protection volumes are not supported).

Start by discovering workloads

: &

Identify and protect Detect and respond
identifies at risk, fixes, and Identifies potential attacks using AlfML and automatically
protects with one-click responds to secure a safe recovery point

© 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL

Workspace  ~ Connector >
JosephAbouk... OCCMsaasDe. ‘ ‘ ¢ e e

KX

x°
[

Recover

Restores workloads in minutes through simplified, orchestrated
workload-consistent recovery

trial



Dashboard - Posture assessment and recommendations

M NetApp BlueXP Demo

Workload
protection posture
assessment
summary

Alerts Recovery

Account ~
Demo_SIM

Waorkspace

Reports

JosephAbouk...

Connector

S | A B @ O

I Free trial (90 days left) - view details

v|®

(O Last updated: March 20, 2024, 11:02 AM

Alerts and workload data recovery

o 3

Alerts

View all

6

Restore needed

View all

Bo

Restore in progress

View all

& Ransomware protection Dashboard Protection
0
LJ
o Workload data protection
. At risk Protected
g 4 (Last 7 days) 1 (Last 7 days)
View all View all
R

Recommendations
to improve
protection posture

M NetApp 22

38 %

Completed

11729

Complete  total

To do (18) Dismissed (0)

Prepare Amazon Web Services S3 or StorageG...

Protect critical workload fileshare_uswest...

Protect critical workload fileshare_useast...

Protect critical workload MySQL_7306

Protect critical workload MySQL_536

New

Reviewand fix

Review and fix Y

Review and fix ~

Reviewand fix

Review and fix ~

© 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL

(=) 4GB
E/ Workload data

L]
Total 46 cie
L]

Protected

B Atrisk

— Workload backups

®o

Failed (Last 7 days)

36 e
—
W Before last 7 days

Backup data

W New in last 7 days

Potential attack
alerts and activities




Protection tab - Workload protection and configuration

Intelligently identify
workloads and
assign importance

M NetApp BlueXP Demo

-
©
- @
At risk
Lo 4 (Last 7 days)
®
o Workloads (23)

Workload H

Vm_datastore_useast_..

Oracle_8821

Ransomware protection

Type 2 |

VM file share

Oracle

Dashboard

32ci8

Data at risk

Connector S

aws-connector-us-east-

aws-connector-us-east-...

Protection

Importance T |

Protection status

Alerts

(O Bluexp Search )
\ Y,

Recovery

7

Protected

Account
Demo_SIM

Reports

1 (Last 7 days)

Detection status % |

Detection policy +

Workspace ™ Connector v
ool I I W - S I

{ Free trial (90 days left) - view details v | ®

14 6B

Data protected

Q 4 Manage protection strategies

Critical

Critical

Oracle_2115

Mysql_9204.

Mysql_8009

Fileshare_uswest_02_...

Oracle_9819

Vm_datastore_203_267...

Vm_datastore_uswest_...

Vm_datastore_uswest_.

Oracle

MysSQL

MysaL

File share

Oracle

VM datastore

VM file share

VM file share

aws-connector-us-east-...

aws-connector-us-east-...

aws-connector-us-east-...

aws-connector-us-west-...

aws-connector-us-east-...

ONprem-connector-acco...

aws-connector-us-west-...

aws-connector-us-west-...
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Critical

Critical

Critical

Critical

Important

Impartant

Standard

Standard

)
@

@ Q@ @ @

[CERCEECERGERG]

Protected

Protected

Protected

At risk

Protected

At risk

Protected

Protected

At risk

At risk

Atrisk

Active

Learning

Active

None

Active

None

Learning

Learning mode

None

None

None

rps-policy-all

rps-policy-all

rps-policy-all

None

rps-policy-primary

None

rps-policy-all

rps-policy-all

None

None

None

Snapshot and back... + Backup destination &

BlueXxP ransomware prot netapp-backup-vsajgd1 Edit prnt?clmn\\.‘

BlueXP ransomware prot... netapp-backup-vsajgd1 Edit prmc‘cnnn)

BlueXP ransomware prot... netapp-backup-vsajgd1 Edit nrmacnon_j

s [ (7o) Discover existing
BlueXP backup and reco... netapp-backup-vsajgd3 / p r OteC tl 0 n po Stu I' e
BlueXP backup and reco... netapp-backup-vsajgd1 fotect

BluexP ransomware prot netapp-backup-vsajgd1 Edit prnt?clmn\/\. I m prove p rote Cti 0 n
SnapCenter netapp-backup-vsajgd2 po Stu re

SnapCenter for VMware netapp-backup-vsajgd1 km

None netapp-backup-vsajgd2 ( Protect

None netapp-backup-vsajgd1 Protect




Protection tab - Workload protection

Apply detection
policy to workload
already protected
by SnapCenter

e — Account v Workspace ™~ Connector
DINEARED CID CE (2 Buekesearch ) o o JosaphAbouk.. ocCMsaasDe
- Protect "Oracle_2115"
0
Protect
v
Select a detection policy to apply to the workload Oracle_2115.
»
) - @ Policies managed by SnapCenter
@® Detection policies (2) | 1 selected Q
o Name : Primary detection 5 Block suspicious file extensions s

These policies managed by SnapCenter will not be modified by
applying a detection policy to this workload.

(] rps-policy-primary Yes No ss-policy-daily o
Snapshot policy
ss-policy-weekly1
~
Snapshot policy
ss-policy-weekly2
policy: Y -
Snapshot policy
ss-policy-monthiy1
policy: 1y’ -~
Snapshot palicy

Il NetApp 24 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL
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Protection tab - Workload protecti

Protection policy
applied

M NetApp 25

M NetApp BlueXP Demo

9

E15

At risk

4 (Last 7 days)

Workloads (23)

Workload s

Vm_datastore_useast_..

'Vm_datastore_uswest_...
Vm_datastore_uswest_...
Vm_datastore_useast_...

Vm_datastore_201_334..

Oracle_9819
Oracle_2115
Mysql_9294

Mysql_8009

Ransomware protection

WM file share

WM file share

WM file share

VM file share

VM file share

Oracle

Oracle

Oracle

MysaL

MysaL

Account

Q BluexP Search )
Q BuexPSearch ) LER

Workspace ™~
JosephAbouk...

Dashboard Protection Alerts Recovery Reports

30ce 8 166is

Data at risk Protected Data protected
1 (Last 7 days)

Importance % |  Protection status s Detection status 5 |  Detection policy + Snapshot and back... &
aws-connector-us-east-.. Critical @ Protected Active rps-policy-all BlueXP ransomware prot...
aws-connector-us-west-... Critical @ Protected Learning rps-policy-all BlueXP ransomware prot...
aws-connector-us-west-... Standard @ At risk None None None
aws-connector-us-west-..  Standard @) Atrisk None None None
aws-connector-us-east-..  Standard (@) Atrisk None None None
onprem-connector-acco..  Standard @) Atrisk None None None
aws-connector-us-east-.. Critical @ Protected Active rps-policy-all BlueXP ransomware prot...
aws-connector-us-east-... Important @ Protected Learning mode rps-policy-all SnapCenter
aws-connector-us-east-... Critical I @ Protected I Learning mode rps-policy-primary SnapCenter

E - and reco...
@ Successfully initiated workload protection, Oracle_2115. X

Critical At risk None None

BluexXP backJll and reco...

© 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL

on and configuration

Ce 1 ~
S | A B @ O

I Free trial (90 days left) - view details

\v|©

QL

Manage protection strategies

Backup destination 3
netapp-backup-vsalgd? (| Eﬂnprmeclmnjj

—
(Eun prmccnon;\

netapp-backup-vsajgd1

. I N
netapp-backup-vsajgd2 Kprolecl )

( Protect
D)

(Protect )

netapp-backup-vsajgd1

netapp-backup-vsajgd1
netapp-backup-vsajgd2
netapp-backup-vsajgd1 ( Edit prmecllcnjﬁ
netapp-backup-vsajgd2

netapp-backup-vsajgd1

netapp-backup-vsajgd3

netapp-backup-vsajgd1

(Prolecl



Alerts - View potential attacks

MINEtApp BluekP  bemo {m Account Workspace  ~ | Connector ¥ ‘ a0 0

Demo_SIM JosephAbouk... 0OCCMsaasDe

- Ransomware protection Dashboard Protection Alerts Recovery Reports I Free trial (90 days left) - view details v | ®
0
L J Automated responses
6 1268 ™ 9
o Alerts Impacted data X
Snapshot copies
Alert details o
including number "
. . Alerts (6) Q L
of incidents, :
. AlertID 5 Workload B Location : Type $ | status 3 | Connector 3 | Incidents 3 Impacted data * First detected %
impacted data, and
Alerta31a Fileshare_uswest_02_.. svm,_ File share Active aws-connector-us-west-1-account-LXtftdXh-e.. 1 2GiB. 8 days ago
Alert8727 Oracle_8821 10.0.1.193 Oracle Active aws-connector-us-east-1-account-LXtftdXh-10... 2 2 GiB. 8 days ago I
Alert9823 Oracle_9819 10.0.1.193 Oracle Active aws-connector-us-east-1-account-LXtft4Xh-10... 1 2GiB 8 days ago
Alert3932 Mysqgl_9294 10.0.1.10 MySQL Active aws-connector-us-east-1-account-LXtftdxh-10... 2 2GiB 8 days ago
Alert7918 Vim_¢ _202_735... 10.196.62.126 VM datastore Active onprem-connector-account-LXtftdXh 1 2GiB 8 days ago
Alert5319 Vm_datastore_uswest_...  10.0.1.215 VM datastore  Active aws-connector-us-west-1-account-LXtftdxh-e.. 1 2GiB 8 days ago

Pl NetApp 26 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL



Alerts - View all incidents of a potential attacks

Two volumes for
this workload had
potential attacks

M NetApp 27

M NetApp BlueXP Demo

Ransomware protection

Alerts > alert8727

D2

Dashboard

Workload: Oracle_8821

8 days ago

Protection

Location: 10.0.1.193

Type: Oracle

Account

(" Q Bluexpsearch )
\_Q Bl Search ) Demo_SIM

Alerts Recovery Reports

alert8727

Connector: aws-connector-us-eas...

2Gi8
Patential attacks First detected \mpacted data
Incidents (2)
D Incident ID 3+ | volume 8 SVM 8 Working environ... 3 |  Type $ | status % | First detected %
D Inc4922 oracle_useast_data2  svm_c rps... psdem... Potential attack [ New 8 days ago
D Inc3163 oracle_useast_log2 SVM_¢ 1rps... psdem... Potential attack Q New 8 days ago

© 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL

Workspace ™ Connector v
ool I I W - S I

[ Free trial (90 days left) - view details

\v|©

Mark restore needec

286
Impacted files

SO Edit status

Evidence 8 Automated respo...

4 new extensions dete... 1 Snapshot copy

6 new extensions dete... 1 Snapshot copy

What was detected
and the automated
response taken to
protect data from
further damage




Alerts - Investigate a potential attack incident

o Account Workspace ™ Connector ™
MINetApp BlueXP  Demo o DT Demo_SIM JosephAbouk... | OCCMsaasDe ‘ A 3 0 0
- Ransomware protection Dashboard Protection Alerts Recovery Reports I Free trial (90 days left) - view details v | ®
© Alerts > alert8727 > inca922
LJ inc4922
Workload: Oracle_8821 Volume: oracle_useast_data2 SVM: svm_cvoawseast01rpsd... Working environment: cvoawseast01rpsdemos...

o
@ 5

New (i) Potential attack 8 days ago

Status Type First detected
<

Detal |S Of a 1l incomig éta @ |:1::.;§dmes (partial), to get full list Click here

potential attack — e
i i 2173 KiB [ min lew file extensions (4 uspect file extensions (4
incident to help Deced e

21732 KiB [ min

i d e ntl fy W h at Expacted xyz .omg

ek .pck

happened and ] File activity o i
what files were

Entropy of incoming data

Impacted files (105) a 4
- Creation rate
potentially
Detected L Impacted files s
impacted
z
Expected [Top_Dir_1/Sub_Dir_11ftest_file_11964.1.pck
Renaming rate [Top_Dir_1/Sub_Dir_1test_file_11964.1.xyz
300 files [ min
Detected [Top_Dir_1/Sub_Dir_11ftest_file_27869.2.Ick
10 files / min
Expected -

[Top_Dir_1/Sub_Dir_11test_file_27869.2.omg

Il NetApp 28 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL



SIEM integration

Streamlines threat detection and analysis across an organization’s tools

€D Integrate with a SIEM / XDR « Sends logs from BlueXP to SIEM

© Dpisconnected  Shows incidents detected by SIEM (coming soon)

Automatically send data to a security information and event

management (SIEM) or extended detection and response (XDR) « Automated response and alerts on SIEM-detected incidents (coming soon)

server for threat analysis and detection.

alert001

Workload: patient-app Location: host.name.com Type: Oracle Connector: connectl Mark restore needed

Connect

o 2 14 mins ago 10 TiB 1,092

Potential attacks First detected Impacted data Impacted files

D ~  Incident ID 2| Type =%| Sstatus = 4| Evidence = Automated responses = |  First detected g Detected by |
R 2 new extensions created
D inc001 @ Potential attack Q New ) L Snapshot copies: 8 2 hours ago SIEM/XDR
File creation increased by 40%
. . 3 new extensions created .
D inc002 @ Potential attack ® In progress . Snapshot copies: 5 1day ago BluexP
Aws Entropy increased by 20%
.
Securlty Hub D inc003 A Warning @ Resolved File deletion increased by 30% Snapshot copies: 1 5 hours ago BlueXpP
D inc004 A Warning @ Resolved File creation increased by 30% Snapshot copies: 4 4 days ago SIEM/XDR
M O re CO m I n g SOO n D inc005 A Warning @ Dismissed File creation increased by 30% n/a 18 mins ago BlueXP
D inc006 A Warning @ Dismissed File creation increased by 30% nfa 14 mins ago BlueXP
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Alerts - Manage incidents

- R Account Workspace Connector

FINetAPP BluexP oemo Calsmorsenm ) S, i, | o - | &8 & © ©
& Ransomware protection Dashboard Protection Alerts Recovery Reports [ Free trial (90 days left) - view details v ‘ @
© Alerts > alert8727
(] alert8727

Workload: Oracle_8821 Location: 10.0.1.193 Type: Oracle Ci : aWs-conr -Us-€eas... Mar e
’ Ch tat
® ®2 8 days ago 26i8 286

Potential attacks First detected Impacted data Impacted files fro m ¢ NeW” tO
“Resolved” or
“Dismissed”

Incidents (2) | 1 selected Q 4

= Incident ID s Volume s SVM s Working environ... $ Type s Status s First detected $ Evidence s Automated respo... %
Inca922 oracle_useast_data2  svm_ ps... Irpsdem...  Potentialattack () New 8 days ago 4 new extensions dete... 1 Snapshot copy
O Inc3163 oracle_useast_log2  svm_cvoawseastOlrps..  cvoawseastOlrpsdem..  Potentialattack [} New 8 days ago 6 new extensions dete.. 1 Snapshot copy
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Recovery - View status and restore

A Account Workspace Connector
FINGtAD Bluexp oo “Qmosam ) e e | e | 8 % @ ©
- Ransomware protection Dashboard Protection Alerts Recovery Reports { Frea trial (80 days left) - view details v ‘ @
©
. 4 gcis 0 0O MiB 1 26is
Restore needed Data In progress Data Restored Data
[~
®
< Norktonds 1 N Restore workloads
Workload 3 Location 5 Type % | Connector % | Managed by 3 Recovery status %2 | Progress 3 | Importance % Total data = Action 3 I n yo u r p r efer red
Mysql_9294 10.0.1.10 MySQL aws-connector-us-east-1-. BlueXP backup and recove... @ Restore needed nja Critical 2 GiB CReleré ) O r d e r - P rl O rlty’
Oracle_9819 10.01.10 Qracle aws-connector-us-east-1-... SnapCenter {D Restore neaded nja Critical 2GiB y pe e
Oracle_8821 10.0.1.193 Oracle -0, BlueXp prote... “D Restore needed nfa Critical 2GiB K Restore )
Vm_datastore_202_735... 10.195.52.126 VM datastore onprem-connector-aceou... SnapCenter for VMware "’D Restore needed nja Standard 2 GiB (RCSTWCJ
Vm_datastore_uswest_... 10.01.215 VM datastore  aws-connector-us-west-1... None @ Restored 100% Critical 2GiB
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