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Multiple 
Platforms

Veeam 
Protection 
Goes Beyond 
VMware…



What is the most 
important security 
metric ?

Let’s have a guess



INITIAL
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LESSONS
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Mean Time to Detect Mean Time to 
Respond

Mean Time to 
RecoveryMean Time To Resolve



Veeam Data Platform v12.2 - v13
A year full of security features and enhancements

Detection of unusual file system 
behavior patterns.

Suspicious File 
System Activity 
Analysis

Data stream scanning to detect 
encryption anomalies and 
malware artifacts.

AI-based in-line 
detection

Detection of potentially 
malicious tool appearances 
on the machines.

Indicators of 
Compromise

Detection of potentially 
malicious file appearances 
on the machines.

Index Analytics

New limited roles with scopes 
defined by administrators and 
separation of duty.
enhanced in v13

Role-based 
Security / 
Separation of 
duty

Consolidation and mapping of all 
events of your infrastructure and 
Veeam into RFC 5424 and SIEM 
integration

SIEM

Proactive threat assessment based 
on collection of logs, events, and 
potential adversary content

Recon Scanner

Signature-based scans with an 
out-of-the-box experience.

Threat Hunter



Veeam help on MTTD ?

Did you knew:

Yes we do and since 2019! A few examples:



Veeam 
Threat Hunter
• Polymorphic signature-based scan of 

backup data
• Millions of signatures updated live
• Fast and ready
• Scan continuously your backups and look 

back for malicious traces undetected in 
production



https://attack.mitre.org/

Indicators of 
Compromise
• Use of guest index and analytics
• Database of potentially unwanted 

tools from MITRE ATT&CK Matrix
• Fast and ready



Veeam Yara
• Used in digital forensics and incident 

response  
• Integrated into SureBackup and secure 

restore 
• Can be used with a SOC git for example
• Find your last clean backup



https://attack.mitre.org/

SIEM
• RFC5424 to MITRE ATT&CK

Veeam Event MITRE Tactic Technique Description
Backup deletion Impact T1490 Prevent restoration
Repository deletion Impact T1490 Neutralise storage
Repeated MFA failures Credential Access T1110 Force authentication
MFA deactivation Defense Evasion T1556.006 Bypass controls
Malicious tools detection Impact T1486 Ransomware indicators
Activity detected (entropy) Impact T1486 Encryption detected
Privileged account added Persistence T1098 Privilege escalation
Lockdown deactivated Defense Evasion T1562 Protection reduction
Ransomware alarm Impact T1486 Behavioural detection



Veeam has full 
separation of duty?

Did you knew:

Yes we do!



Separation of 
Duty
 New roles available today!
• Security administrator and Incident 

API operator in V13
• Advanced filtering of available infrastructure scopes
• Limit available restore operations
• Split and independent from administrator
• Security officer for the cockpit in V13

• No risky change w/o 2nd validation



The Veeam Security 
Ecosystem and 
Marketplace Apps
1+1=3, we are better together



Cyber Resilient Ecosystem
Veeam Ready ImmutabilityStorage Integrations

Tape / WORM

Incident Response

Veeam Integrated Immutability

Encryption / KMS

SIEM (Security information 
and event management)

Readiness

SureBackup Light, Secure Restore & Ransomware Detection Security & Compliance 
Monitoring

SOAR (Security Orchestration, 
Automation and Response)

Identity Management/SAML



Veeam App for Palo Alto Networks XSIAM
• Event forwarding from both Veeam 

Backup & Replication and VeeamONE
• Veeam monitoring dashboard
• Veeam security dashboard
• Pre-created parser 
• Automatic event filtering
• Documented correlation rules

Veeam App for Palo Alto Networks XSOAR
• API-level connection to both 

Veeam Backup & Replication and 
VeeamONE

• Incident dashboard for SOC teams
• Veeam security event handling 
• Playbooks and functions for remediation

Veeam App for PaloAlto
Get visibility with XSIAM and automate with XSOAR

Integrate Veeam Data 
Platform Advanced and 
Premium editions with Palo 
Alto Networks

Veeam is the first Palo Alto 
Networks partner to 
independently develop and 
publish a Cortex XSIAM 
collector integration.



Veeam App for CrowdStrike Falcon LogScale
Integrate Veeam Backup & Replication and VeeamONE with CrowdStrike​

• Monitor Veeam application events, 
including the new Entra ID backup and 
Indicator of Compromise events, for 
operational metrics and issues

• Identify internal security threats

• Improve threat response time

• Use pre-defined and scheduled searches 
to receive notifications





Veeam Security API enhancements
Get more out of your automation

Especially with Veeam Backup & Replication v12.3, we significantly enhanced the amount of available 
APIs for security purposes.

Get Security and 
Compliance 

Analyzer

Get All 
Authorization 

Events

Get All Malware 
Events

Get Repository 
State

GET for Analytics

Scan Backups 
with Antivirus or 

YARA Rules

Start Security and 
Compliance 

Analyzer

Start Quick 
Backup

Optimized 
IVMR

Data Integration 
API

PUT for Remediation



Veeam Data API?

What can we do with:

Limitless ☺ let’s see an example from one of my colleague, “Steve” Herzig



Veeam Retro 
Hunter
• Mount your backups
• Expose them through the Data API / MCP
• Analyse and Scale
• Streamlit dashboard
• Profit ?



• Malware Hash Matches
• Scan Findings (YARA/LOLBAS)
• Large Executables
• Suspicious EXEs in AppData
• Scripts in Temp/Download Directories
• Multi-use Hashes 
• System Process Names Outside System32
• High Entropy Files in Suspicious Paths
• Windows Event Log Entries
• High-Entropy Executables with Recent PE 

Timestamps



Veeam provides the most complete end-to-end ransomware 
protection and recovery

SIEM Integrations

Ransomware Prevention Threat Detection Rapid, Clean Recovery

Recover Anywhere Pre-tested, 
automated clean recovery

Incident Response –

Negotiation
(if required)

Settlements (if 
required)

Decrypt/
End Downtime

Retainer service 
with 15-minute SLAs

Largest commercial database of Cyber Incident Data

AI in-line 
Malware 
Detection

Immutable
Backup

YARA 
Rules

Encrypted, verified, 
immutable backups

Forensic 
Analysis

Veeam Cyber Secure Program
24/7/365 SWAT Team | Health Checks | Ransomware Warranty | Incident Response Retainer



Summary
What to remember 
and try at home

Christian Bocquet
Senior system engineer
Christian.bocquet@veeam.com

Veeam Threat
Hunter

Leverage your third-
party security 

app with Veeam
Exploit the Veeam Data 

API

SecurityLower your mean 
time of detection

Implement 
separation of 

duty

Help Center - API
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