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Renforcez votre
Cyberdéfense

Comment intégrer Veeam dans une Stratégie de sécurité globale.
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Let's have a guess

What is the most
important security
metric ?




INITIAL INTRUSION INVESTIGATION RECOVERY LESSONS
COMPROMISE DETECTED AND RESPONSE PHASE LEARNED

Mean-Time+to Resolve

N

4




Veeam Data Platform v12.2 - v13

A year full of security features and enhancements

Recon Scanner

Proactive threat assessment based
on collection of logs, events, and
potential adversary content

Index Analytics

Detection of potentially
malicious file appearances
on the machines.

Al-based in-line
detection

Data stream scanning to detect
encryption anomalies and
malware artifacts.

Threat Hunter

Signature-based scans with an
out-of-the-box experience.

Indicators of
Compromise

Detection of potentially
malicious tool appearances
on the machines.

SIEM

Consolidation and mapping of all
events of your infrastructure and
Veeam into RFC 5424 and SIEM
integration

Suspicious File
System Activity
Analysis

Detection of unusual file system
behavior patterns.

Role-based
Security /
Separation of
duty

New limited roles with scopes
defined by administrators and
separation of duty.

enhanced in v13



Did you knew: 4

Veeam help on MTTD ?

Yes we do and since 2019! A few examples:
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Veeam
Threat Hunter

Polymorphic signature-based scan of
backup data

Millions of signatures updated live

Fast and ready

Scan continuously your backups and look
back for malicious traces undetected in
production

Malware Detection Settings

Encryption Detection File Detection
Signature Detection ncident AP Motifications

Detection engine:

euristic analysis to detect advanced threats including
lities, Malware signatures are updated a few times per

re preinstalled on mount hosts. Command line
triggers antivirus software scan and waits for it to return an error code to
determine the scan result.
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Attack tactics to monitor

our protect dloads, The suspicious a
¥ou can exclude parti from r

Indicators of
Compromise

* Use of guest index and analytics e
aragnespec - Configuration file included with password retrieval application.

® Dqtq ba Se Of pote ntid I Iy § nWG nted netpass.exe - Password recovery utility which can access Windows Credentials file,
BulletsPassView.exe - Password recovery tool that reveals the passwords stored behind the bullets ..

too I S fro m M I T R E ATT&C K M G t r iX BulletsPassView_lng.ini - Configuraticon file of a password recovery tool,
o FG St q n d req dy Mhalupass.exe - Tool designed to show all VPM accounts, users and password details,

lafagne.exe - Application designed to retrieve passwords stored on a local computer.

laZagne.py - Installation script included with password retrieval application,

https://attack.mitre.org/



Veeam Yara

* Used in digital forensics and incident
response

* |Integrated into SureBackup and secure
restore

* Can be used with a SOC git for example

* Find your last clean backup

can Backup

Performs an ad-hoc scan of your backups with an antivirus or YARA engine to find the latest malv
restore point, or to detect a presence of specific data, such as personal information.

Scan mode:

Find the last clean restore point

Restore points will be scanned sequentially starting from the most recent one until the first malware-free
backup is found. Use this option when a cyber-attack is known to have started recently.

Find the last clean restore point in range

Restore points will be scanned in the optimal order to identify the last clean backup with least scans
possible. Use this option if you are unsure when an attack started or when dealing with a sleeping
malware.

) Scan content of all restore points in range

All restore points in range will be scanned sequentially. Use this option for backup content analysis with
an applicable YARA rule, for example when looking for personally identifiable information (PIl), personal
health information (PHI) or payment card industry (PCl) data.

Scan engine:
V| Scan restore points with Veeam Threat Hunter
V| Scan restore points with the following YARA rule:

FindFileByHash.yara

Scan Range >>
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SIEM

* RFC5424 to MITRE ATT&CK

Veeam Event MITRE Tactic Technique Description

Backup deletion T1490 Prevent restoration
Repository deletion T1490 Neutralise storage
Repeated MFA failures T1110 Force authentication
MFA deactivation Defense Evasion T1556.006 Bypass controls
Malicious tools detection T1486 Ransomware indicators
Activity detected (entropy) T1486 Encryption detected
Privileged account added T1098 Privilege escalation
Lockdown deactivated Defense Evasion T1562 Protection reduction
Ransomware alarm T1486 Behavioural detection

https://attack.mitre.org/



Did you knew:

Veeam has full
separation of duty?

Yes we dol!



Quick Actions

Separation of [

Pending requests from host administrators Status [TBD] Created [TBD] Modified

D | | ty Host Admin veeamadmin requested to start SSH service Requested 8/21/2025 1:06:30 AM 8/21/2025 1:06:30 AM

Request has been submitted to Security Officer

Overview

°
N ew ro I e s q Vq I I q b I e to d q y! o Once approved, the SSH server will be enabled automatically.

Add New Role

e Security administrator and Incident
APl operator in V13
* Advanced filtering of available infrastructure scopes
* Limit available restore operations
* Split and independent from administrator
* Security officer for the cockpit in V13
* Norisky change w/o 2nd validation
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The Veeam Security
Ecosystem and
Marketplace Apps

1+1=3, we are better together




Cyber Resilient Ecosystem
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Veeam App for PaloAlto

Get visibility with XSIAM and automate with XSOAR

‘-
C'J Veeam App for Palo Alto Networks XSIAM Veeam App for Palo Alto Networks XSOAR

* Event forwarding from both Veeam * API-level connection to both

Integrate Veeam Data Backup & Replication and VeeamONE Veeam Backup & Replication and

Platform Advanced and * Veeam monitoring dashboard VeeamONE

Premium editions with Palo « Veeam security dashboard * Incident dashboard for SOC teams

Alto Networks * Pre-created parser * Veeam security event handling
« Automatic event filtering * Playbooks and functions for remediation

¢ Documented correlation rules

" © otos o ——

Veeam is the first Palo Alto E—: " K — = T :
Networks partner to = . =90 * = s S
independently develop and T T T == =00 B
publish a Cortex XSIAM 5 6 5 g = _J O J_D :
collector integration. T = = | - I = e - PE S E T =i =



Veeam App for CrowdStrike Falcon LogScale

Integrate Veeam Backup & Replication and VeeamONE with CrowdStrike

*  Monitor Veeam application events,
including the new Entra ID backup and
Indicator of Compromise events, for
operational metrics and issues

* |dentify internal security threats
* Improve threat response time

* Use pre-defined and scheduled searches
to receive notifications

Voo One Data Scusces

i Dally Veoam One Alarms ©
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Veeam Security APl enhancements

Get more out of your automation

Especially with Veeam Backup & Replication v12.3, we significantly enhanced the amount of available
APls for security purposes.

GET for Analytics - PUT for Remediation




What can we do with:

Veeam Data API?

Limitless © let's see an example from one of my colleague, “Steve” Herzig
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Veeam Retro
Hunter

* Mount your backups

* Expose them through the Data APl / MCP
* Analyse and Scale

* Streamlit dashboard

* Profit?
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* Malware Hash Matches

* Scan Findings (YARA/LOLBAS)

* Large Executables

e Suspicious EXEs in AppData

e Scriptsin Temp/Download Directories

* Multi-use Hashes

e System Process Names Outside System32

* High Entropy Files in Suspicious Paths

* Windows Event Log Entries

* High-Entropy Executables with Recent PE
Timestamps

|
]
;
i




Veeam provides the most complete end-to-end ransomware
protection and recovery

Veeam Cyber Secure Program
24/7/365 SWAT Team | Health Checks | Ransomware Warranty | Incident Response Retainer

e I (
Ransomware Prevention Threat Detection Rapid, Clean Recovery
Alin-line Immutable YARA
Malware Backup Rules
B . | { b Detection G)
ﬂ ‘e —
,, o — |- —> —
Encrypted, verified, LI 4 Recover Anywhere Pre-tested,
immutable backups automated clean recovery
T% SIEM Integrations
o > S J
4 I
Incident Response - covewbgre
8 g 5 E
—> — —> —
'ﬁ' - I, A
Forensic Negotiation Settlements (if Decrypt/ Retainer service
Analysis (if required) required) End Downtime with 15-minute SLAs

- Largest commercial database of Cyber Incident Data .




Summary

What to remember
and try at home

Christian Bocquet

Senior system engineer
Christian.bocquet@veeam.com

Help Center - API

Lower your mean
time of detection

Veeam Threat
Hunter

Implement

Sec U rity separation of

duty

Leverage your third-
party security
app with Veeam

Exploit the Veeam Data
API
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MERCI DE VOTRE ATTENTION |

Sondage de satisfaction
Merci de votre feedback

Scannez-moi
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