L'industrie de demain, les enjeux
sécuritaires d'aujourd’hui

Exploiter la collaboration IT OT et les technologies de sécurité pour
construire des opérations industrielles cyber reésilientes
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The pace of Al innovation is staggering

The next Al evolution runs on industrial networks

75% of enterprise-generated Al data will be created at
industrial environments

2024 2026

e leaming  GENERATIVEAI  AGENTICAI . PHYSICAL Al
L | ChatGPT _multi-step tasks  General robotics
QAL _‘,':;Agtorjomous}Veh'icIev*f‘

]

.l* 5 - A .
' T 5 A . i
, e o

e ™ oyt . = o . < . ‘
= — e — 2 - ’ ” # & / o
= . Pes . / -y

—



Al and software are revolutionizing industries

Machine vision

More cameras need more
PoE options (4PPoE)

More bandwidth (10G)

New form factor required

Autonomous vehicles and

Tele remote operations

Pervasive WiFi and
industrial wireless
infrastructure

Software Defined
Automation

Unified fabric from plant
floor to data center -> Use
virtualization to
co-locate HW and SW

Need for frame
preemption

Al robotics
and cobots

Disaggregate
robots HW/SW

Leverage Al to
program robot

Move CPU/GPU
workload to DC for
elasticity and scale

Need for low latency

Industrial data
collection

Need for standardization
and automation of
manufacturing
infrastructure

Data collection at scale
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The reality of industry digitization

Increased connectivity results in more cyberattacks

2024 saw:

» At least one cyberattack every week
against OT assets caused physical
consequences in 2024 1000 /"—
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Sites Impacted (2010 - present, Excluding Outliers)
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* 146% increase in sites impacted by

cyberattacks with physical 400
conseguences
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Waterfall 2025 OT Cyber Security Threat Report
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Bringing our portfolio together
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One Cisco Vision
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Universal Zero
Trust Network
Access (ZTNA)
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EI—' SOC of The Future
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the Network

ldentify Context Across
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Security Cloud Control ISE
) Enforce policy Across the Network
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The journey to secure industrial networks

Understand the Limit blast radius Control risks from Monitor OT
OT security posture with network remote access to networks in the
with OT visibility segmentation OT assets SOC
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Securing industrial operations starts with OT visibility

Enterprise IT . _ |- -
(Purdue Level 4-5)
IT ] @ Catalyst 9300

Industrial DMZ Secure Ficr:éml

. Industrial Datacenter S HOW Can IT Ieverage

T R ea e BN =II=II  network equipment it
owns to gain visibility
into OT environment?

'.__ Historian SCADA MES___/
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Most OT visibility solutions cannot be deployed at scale
Beware of hidden costs!

Typical OT visibility solutions OT visibility appliance
require mirroring industrial = :

network traffic via SPAN

Additional switches
for SPAN collection

traffic

Expensive cabling
Purdue -
level 2 for collection network

Exponential traffic

increase due to SPAN
Purdue

level 0-1

Ao L
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Security starts with visibility, but where you look matters

/ iDMZ AN

Look here for
20% visibility

North-South

Look here for
100% visibility
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Purdue Model
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Visibility to Level 0-2 using
SPAN or hardware appliances
is expensive and complex

Gaining visibility at the aggregation
layer sees very little as most OT
traffic is local to the production cell
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Cyber Vision Center

Cisco Cyber Vi

Visibility built-in,
not bolted on

Lightweight
I\./I‘etadata

L] = » V .
Cisco industrial network CySb:r:SO'fS'O”
sees everything, so you = =
gain visibility at scale

Deep Packet Inspection & Active Discovery
built into your network infrastructure

\ alvaln

cisco

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Confidential



Cisco Cyber Vision

Starting an OT Visibility project ... The reality
4

Your actual OT assets & their communications

OU LU L
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Introducing Al-driven Network Segmentation for OT
Turning Complex OT Traffic into Actionable Insights

[

Your actual OT assets & their communications converted into information that drives actions
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Cicco Cvl

Implementing OT visibility at the lowest TCO

__ Cisco Switch
D

Network sensor
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Cyber Vision Center

K o - LA
U 082 can
o _ i i Sensor

Lightweight
Metadata

Industrial
Compute

Hardware sensor Docker sensor

Scales across brownfield and greenfield environments

Non-Cisco
Switch

SPAN collection

Network embedded sensor
No need for addition hardware

No need for SPAN collection
networks

Active discovery passes NAT
boundaries

Comprehensive visibility, even at

lowest Purdue levels

e
CIsco

Cisco Confidential



Step #2: Segment the industrial network

: o
= b
Understand the OT Limit blast radius Control Monitor OT
security posture with network to networks in the

with segmentation OT assets
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Cvber Vi

IEC-62443
segmentation
made simple

Group OT assets into zones
Visualize conduits
Identify traffic violations

Share context with other platforms
to enforce segmentation

Changes to groups automatically
update access policies
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Using visibility to drive OT segmentation at scale

Cyber Vision discovers OT assets... ...and groups them into logical zones... ...to drive policy enforcement

Cisco Identity
Services Engine

Cisco Secure Firewall
Management Center

OT asset inventory projects highlight Cyber Vision helps OT teams document Adaptive segmentation
flat, unsegmented networks security zones to drive segmentation enforced by IT, controlled by OT

Segmenting OT networks in weeks, not in years, without causing downtime
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Enforcing OT network segmentation using the network

Industrial Switche Industrial Router Hybrid Mesh Firewall
oocjoo ®
WFog
TOGam o 288
¢ Ea-iitfjlu‘ = =
Enforcing port access control and Isolating field assets and enforcing Building robust industrial DMZ and
implementing microsegmentation comprehensive NGFW policies implementing macrosegmentation

Using the network to shrink the zones of trust and protect operations at scale
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Step #3: Secure Remote Access to OT Assets

Control risks from
remote access to
OT assets
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Increased Cyber Risk with more
remote users accessing your OT assets
anil D

([ [ ] ]|
Remote Users —=-
Machine Builders, “ — " CLLT T

System Integrators,
Remote Workforce

NIS2 makes it a priority to implement policies
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Existing remote access solutions are either security
backdoors or come with many trade-offs

iDMZ

Level 0 - 3

CCCCC
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Universal identity makes Universal ZTNA possible

All kinds of users,

8 C[/—[—S) Public SaaS apps
2% things

" l
CJas Al kinds of O - @ Modern/ZTNA

_|| workplaces Network Security private apps

=
()
O

:hj Managed and

unmanaged devices

ﬁ Gen Al apps

All kinds of Legacy

°\ EB‘ things (IT/I0T)s — Cisco SASE @ private apps
W\ AT -

There is no universal zero trust without ubiquitous,
shared identity across the enterprise
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Enhance existing Jump Servers with Zero-Trust

Supercharge your existing
remote access setup with
modern security capabilities

© 2025 C

Keep existing jump servers to maintain
workflows and simplify change

Replace insecure VPNs and enforce
robust access control with SEA ensuring
only authorized users have access only
at specific times

Gain new control with SEA recording
sessions or inspecting file transfer*

Simplify operations with cloud-based
policy management that OT can use

isco and/or its affiliates. All rights reserved.

ZTNA Trust Broker

&\
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Remote Expert

!

Cisco
Secure Equipment
Access portal

ZTNA Gateway



Step #4: Unify IT and OT visibility into the SOC

([.:
®» s
4
Understand the OT Limit blast radius Control Monitor OT
security posture with to networks in the

with OT assets SOC
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A siloed approach is not enough to secure OT
Detecting threats requires cross-domain visibility

OT, IT, and Cloud Attacks to OT almost always U fiTe] coatlsh i memess
domains are increasingly originate fr , €.9. domains is key to detecting
intercol through a phishing email and stopping threats

— Y s
i I -1
[><] Iy
70S e
A well-tailored Which goes to a Which downloads Allowing a bad Causing unusual

email causing a —D questionable —P> malware to the — actorto log into the —D activity in the OT....
user to click.... website.... users' machine.... OT network
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Getting visibility to OT in the SOC

Cyber Splunk C

Perimeter - Porimeter Monitor - -
L Wy OF Sty ncamsrs
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Cyber Vision
Add On for Splunk

Visibility across the entire chain
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The power of Splunk and Cisco means you can unify data across
the digital footprint to drive resilience and better outcomes

Unowned networks Your infrastructure Threat intel

Users

Cloud Infrastructure Devices Your apps Third party apps

Security | Assurance | Observability

Data

>

Q Analytics

Data
platform

Automation



Key takeaways

: Securing industrial operations starts with OT visibility :
: Beware of hidden costs! Only network-embedded OT visibility can scale j
: Leverage visibility to drive IT/OT collaboration and segmentation below the IDMZ :
: Take control over remote access to OT assets... with a solution made for OT :
: Unify IT/OT visibility in the SOC for a comprehensive view on the attack chain :

., Learn more at

-;.;E cisco.com/go/iotsecurity
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MERCI DE VOTRE ATTENTION'!

Sondage de satisfaction
Merci de votre feedback

B Cyberdefense

Scannez-moi
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