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ANALYSTS

FROST ¢& SULLIVAN GIGAOM

Industry Analyst & Preferred by customers

Customer

ReCO gn |t | on fo r “Easy to use, yet powerful for very specific, “The platform has proven its work by
granular controls. Great support and fast helping us identify and mitigate several

P ro Ofp oint D ata response times. Products constantly evolving, insider threats that could have resulted in
adding new innovative features.’ data breaches.

Security

2024 Gartner Peer
Insights “Customers’
Choice” for Insider Risk

Management

2024 Gartner Peer
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Choice” for Data Loss
Prevention
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Proofpoint Data Security Platform

The Four Driving Forces

P &

Growing amounts of data and Safe usage of new technologies,
communication channels securing data in legacy systems
Multi-Channel Audit Trail: SaaS, PaaS, Information Generative Al, Deep Learning, Automation
Systems, Messengers, Email, Cloud Services ... Toolkits, Multi-Cloud Adoption ...
e
=

Remote Work, Regulations Cutting edge innovation
and Compliance and intellectual property

Cost of non-compliance: GDPR, I1SO 27001, ISO 9001, TISAX, Blueprints, trade secrets, source code,
FINMA, Customer-Specific Requirements ... pricing- and GTM innovations ...

prOOprint. OCD Reboot ‘ © 2025Proofpoint, Inc



Data Loss Prevention

continuous education of proactive identification of
Risky Users

Chelsea, Commercialization
3rd party websites, USB, non-IT apps,
unregistered BYOD

Evan, Medicines Development
Privileged user, renames IP, copies to
cloud sync

Example
A leading manufacturer and supplier of sensor-based solutions

responsible offboarding
Leaving Employee

* Revenue: 2'307 Mio. EUR * FTEs: 12'185
DE: 380 Mio. EUR | Patents: 3'987 Ral! R&D Head
EMEA: 823 Mio. EUR «| R&D Effort: 270 Mio. EUR Willing to leverage the IP, replicate the
product in Asia and compete on price

e Americas: 545 Mio. EUR

* EBIT: 189 Mio. EUR
*  APAC: 559 Mio. EUR

prOOprint. OCD Reboot ‘ © 2025Proofpoint, Inc



A Unified Data Security Saa$S Platform

Content Behavior

Is the data sensitive,
where does it live,
who has permissions?

Can you see unusual
or risky behavior that
illuminates user intent?

ADAPTIVE

Employ Al-based detections and
dynamically adjust controls
based on real-time risk

COMPREHENSIVE

Complete coverage for data
exfiltration, data exposures,
and insider threats

proofpoint.

OCD Reboot ‘ © 2025Proofpoint, Inc



proofpoint. Stop Accidental and Intentional Email Data Loss

END-USER VIEW

Emmet Jacobs
VP of M&A

Stop Email Misdelivery

« Emmett Jacobs is a VP of
M&A working for MyComp, an
investment firm that advises
clients on valuing and
acquiring companies in their
industry.




END-USER VIEW

9

v

Emmet Jacobs

+ Emmett is late in delivering a
proposal to NorthSlope, a
MyComp customer. In haste,
he accidentally sends a
proposal containing
acquisition targets and
valuations to a similarly
named contact at SouthValley,
another MyComp customer.

From:

To:

Subject:

Aptos (Body)

Iﬁ] Discard

Northslope Targets & Valuations «

7’ AttachFile (2) Loop Components £ Signature & Sensitivity

Emmett Jacobs (Emmetti@Mycomp.com)

Grace . K@Southvalley.com

Grace Kensits
Grace. K@Southvalley.com

Grace Kendare
Grace Kend@Sidestep.net

Grace Klayton
Gklay@Tonality.com

Grace Kurnoff
Grakur@nNorthslope.com

Grace Morelli
GMorelli@Ficity.com

C'\ Search Directory

v < — @,QVC—D @v A&*‘;



END-USER VIEW L ] Northslope Targets & Valuations «  EJacobs@Mycomp.com

» Send v~ T Discard £ Attach File op Component & signature €9 Sensitivity /¥ Editor ] Check Accessibility &
From: Emmett Jacobs (Emmett@Mycomp.com)
To: () Grace.K@southvalley.com
Subject: Northslope Targets & Valuations
* Emn.letl seesa Contexlual n=: Morthslope Valuation
e " 8.2KB

warning banner from MyComp,

explaining that the recipient
Aptos(Bedy) - 1M 2 Av B T U S ¥« X ¥ S E === 0 Ave By 4 B DY =

selected is unlikely to be the
correct one, given the context

Hey G ]
of the email. Emmett chooses ey brace

to not send the email, and Apologies for the delay. I've attached the Northsl
return to draft.

Adaptive Email DLP

Looking forward to discussing on Tuesday. Is this the correct recipient?

>Grace. K@southvalley.com (Grace Kensits)
BESt, There is another similar contact Grakur@northsiope.com (Grace Kurnoff) who has a stronger relationship

with the words mentioned in the email's subject
I.:' ]

Emmett
Are you sure you would like to send this email?




Northslope Targets &

TJ Delete = Archive @) Report e Move F Flag v & Mark Unread (

Emmet Jacobs Northslope Targets & Valuations

+ This time, Emmett selects the ® Emmett Jacobs <Ejacobs@Mycomp.com>
right contact at NorthSlope To: @&

and the email is sent with no

Grace Kurnoff

warning. m== Northslope Valuation...
" B8.2KB
Download - Preview

Hey Grace,
Apologies for the delay. |'ve attached the Northslope acquisition targets we discussed to this email.
Looking forward to discussing on Tuesday.

Best,
Emmett



VISION: END-TO-END DATA PROTECTION PLATFORM

@ Risk mitigation: @® Risk avoidance:
Understand Value-at-Risk Prevent data loss
Fix configuration issues, RBAC etc. Automate audit and due diligence
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proofpoint. Modernize DLP

END-USER VIEW

Carol Brown
MD, Medical Director

Background

'R Bk Bdndan aom i il

« Carol is the Medical Director in
charge of a successful clinical
drug trial. She has given her
notice to take a job with a
competitor

sAantesaadbEs” b

-
-
-

+ In an attempt to impress her
future employer, she wants to
show data from the clinical
trials she led in her current
role.




END-USER VIEW — %
e e (e AT s B e o

Sign in

Carol Brown B c

. rint X
MD, Medical Director o R 0] R

Printer MXBE0 series Printer WS Properties

+ She opens a PDF document ganize page a,
containing clinical trial data ot
and attempts to print it. B Requestesignat @M O Orgs

» More Options

Copies: |1 % Oerint in

Page Sizing & Handling

+ She previously downloaded [0y
this document from her -

& RedactaPDF Fit

corporate Sharepoint site. B it ©stvink oversized oges

[ Choose paper source by POF page size

Size Poster Multiple Booklet

] Print on both sides of paper (-]
Vi Orientation

® Auto O Portrait O Landscape

Comments & Forms. (]

Document and Markups

Page Setup. [ t Cance

August 10, 2023



END-USER VIEW o ®

Sign in =

Alltools  Edi t s dtextortools Q dE @ &
All tools x n .
B 3,
8 2,
Carol Brown ( <)
MD, Medical Director B3 Combine fi & i 2
Printer: Canon MX880 series Printer WS Properties Advanced Help
The company treats all clinical s e &,
trials as intellectual property g |
and categorizes them as very B Requestesignature oAl
sensitive because they contain :
. PageS 5
proprietary, Pll and PHI data. @ prtctapor Print operation blocked [
& Redacta PDF DFit ) A .

The PrOOprim DLP solution X e . | Printing was b.Iocked pgcause per company pqllcy you are not permnteq |
. ; B F = to print files with sensitive content. Please review acceptable data sharing
running on Carol's managed o v =% policy below. [

. A - REN [Oerin
laptop detects a DLP violation 2 et ol View Acceptable Data Sharing Policy [} ’
and blocks her from printing this » Or -
document to her home printer. o Bl powered by Proofpoint bk N
Docun
Page Setup_ L?‘L Cancel |

August 10, 2023

Ll © Type here to search



END-USER VIEW CrarGPT < K+

« C % chatopenaicom 2 x O + 00

——
(1)
,, e a e\
©
\ & + Newchat
4 GPT-35
Carol Brown
MD, Medical Director 3 /|| Downiuads R
. K o e e )
+ Since Carol was blocked from -
e i X 4 ¥ > ThisPC > LocalDisk(C:) » Users > carolbrown > Downloads
printing this Drug Trials "
document, she renames the ;“D'M'
file to something benign: & Downloads
Travel_ldeas.pdf. S
D Music
. o Protect 2023
+ Carol thinks that now the file is B videos
renamed her company will no @ Onedrve
longer block her from 138 This P

B 30 Objects
I Desktop

% Documents

exfiltrating it.

&4 Downloads
d Music

& Pictures

B Videos

‘i Local Disk ()

== Shared Folders (\\vmware-host) (Z:)

¥ Network S N

Titem  1item selected 677 KB &

A Upgradeto Plus ! Summarize this for me:

C Carol Brown

Hll © Type here to search



END-USER VIEW

Carol Brawn Upload FSotv =~ @ info
Carol Brown £1 My files Fidhy
% Get100GBfree % +10 get more for all your files and photos, m

Medical Director e Folde

» Carol logs into her personal Sl
OneDrive account to attempt >
uploading her documents. B Recyclebin

For you

hared

Since she was blocked from

printing the sensitive R
document, she is hoping to On any device,anuhere,anytime
avoid detection by using a

personal site and an ordinary
My files

named file.
Name Modified File size Sharing
Attachments
Documents A Private
Pictures
2 Getting started with OneDrive.pdf

> Buy storage
holiday_pictures,jpeg

Storage

Type here to search A G [




END-USER VIEW

/%7

Carol Brown
MD, Medical Director

Carol selects the file named
Travel_ldeas.pdf for upload to
her personal OneDrive
website.

Although the file was renamed,
the content is still sensitive.
Therefore the Proofpoint DLP
solution running on Carol's
managed laptop blocks the Web
upload operation

4 ¥ > ThisPC > Downloads

Organize v New folder
# Quick access
I Desktop
& Downloads (= ‘haveUFeas

Today (1

Documents
& Pictures
D Music
Protect 2023
[ Videos

@ OneDrive

8 This PC
B 30 Objects
I Desktop

Documents

File name: | Travel_Ideas

My files

Name

Getting started with OneDr

@ Buy storage

holiday_pic

Storage

Upload operation blocked

File upload was blocked because this file potentially contains sensitive
data and sharing it with personal accounts violates company policy.
Please review acceptable data sharing policy below.

View Acceptable Data Sharing Policy [}

ed by Proofpoint

1y g Fivae




END-USER VIEW

€8 Carol Brown Chat

Carol Brown
MD, Medical Director

+ After being been blocked from
printing or uploading the entire
sensitive file, Carol tries to
share relevant information
directly with the recruiter who
helped with the new job.




END-USER VIEW

e

Carol Brown
MD, Medical Director

Cloud DLP blocks Carol from
sharing sensitive data to an
external party.




END-USER VIEW

Files - OneDrive - Mozilla Firefox

~
(87)
‘. _Qﬁ

'

Carol Brown
MD, Medical Director

D Microsoft Office Home X D Files - OneDrive .

cC @ EZa S I + N @

E2 Firefox prevented this site from opening a pop-up window

+ Carol is accessing her cloud

avoid using her corporate

Carol Brown

EJ My files

Files

Shared libraries




END-USER VIEW

“-

) &} Files - OneDrive - Mozilla Firefox x
) Microsoft Office Home X | (D Files - One X
C DE & - O 0 N @ =
Carol Brown
MD, Medical Director
. . E2 Firefox prevented this site from opening a pop-up window Preferences x
+ Carol is trying to download the - £ PENSEFTEE -

clinical trial document to her proofpoint. saas Isolation ) A =

home computer \ o
Download Blocked JN,
OneDrive )

Proofpoint SaaS Isolation blocks

download due to DLP violation Carol Brown € Open Share Copy lak

1 My files




END-USER VIEW

52 Search

File Send

Home Receive View Help

] Newemail ~ | [il] Delete ~ =] archive [ move~ | €) Reply %) Replyall —> Forward | B Movet > ToManager -~ | )] Unread/Read 3B~ [~ earch People Y -
<
Q v Favorites Focused Other ByDate v 1
A Inbox 1 v Yesterday
Carol Brown e — _ ,
. . Microsoft Viva
b Drafts Your digest email Tue 8:29 AM
. . Deleted Items

« Carol is attempting to send the B3 tedltem

clinical trial document from v carol@sigma-demo.com <) ~ My project file - Message (HTML) £ Search —

her Corporate email to her nbox 1 File Message nsert Options Format Text Review Help

personal gmail. Drafts e .

Sent lter Y- EJ” y Ftl -
She uses the Outlook Web - -
Send this email during your work hours: Thu, Jan 04 at 8:00 AM Schedule send | Dismiss

Access app from home, and Arch

attaches the sensitive > Conversation Histor - To yrolbrownpfpt@gmail.com

document directly from her N : ‘

. . Outbox
corporate Sharepoint site. R [

Search Folder

« Groups (=) DrugX TialData.doc

You have not joined ar




END-USER VIEW

R Search

File Home Send / Receive Help

S

£7 NewEmail ~ | [il] Delete ~ [ Archive [ Move~ | €) Reply % Replyall > Forward | 3] Moveto: v | & unread/Read B3~ B~ earch People B VY-

<
v Favorites Other ByDate v 1 Policy Violation Notification
Inbox 2 v Today

Carol Brown
M Jedical D

Sent ltems

v

proofpoint-pps@
Drafts Policy Violation Notil

PM

o0
88

Deleted Items %
PTOOfDOiﬂI Email DLP blocks the V. Yesteniay Our secure e-mail gateway has detected a DLP policy violation in the message with the following subject:
delivery of the message due to v carol@sigma-demo.com MiciosoR Viva
DLP violation and sends back a iy 2 Yo st cmnl T oM
: . Drafts
notification message to Carol “

"My project file"

Your message did not reach its intended recipient, and is currently under review. Please refer to our company's policies to review the guide
Sent ltems

Deleted Items If you believe this is in error or if you have any questions, please contact our support team at 'support@sigma-demo.com'.
Archive
SigmaDemo Compliance Team
> Conversation History
Junk Email
Outbox
RSS Feeds

Search Folders

v Groups l

You have not joined any groups.



proofpoint. Modernize DLP

ANALYST VIEW

Jack Bauer

DLP Analyst e

Then, at the SOC...

+ Jack is monitoring for data
exfiltrations that may have
occurred.
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END-USER VIEW

P Proofpoint Analytics Console X +

€ > 0 =

Jack Bauer
DLP Analyst

+ Jack is in the Proofpoint
Information Protection
console to view the top risky
users. He sees Carol Brown at
the top and drills in for details

proofpoint. Analytics

Dashboard

Most Risky Users

jnorm

pdewes

jrequena
jwyrostek@pfpt-d

echaves@pfpt-dem

Most Used Websites for Upload

15 12

mail.google.com drive.google.com

9 9

www.dropbox.com www.proofpoint.com

Q & ® 8§ 0 = © O @

Q_ Search users, endpoints, etc. in the last 7 days ‘:— 0 e ;Igﬁ,'é.?; =

Last 7 Days Select Widgets

Most File Exfiltrations by Destination... ©: £

Applicatio...

credentialuibrok.
Web File U...

Web Browsi...
=

itmsaasbundle
itmsaasbundle-3

itmsaasbundle-3
msedge

msedgewebview2 Applicatio

mspaint

officec2rclient Web File S...

powershell

searchhost
Copy to US...

MITRE ATT&CK® - SaaS Analysis (O Recent Cloud File Activities

12 =
1.9K 1.2K
Total file activities Sensitive file activities

99 21/29
Tactics Techniques Alerts

attack.mitre.org View Activities



END-USER VIEW P Proofpoint Analytics Console  x  +
\—)A’hsl'.‘cﬂ o 2

proofpoint. Analytics =+ New Exploration Q_ Search users, endpoints, etc. in the last 7 days " ® 0 235'232"’ uer

Alerts X Reset to Default View ‘ﬂ E‘

+ SHOW FILTERS @ REGION:US1 (O TIME: 7 DAYS SO

Jack Bauer
DLP

E-] CONDITION: EXCL. EXCL

RCE: ENDPOINT, CASB, EMAIL, WEB SECURITY, ISOLATION, ICAP 2 USER NAME: BOB.SMITH@PFPT-DEMO.COM + 2
+ SHOW HISTOGRAM JAN 2, 2024 7:22 PM - JAN 9, 2024 7:22 PM PST
* The analyst sees all the alerts + SHOW INSIGHTS

that Carol's activities triggered

: 12 Alerts Edit Columns (b s
across multiple channels. b

= PST FEED ACTIVITY ACTIVITY WORKFLOW

g OJ Time Product (4 tegories (1€ Summary Status

:

2 AN 3,2024 Instant Message Send NTITY/APP JLLR

0O 1zo9s5em el ant Messa A Microsoft Teams (Dfﬂce 365, E US CA Cupemno ® New
Print NDPOINT - HOSTNAME ES - PRINTER NAME ACTIVITY - NL AGES FILES AME

I:] 12:09:51 PM Endpoint R caral-pe Canon MX880 series Printe... N/A Drng TmaIData docx ® New

A SPLICATION E E > CATION INF LES/RESOURCES - NAME

] 12:09:47 PM CASB APl File Modify Alert Gnogle (Gocg\e Apps) US New York Brook\yn Izel Gregorio Para Chapter 4( ® New

- )

— Copy to USB | ¢ N N HOST ME ILES/RESOURCE N EVICES - USB VENDOR NAME JEVICE S tAGE V( JME

L) 120021em Endpoint blicat carol-pc Drugx TrialData. docx Unknown MY-USB @ New

JBJECT SAGES - SENDER FILES/RE SSAGES - RECIPIENT
] , Email Outbound Email Alert k RE: Going to the Black Hat hob smith@pfpt- demo com Subject Golng lo the Blac lack@authexpert com ® New
| 120017pM

- )

Mo Web File Upload { S ILES/RE ES NEBSITE - URL DOMAIN JSER INTERFACE - WINDOW T

L) 120001pm Endpoint eh By carol-pc DrugX_ Trla\Data docx WWW. dropbox com Files - Dropbox ® New

o 1 ICATION - NAME ILES/RES! CES

U 11:50:55 AM ICAP ICAP Proxy Download Alert ZScaler ZIA (zia) chnlcal lmal partl(:lpants xls ® New
Web File Upload % 1 NT - He ;I_I:‘de J:_{'jf‘.w WEBSITE - URL DOMAIN JSER INTERFAC! OW T

D 11:48:53 AM @ Endpoint ) carol-pe ravel_ldeas.p onedrive.live.com My files - OneDrwe Goo ® New

ACME - Confidential



END-USER VIEW

Jack Bauer

+ Jack is examining the details
of an Alert, going over the DLP
indicators

P Proofpoint Analytics Console X +

() > ® B B O D O8
Q Search users, endpoints, etc. in the last 7 days

4L

s

JL

AYVWINNS MOHS +

proofpoint. Analytics

Alerts

SHOW FILTERS

SHOW HISTOGRAM

SHOW INSIGHTS

12 Alerts
PST FEED
I:] Time ¥ Product (4)
AN 3, 24

12:09:55 PM CASB API

AN 3,2024
12001 pw (&) Endpoint

AN 3 4
12:09:47 PM @ CASB API

AN 3, 1
12:0021 p @) Endpoint

AN 24
12:09:17 PM SE

AN 3, 2

24
120901 pu (B) Endpoint

AN 3, 2

24
11:50:55 AM . ICAP

oo o000 |0

JAN 3,2024

11ap53am (@) Endpoint

a

© REGION: US1

@ TIME: 7 DAYS

ACTIVITY

Categories (16)

Instant Message Send

stant Message Send, Instant Message

Print [ e

Applicati

Use

File Modify Alert

Copy to USB | B

ile C

T

Qutbound Email Alert | BIc

Web File Upload | 8
W e

/eb Brov

g, Applic

ICAP Proxy Download Alert

Web File Upload | Blocked |

File Tracking, Web Browsing, Application

SOURCE: ENDPOINT, CASB, EMAIL, WEB SECURITY, ISOLATION, ICAP

Use

JAN 2, 2024 7:22 PM - JAN 9, 2024 7:22 PM PST

Edit Columns ¥,

ACTIVITY WORKFLOW
Summary Status
NTITY/APPLICATION - NAM

Microsoft Teams (Office 365 EE= US, | @ New

NDPOINT - HOS

carol-pc ® New
NTITY/APPLICATION - NAM

Google (Google Apps) @ New

NDPOINT - HC
carol-pc

FILES/R
DrugX_Tr =~ @ New

SUBJECT MESSAGE
RE: Going to the Black Hat ... bob.smitt [}

New
NDPOINT - HOST FILES/RES
carol-pc DrugX_Tr A @ New
NTITY/APPLICATION - N2 FILES/RES
ZScaler ZIA (zia) clinical_tr = ® New
ENDPOINT - HOSTNAME FILES/RESC
carol-pc Travel_lde ® New

2, USER NAME: BOB.SMITH@PFPT-DEMO.COM + 2

% 0 ol

 — |
Reset to Default View ‘ ®© PST ‘ c ‘

CONDITION: EXCL. EXCL

Response Actions A

Endpoint Operation Block: Confidential - IP
WebUpload Block

Rules ~

+ @ Uploading Sensitive IP

+ ancer Trials Dictionary




END-USER VIEW

P Proofpoint Analytics Console X +

() o} > ® B B O D O8
Q Search users, endpoints, etc. in the last 7 days

Jack Bauer
DLP A

alys

- Jack clicks on the File
Timeline link to view the
history of what the user did
with this file.

AYVWINNS MOHS +

oo o000 |0

The file originated in the
company's share point, the
user attempted to exfiltrate the
file via many exit points, even
tried to rename the file before
attempting exfiltration.

Alerts

+ SHOW FILTERS

12 Alerts

O

a

proofpoint. Analytics

+ SHOW HISTOGRAM

+ SHOW INSIGHTS

PST FEED

Time < Product (4)
AN 3, 2024

12:09:55 PM CASB API

AN 3,2024
12001 pw (&) Endpoint

AN 3 4
12:09:47 PM @ CASB API

AN 3, 1
12:0021 p @) Endpoint

AN 24
12:09:17 PM SE

AN 3, 2

24
120901 pu (B) Endpoint

AN

3,2024
11:50:55 AM ICAP

JAN 3,2024

11ap53am (@) Endpoint

© REGION: US1

@ TIME: 7 DAYS

ACTIVITY

Categories (16)

Instant Message Send

stant Message Send, Instant Message

Print | Blocked

Application Use

File Modify Alert

Copy to USB | Blockec

Qutbound Email Alert | Blocked

Web File Upload | 8

Web Browsing, Applicatio

ICAP Proxy Download Alert

Web File Upload | Blocked |

File Tracking, Web Browsing, Application Use

SOURCE: ENDPOINT, CASB, EMAIL, WEB SECURITY, ISOLATION, ICAP

2, USER NAME: BOB.SMITH@PFPT-DEMO.COM + 2

JAN 2, 2024 7:22 PM - JAN 9, 2024 7:22 PM PST

ACTIVITY

Summary

Edit Columns

Microsoft Teams (Office 365 EE= US, |

NDPOINT - HOSTNAME
carol-pc

NTITY/APPLICATION - NAMI

Google (Google Apps)

NDPOINT - HOSTNAME
carol-pc

SUBJECT
RE: Going to the Black Hat ...

NDPOINT - HOSTNAME
carol-pc

ZScaler ZIA (zia)

ENDPOIN
carol-pc

HOSTNAME

Canon M:

us,

Lk

FILES/R
DrugX_Tr
MESSAGE
bob.smitt

FILES/RES:
DrugX_Tr
FILES/RES
clinical_tr
FILES/RESC

Travel_Id¢

WORKI
Status

¢

=

FLOW

New

New

@0 ot

 — |
Reset to Default View ‘ ®© PST ‘ c ‘

CONDITION: EXCL. EXCL

Files/Resources ~

Web File Upload
Details

c:\users\carol.brown\downloads\Travel_ldeas.pdf
Classificatior [ ACME - Confidential

— N

® Details
onedrive.live.com - https://onedrive live.com/?
id=root&cid=C3C313298B10EE00
Response Actions ~
Endp 3lo
T Wet \
Rules A

+ @ Uploading Sensitive IP Content



END-USER VIEW

€« > ¢

Jack Bauer
DLP Analyst

+ Jack uses the context
provided in the File timeline,
along with the other alert
information to determine that
the user was deliberately
trying to steal data.

AYYWINNS MOHS +

P Proofpoint Analytics Console X +

proofpoint. Analytics

+ New Exploration

Q Search uj

80 0| 0 0|Do

ENEESEENEE

APR 24, 2
6:50:16 AM @ Email

APR 24,2024
65000 v (B) Endpoint

APR 24,2024

6:31:54 AM @ 1CAD

APR 24,2024 i
6:29:51 AM @ Endpoint
o

APR 24,2 ,
62851 am @ Endpoint

APR 2 24
6:27:44 AM

[5) Endpoint

APR 24,2024
6:27:14 AM @ Endpaint

APR 24,2024 ;
6:26:54 AM @ ST

File Copy, Application Use

Outbound Email Alert | slocked |

Web File Upload | 8locked |
Web Browsing, Application Use

ICAP Proxy Download Alert

Web File Upload | Blocked |
File Tracking, Web Browsing, Application Use

File Rename
File Tracking, Application Use

Paste Clipboard | glocked |
Web Browsing, Application Use

Application Use

Web File Download
File Tracking, Web Browsing, Application Use

MESSAGES - SUBJECT

RE: Going to the Black Hat ...

ENDPOINT - HOSTNAME
carol-pc

ENTITY/APPLICATION - NAME
ZScaler ZIA (zia)

ENDPOINT - HOSTNAME
carol-pc

ENDPOINT - HOSTNAME
carol-pc

ENDPOINT - HOSTNAME
carol-pc

ENDPOINT - HOSTNAME
carol-pc

ENDPOINT - HOSTNAME
carol-pc

Alerts
+ SHOW FILTERS @PREGION-UST (D TIME:7DAYS  SOURCE: ENDPOINT, CAS8, EMAIL, WEB SECURITY, ISOLA'
+ SHOW HISTOGRAM APR 19,2024 2:38 PM
<+ SHOW INSIGHTS
12 Alerts

PDT FEED ACTIVITY ACTIVITY

0 twev Product (4) Categories (16) Summary
s R ARUCATION RAML  AGCLSS SUURCL

e . _—

e50.46 am (& CASBAPI  File Modify Alert Google (Google Apps) EE= US, New
APR 24, 2024 = copy to USB‘ Blocks ‘ ENDPOINT - HOSTNAME FILES/RESOURC!
6:50:20 AM 0 Endpoint carol-pc DrugX_TrialDi

MESSAGES - SE}
bob.smith@p

FILES/RESOURC
DrugX_TrialD:

FILES/RESOURCI
clinical_trial_j

FILES/RESOURC
Travel_ldeas.|
ACME Confide:
FILES/RESOURC
DrugX_Trial.p

ACMk Confide:

PROCESS/APPLI
chrome

DEVICES - PRINT
Canon MX88(

FILES/RESOUI
DrugX_Trial.p

ACME - Confi

6:30:54 AM

@

62714 AM

6:26:54 AM

File Activity Details

My pr

carol.brown@pfpt-demo. carol brown@pfpt-demo.com

carolbrownpfpt@gmail.com

d=root&cid=C3 10EE00

n@pfpt-demo.com onedrive.live.com

ve - Google Chrome

n@pfpt-demo.com

DrugX_Trial pdf - Adobe Acrobat Reade

brown_pfpt

cuments%2FDocuments’

rojec

n@pfpt-demo.com N’ acme-my.sharepoint.com

Projects - OneDrive




END-USER VIEW

P! Proofpaint Analytics Console X

B Proofpoint Analytics Console x| +

RS e < NI

proofpoint. Analytics

Alerts
Jack Bauer

4+ New Exploration Q, Search users, endpoints, etc. in the last 7 days

+ SHOW FILTERS @ REGION:US1 (D TIME: 7 DAYS
DLP Analyst
+ SHOW HISTOGRAM
+ Jack starts an investigation + SHOW INSIGHTS
into this user by changing the + 12 Alerts
status across all relevant 3
L = PST FEED ACTIVITY
alerts to 'Under Investigation'. § O tmev Product (4) Categories (16)
2
>
E JAN 3,2024 Instant Message Send
D 12:09:55 PM CASBAPI  |ystant Message Send, Instant Message
JAN 3, 2024 . Print | Blocked
Endpoint
12:09:51 PM e P Application Use
—
JAN 3,2024 . "
[0 120047pm @ CASBAPI  File Modify Alert
JAN 3,2024 . Copy to USB | Blocked |
Endpoint
. 12:09:21 PM 0 5 File Copy, Application Use
-—
JAN 3,2024 ~ N —
O T @ Email Outbound Email Alert [ Blocked |
JAN 3,2024 : Web File Upload [ Blocked |
Endpoint -
12:09:01 PM @ s Web Browsing, Application Use
-—
JAN 3,2024

O O

11:50:55 AM ferls

JAN 3,2024 ~
11ag53am (B Endpoint

ICAP Proxy Download Alert

Web File Upload [ Blocked |

File Tracking, Web Browsing, Application Use

SOURCE: ENDPOINT, CASB, EMAIL, WEB SECURITY, ISOLATION, ICAP

JAN 2, 2024 7:22 PM - JAN 9, 2024 7:22 PM PST

ACTIVITY
Summary

ENTITY/APPLICATION - NAME

Microsoft Teams (Office 365,

ENDPOQINT - HOSTNAME
carol-pc

ENTITY/APPLICATION - NAME
Google (Google Apps)

ENDPOINT - HOSTNAME
carol-pc

MESSAGES - SUBJECT

RE: Going to the Black Hat ...

ENDPOINT - HOSTNAME
carol-pc

ENTITY/APPLICATION - NAME
ZScaler ZIA (zia)

ENDPOINT - HOSTNAME
carol-pc

o

Bulk Actions

Edit Columns &) e+

ACCESS SO
= S,

DEVICES -F
Canon M;

ACCESS SO
| = us, |

FILES/RESC
DrugX_Tr

MESSAGES
bob.smitt

FILES/RESC
DrugX_Tr

FILES/RESC
clinical_tr

FILES/RESC
Travel_ld¢

USER NAME: BO Stalus
Under Investigation %
Assignee
Select...
Tags
WORKFLOW
Status Select...
Comment
@ New -~
® New -~
@ New -
® New -
@ New -
@ New -~
@ New -
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END-USER VIEW

John Normand
Senior .Net Developer

Background

+ John is a developer working
for Fortress Data Corp, an
investment firm with home-
grown algorithms to pick
stocks.

As a .Net developer he was
tasked with identifying and
eliminating security
vulnerabilities from their crown
jewel source code, particularly
one class
AlnvestMagicFormula.cs




END-USER VIEW

John Normand
Se| Net eloper
- John decides to utilize
ChatGPT to find and fix the
security vulnerability.

+ He asks for help and first
provides some background
info to the Gen Al app.

v ChatGPT X ar = 3
€« C [ % chatopenaicom/c/cb513212-f63a-4415-b131-66ca33f27d60 g G = O O  §
@ New chat 4 ChatGPT 3.5 a
£ You
Can you check my .NET class for security vulnerability? This code calculates if a stock is worthy of
Stock Worthiness Check | «== B

.Net Class Review

Rephrase Internal Response

User Request Summarized

Validate Warning Message

4 Upgrade plan
& LiorTal
<

investment by returning a score

ChatGPT
Sure, I'd be happy to help! Please provide the code for your .NET class, and I'll review it for security

vulnerabilities related to c;ﬁ‘u\ating the worthiness of investing in a specific stock.

ChatGPT can make mistakes. Consider checking important information



END-USER VIEW
File Edit

7} MyComp

{_1’ C:\Users\Ital\OneDrive - Proofpoint, Inc\WORK\SaaS\RSA 2024\GenAl Demo\MyCompMagicFormula.cs - Notepad ++

Search View Encoding Language Settings Tools Macro Run Plugins
& =

o o= | & Y 2 i “a

MagicFormula.cs E3

ohn Normand
Senior .Net Developer

Based on the response from
ChatGPT, John goes to his dev
environment to copy the
source code and paste it in as
a ChatGPT prompt.

i:sing System;
using System.Net.Http;
using System.Threading.Tasks;

public class MyCompMagicFormula
{
private string stockSymbol;

public MyCompMagicFormula(string stock)

{
stockSymbol = stock:
}
public async Task<double> GetInvestmentWorthines
{
var apleata CallApxlAsy'L()
api2Data = await CallApi2Async():
api3Data = await CallApi3Async():
late some ulactions based on the
worthinessScore = CalculateWoxc‘l'ess
3 rn the calculated worth
return worthinessScore;
}
private async Task<double> CallApilAsync()
{
Si te call g API 1
await Task Delay( ):
For onstration purp s
return new Random() . Nex:Double() *
}

C# source file

Cut

Copy %

Delete

Select All

Begin/End Select

Style all occurrences of token
Style one token

Remove style

Plugin commands

UPPERCASE

lowercase

Open File

Search on Internet

Toggle Single Line Comment
Block Comment

Block Uncomment

Hide Lines

:1 Sel:

2,020|58 Windows (CRLF)  UTF-8 INS




END-USER VIEW

John Normand

ior .Net Developer

+ John returns to ChatGPT and
tries to paste the source code.

ChatGPT X O
<« C M 25 chat.openai.com/c/cb513212-f63a-4415-b131-66ca33f27d60
@ Newchat 74 ChatGPT 3.5
£ You
Can you check my .Net class for security vulnerz
Stock Worthiness Check I +=+ & worthiness of investing in a specific stock.

Net Class Review

ChatGPT

Sure, I'd be happy to help! Please provide the co

Rephrase Internal Response vulnerabilities related to calculating the worthin

User Request Summarized

Validate Warning Message

++ Upgrade plan
Y
& | Mess g¢ t
& LiorTal
<

ChatGPT can make mistakes. Consider checking important information

=

-~y

* GUOE®EED §

Emoji

Undo

Spell check

Writing Direction

Open in reading mode NEW
0 AdBlock — best ad blocker

Inspect

M~

Win+Period

| the
Ctrl+Z
+Z
ecurity
Ctrl+V
>
>
>




END-USER VIEW

John Norman

oper

Proofpoint DLP solution on
John's managed laptop, scans
the content attempting to be
pasted and the operation is
blocked!

The content matches
confidential crown jewel source
code package and classes.

ChatGPT + = ’
‘= C [ % chatopenaicom/c/cb513212-f63a-4415-b131-66ca33f27d60 * G O#E GO §
ChatGPT 3.5 s

@ New chat 74

Stock Worthiness Check | «= B

Net Class Review

Rephrase Internal Response

User Request Summarized

Validate Warning Message

++ Upgrade plan
Y

& LiorTal

=

=
-
=

You
Can you check my .Net class for security vulnerability? It's goal is to take care of calculating the

winrthinace nf invactinn in a enarific etnrle

) d I'll review it for security
Operation Blocked
fic stock.

The paste operation was blocked because it contains sensitive data and
violates company policy. Please review acceptable use policy.

View Acceptable Use Policy [/}

Powered by Proofpoint “

3

ChatGPT can make mistakes. Consider checking important information



END-USER VIEW

John Normand

Senior .Net Developer

+ John closes the notification
after understanding he cannot
share this source code with
ChatGPT.

*+ He then asks a second
question, relating to
unpublished vulnerabilities in
their company’s source code.

< C m =

v ChatGPT X +

@ New chat 4 ChatGPT 3.5

Stock Worthiness Checl

- 8

.Net Class Review

Rephrase Internal Response

User Request Summarized

Validate Warning Message

4+ Upgrade plan
Y

& |
& LiorTal
<«

chat.openai.com/c/cb513212-f63a-4415-b131-66ca33f27d60

* G OPEB D §

M~

You
Can you check my .Net class for security vulnerability? It's goal is to take care of calculating the
worthiness of investing in a specific stock.

)

ChatGPT
Sure, I'd be happy to help! Please provide the code for your .NET class, and I'll review it for security

vulnerabilities related to calculating the worthiness of investing in a specific stock.

Do you know of any unpublished security vulnerability in the source code of the
company “Fortress Data Corp"?



END-USER VIEW

John Normand

Senior .Net Developer

Proofpoint DLP detects a match
to sensitive data with proximity
of their source code info to
‘security vulnerability’

ChatGPT X +
ol C M 2% chat.openai.com/c/cb513212-f63a-
@ New chat @ ChatGPT 3.5

Stock Worthiness Check -+« B

.Net Class Review

Rephrase Internal Response

User Request Summarized

Validate Warning Message

Upgrade plan

&

Lior Tal

(en

(€

4415-b131-66¢a33f27d60 w

M~

You
Can you check my .Net class for security vulnerability? It’s goal is to take care of calculating the

(=

Operation Blocked d I'll review it for security

: ’ ; - fic stock.
The Generative Al prompt was blocked because it contains sensitive data

and violates company policy. Please review company policy to safely use
Generative Al applications.

View Gen Al Acceptable Use policy Z

Powered by Proofpoint

Do you know of any unpublished security vulnerability in the source code of the

company “Fortress Data Corp"?

ChatGPT can make mistakes
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SOC ANALYST VIEW

Jack Bauer
DLP Analyst

Then, at the SOC...
+ Jack is monitoring possible
risky activities of people
working for the company

e 6H

]

L J ° -~
° L J
° «
. ° -
e
. —
B
st




SOC ANALYST VIEW
HH proofpoint. Analytics Q, Search users, endpoints, etc. in the last 7 days ‘:- 9 6 ;'galé'oeza“e‘

Last 7 Days Select Widgets

Dashboard

Least Used Applications Most File Exfiltrations by Destination... 3

Most Risky Users
Applicatio...

Jack Bauer
credentialuibrok.

B Analvs cbrown
DLP Analyst itmsaasbundle

Web File U...

Web Browsi...

itmsaasbundle-3.

jnormand
itmsaasbundle-3.

 The analyst starts in the —— -
: : dewes 3

Information Protection e W
= . ena msedgewebview:

console to review risky users g et Applicatio...

1 3 officec2rclient Web File S..

= powershell
g searchhost

Copy to US...

+ It also provides an overview of
activities that are being
monitored by the solution

« He drills into the one of the Most Used Websites for Upload MITRE ATT&CK® - SaaS Analysis () i Recent Cloud File Activities
9/9 21/29 12 == 1.9K 1.2K

users- John Normand.
15 12 LSS — Total file activities Sensitive file activities
[

’ . =
mail.google.com drive.google.com i
|

9 9 ===
www.dropbox.com www.proofpoint.com

attack.mitre.org View Activities




SOC ANALYST VIEW

Jack Bauer
DLP Analyst

+ The Information Protection
console provides a
comprehensive view of user's
activities and alerts they
triggered.

AHVYINNNS MOHS +

+ Here you see two of John's
(developer) prompts were
blocked, while one was
allowed.

+ The analyst can also see other

< Explorations /

proofpoint. Analytics

=+ SHOW FILTERS

+ SHOW HISTOGRAM

46 Activities

ACTIVITY

Categorie:

GenAl Prompt Submit
Paste Text From Clipboard
GenAl Prompt Submit

Website Open

Application

Application Open

Untitled

@ REGION:US1 ~ (© TIME: 24 HOURS

USER

Aliases

John Normand
jnormand@ainvest.com, jnormand

John Normand
jnormand@ainvest.com, jnormand

John Normand
jnormand@ainvest.com, jnormand

John Normand
jnormand@ainvest.com, jnormand

John Normand

inormand@ainvest.com. inormand

activities for context- John
used notepad++ app to view
Crown Jewel code

Application Open

Application Us

Web Browsing

Application

V.Vebgite Open

B pp

Weh Rrowsina
4

=+ New Exploration

Q_ Search users, endpoints, etc. in the last 7 days

JURCE: ENDPOINT, ISOLATION, ICAP, PLATFORM DETECTIONS 2

APR 17,2024 1:53 PM - APR 18, 2024 1:53 PM GMT+

ACTIVITY
Summary

TLV-938W1F3

TLV-938W1F3

TLV-938W1F3
TLV-938W1F3

TLV-938W1F3

John Normand
jnormand@ainvest.com, jnormand

John Normand
jnormand@ainvest.com, jnormand

John Normand
jnormand@ainvest.com, jnormand

.Iohn Normand

TLV-938W1F3
TLV-938W1F3

TLV-938W1F3

cfiét.o;r)enal’.coﬁ‘
cbhra!,open;'ﬂ.co;ﬁ‘
cfvlat‘obenai.co;n
chat.openai.com
Notepad++

POWERPNT

app.oitroot.us-east-1-stage...

app.oitroot.us-east-1-stage...

". @ Jack Baue
< ACME-02

© GMT+3 ® C

E: LTAL

Edit Columns ¥,

ChatGPT

ChatGPT

ChatGPT

ChatGPT
AlnvestMagicFormula.cs
GenAl - Flow of screenshot...

Proofpoint Analytics Conso...

NTERF/ NINDOW
Proofpoint Analytics Conso...



Protect sensitive data across complex data environments

laaS + PaaS

S3 Buckets Memory DB
EBS DynamoDB

aws

N RDS Keyspaces
Redshift Elasticache
DocumentDB EC2 and DBs
Buckets BigQuery

’ CloudSQL BigTable

MemoryStore
Blob Store Azure Cache
File Share CosmosDB

A SQL Server Synapse Analytics
MYSQL Server MariaDB

PostgreSQL Server NetApp Files

S0

proofpoint.

DPaaS + SaaS

w* & @& B

Snowflake
Google Drive
OneDrive
Teams
SharePoint
Salesforce
Databricks
ServiceNow

s 0

S snowflake'
Al DATA CLOUD

&

SELECT

On-Premises

T 7 $

O &5

Windows File Share
MySQL

Postgres

MSSQL

MongoDB

Oracle DB

Network File Share

OCD Reboot | © 2025 Proofpaint, Inc

41



proofpoint. bpspm v All Accounts v @ ® Ravi Ithal

Proofpoint, Inc.

= Dashboard Last7 Days Vv J, Export Data

Monetary Value of Scanned Data ® Sensitive Data Stored by Type © Data Stores Needing Attention ©

Q $16B Impact

Monetary Value
at Risk .
Access to Sensitive Data @

549 468
Users Roles

Risk Trends © Data Stored by Location © Risks by Exposure © View All

@ High @ Medium @ Low

40K . - . . . ° Storage Exposure Risks
[ ]
I . L ] ® Azure Not encrypted with managed k... 24K
30K ° ®
: o® o % 'S Azure VM publicly exposed via public... 11K
LR L ] ° L1 ] ® ] AWS Accessible by an external princi... 963
® ®
[ ] ° GCP Accessible by users without MFA 528
10K - of a
[ ] ° AWS Accessible by external or guest... 312
L ]
& Jan 1 Jan2  Jan3 Jan4 Jan5 Jané Jan?7 ¢

® SaaS ECZ2 instance with public acces... 105



We're ready for your data security priorities

\g 4
(a ©
Discovery Test Drive Visibility and
Engagement PoC Measurable Results

OCD Reboot | © 2025 Proofpaint, Inc

proofpoint.



QUESTIONS
AND
ANSWERS
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