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Proofpoint Data Security Platform

The Four Driving Forces

P &

Growing amounts of data and Safe usage of netechnologies,
communication channels securing data in legacy systems
Multi-Channel Audit Trail: SaaS, PaaS, Information Generative Al, Deep Learning, Automation
Systems, Messengers, Email, Cloud Services ... Toolkits, MulttCloud Adoption ...
BB
=
Remote Work, Regulations Cutting edge innovation
and Compliance and intellectual property
Cost onon-complianceGDPR, 1SO 27001, ISO 9001, TISAX, Blueprints, trade secrets, source code,
FINMA, CustomeBpecific Requiremenbs pricing and GTM innovations ...
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Data Loss Prevention

continuous education of proactive identification of
Risky Users

Chelsea, Commercialization
3rd party websites, USB, nbh apps,
unregistered BYOD

Evan, MedicinesDevelopment
Privileged user, renames IP, copies to
cloud sync

A leading manufacturer and supplier of sensor-based solutions

responsible offboarding
Leaving Employee

A Revenue: 2'307 Mio. EUR A FTEs: 12'185 x1.4
A DE: 380 Mio. EUR j Patents: 3'987

|h Ray. R&D Head
° Willing to leverage the IP, replicate the

product in Asia and compete on price

EMEA: 823 Mio. EUR R&D Effort: 270 Mio. EUR
A EBIT: 189 Mio. EUR

A
A Americas: 545 Mio. EUR
A APAC: 559 Mio. EUR

proofpoint. OCD Reboot| © 2025 Proofpoint, Inc 5



A Unified Data Security SaaS Platform

Content Behavior

Is the data sensitive,
where does it live,
who has permissions?

Can you see unusual
or risky behavior that
illuminates user intent?

ADAPTIVE

Employ Al-based detections and
dynamically adjust controls
basedonreal-t i me

COMPREHENSIVE

Complete coverage for data
exfiltration, data exposures,
and insider threats

proofpoint.
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proofpoint. Stop Accidental and Intentional Email Data Loss

END-USER VIEW

Emmet Jacobs
VP of M&A

Stop Email Misdelivery

« Emmett Jacobs is a VP of
M&A working for MyComp, an
investment firm that advises
clients on valuing and
acquiring companies in their
industry.




END-USER VIEW

9

v

Emmet Jacobs

+ Emmett is late in delivering a
proposal to NorthSlope, a
MyComp customer. In haste,
he accidentally sends a
proposal containing
acquisition targets and
valuations to a similarly
named contact at SouthValley,
another MyComp customer.

From:

To:

Subject:

Aptos (Body)

Iﬁ] Discard

Northslope Targets & Valuations «

7’ AttachFile (2) Loop Components £ Signature & Sensitivity

Emmett Jacobs (Emmetti@Mycomp.com)

Grace . K@Southvalley.com

Grace Kensits
Grace. K@Southvalley.com

Grace Kendare
Grace Kend@Sidestep.net

Grace Klayton
Gklay@Tonality.com

Grace Kurnoff
Grakur@nNorthslope.com

Grace Morelli
GMorelli@Ficity.com

C'\ Search Directory

v < — @,QVC—D @v A&*‘;



END-USER VIEW L ] Northslope Targets & Valuations «  EJacobs@Mycomp.com

» Send v~ T Discard £ Attach File op Component & signature €9 Sensitivity /¥ Editor ] Check Accessibility &
From: Emmett Jacobs (Emmett@Mycomp.com)
To: () Grace.K@southvalley.com
Subject: Northslope Targets & Valuations
* Emn.letl seesa Contexlual n=: Morthslope Valuation
e " 8.2KB

warning banner from MyComp,

explaining that the recipient
Aptos(Bedy) - 1M 2 Av B T U S ¥« X ¥ S E === 0 Ave By 4 B DY =

selected is unlikely to be the
correct one, given the context

Hey G ]
of the email. Emmett chooses ey brace

to not send the email, and Apologies for the delay. I've attached the Northsl
return to draft.

Adaptive Email DLP

Looking forward to discussing on Tuesday. Is this the correct recipient?

>Grace. K@southvalley.com (Grace Kensits)
BESt, There is another similar contact Grakur@northsiope.com (Grace Kurnoff) who has a stronger relationship

with the words mentioned in the email's subject
I.:' ]

Emmett
Are you sure you would like to send this email?




Northslope Targets &

TJ Delete = Archive @) Report e Move F Flag v & Mark Unread (

Emmet Jacobs Northslope Targets & Valuations

+ This time, Emmett selects the ® Emmett Jacobs <Ejacobs@Mycomp.com>
right contact at NorthSlope To: @&

and the email is sent with no

Grace Kurnoff

warning. m== Northslope Valuation...
" B8.2KB
Download - Preview

Hey Grace,
Apologies for the delay. |'ve attached the Northslope acquisition targets we discussed to this email.
Looking forward to discussing on Tuesday.

Best,
Emmett



VISION: ENOO-END DATRROTECTIORLATFORM

@ Risk mitigation: @ Risk avoidance:
Understand Valueat-Risk Prevent data loss
Fix configuration issues, RBAC .etc Automate audit anddue diligence
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proofpoint. Modernize DLP

END-USER VIEW

Carol Brown
MD, Medical Director

Background

'R Bk Bdndan aom i il

« Carol is the Medical Director in
charge of a successful clinical
drug trial. She has given her
notice to take a job with a
competitor

sAantesaadbEs” b

-
-
-

+ In an attempt to impress her
future employer, she wants to
show data from the clinical
trials she led in her current
role.




END-USER VIEW — %
e e (e AT s B e o

Sign in

Carol Brown B c

. rint X
MD, Medical Director o R 0] R

Printer MXBE0 series Printer WS Properties

+ She opens a PDF document ganize page a,
containing clinical trial data ot
and attempts to print it. B Requestesignat @M O Orgs

» More Options

Copies: |1 % Oerint in

Page Sizing & Handling

+ She previously downloaded [0y
this document from her -

& RedactaPDF Fit

corporate Sharepoint site. B it ©stvink oversized oges

[ Choose paper source by POF page size

Size Poster Multiple Booklet

] Print on both sides of paper (-]
Vi Orientation

® Auto O Portrait O Landscape

Comments & Forms. (]

Document and Markups

Page Setup. [ t Cance

August 10, 2023



END-USER VIEW o ®

Sign in =

Alltools  Edi t s dtextortools Q dE @ &
All tools x n .
B 3,
8 2,
Carol Brown ( <)
MD, Medical Director B3 Combine fi & i 2
Printer: Canon MX880 series Printer WS Properties Advanced Help
The company treats all clinical s e &,
trials as intellectual property g |
and categorizes them as very B Requestesignature oAl
sensitive because they contain :
. PageS 5
proprietary, Pll and PHI data. @ prtctapor Print operation blocked [
& Redacta PDF DFit ) A .

The PrOOprim DLP solution X e . | Printing was b.Iocked pgcause per company pqllcy you are not permnteq |
. ; B F = to print files with sensitive content. Please review acceptable data sharing
running on Carol's managed o v =% policy below. [

. A - REN [Oerin
laptop detects a DLP violation 2 et ol View Acceptable Data Sharing Policy [} ’
and blocks her from printing this » Or -
document to her home printer. o Bl powered by Proofpoint bk N
Docun
Page Setup_ L?‘L Cancel |

August 10, 2023

Ll © Type here to search



END-USER VIEW CrarGPT < K+

« C % chatopenaicom 2 x O + 00

——
(1)
,, e a e\
©
\ & + Newchat
4 GPT-35
Carol Brown
MD, Medical Director 3 /|| Downiuads R
. K o e e )
+ Since Carol was blocked from -
e i X 4 ¥ > ThisPC > LocalDisk(C:) » Users > carolbrown > Downloads
printing this Drug Trials "
document, she renames the ;“D'M'
file to something benign: & Downloads
Travel_ldeas.pdf. S
D Music
. o Protect 2023
+ Carol thinks that now the file is B videos
renamed her company will no @ Onedrve
longer block her from 138 This P

B 30 Objects
I Desktop

% Documents

exfiltrating it.

&4 Downloads
d Music

& Pictures

B Videos

‘i Local Disk ()

== Shared Folders (\\vmware-host) (Z:)

¥ Network S N

Titem  1item selected 677 KB &

A Upgradeto Plus ! Summarize this for me:

C Carol Brown

Hll © Type here to search



END-USER VIEW

Carol Brawn Upload FSotv =~ @ info
Carol Brown £1 My files Fidhy
% Get100GBfree % +10 get more for all your files and photos, m

Medical Director e Folde

» Carol logs into her personal Sl
OneDrive account to attempt >
uploading her documents. B Recyclebin

For you

hared

Since she was blocked from

printing the sensitive R
document, she is hoping to On any device,anuhere,anytime
avoid detection by using a

personal site and an ordinary
My files

named file.
Name Modified File size Sharing
Attachments
Documents A Private
Pictures
2 Getting started with OneDrive.pdf

> Buy storage
holiday_pictures,jpeg

Storage

Type here to search A G [




END-USER VIEW

/%7

Carol Brown
MD, Medical Director

Carol selects the file named
Travel_ldeas.pdf for upload to
her personal OneDrive
website.

Although the file was renamed,
the content is still sensitive.
Therefore the Proofpoint DLP
solution running on Carol's
managed laptop blocks the Web
upload operation

4 ¥ > ThisPC > Downloads

Organize v New folder
# Quick access
I Desktop
& Downloads (= ‘haveUFeas

Today (1

Documents
& Pictures
D Music
Protect 2023
[ Videos

@ OneDrive

8 This PC
B 30 Objects
I Desktop

Documents

File name: | Travel_Ideas

My files

Name

Getting started with OneDr

@ Buy storage

holiday_pic

Storage

Upload operation blocked

File upload was blocked because this file potentially contains sensitive
data and sharing it with personal accounts violates company policy.
Please review acceptable data sharing policy below.

View Acceptable Data Sharing Policy [}

ed by Proofpoint

1y g Fivae




END-USER VIEW

€8 Carol Brown Chat

Carol Brown
MD, Medical Director

+ After being been blocked from
printing or uploading the entire
sensitive file, Carol tries to
share relevant information
directly with the recruiter who
helped with the new job.




END-USER VIEW

e

Carol Brown
MD, Medical Director

Cloud DLP blocks Carol from
sharing sensitive data to an
external party.




END-USER VIEW

Files - OneDrive - Mozilla Firefox

~
(87)
‘. _Qﬁ

'

Carol Brown
MD, Medical Director

D Microsoft Office Home X D Files - OneDrive .

cC @ EZa S I + N @

E2 Firefox prevented this site from opening a pop-up window

+ Carol is accessing her cloud

avoid using her corporate

Carol Brown

EJ My files

Files

Shared libraries




END-USER VIEW

“-

) &} Files - OneDrive - Mozilla Firefox x
) Microsoft Office Home X | (D Files - One X
C DE & - O 0 N @ =
Carol Brown
MD, Medical Director
. . E2 Firefox prevented this site from opening a pop-up window Preferences x
+ Carol is trying to download the - £ PENSEFTEE -

clinical trial document to her proofpoint. saas Isolation ) A =

home computer \ o
Download Blocked JN,
OneDrive )

Proofpoint SaaS Isolation blocks

download due to DLP violation Carol Brown € Open Share Copy lak

1 My files




END-USER VIEW

52 Search

File Send

Home Receive View Help

] Newemail ~ | [il] Delete ~ =] archive [ move~ | €) Reply %) Replyall —> Forward | B Movet > ToManager -~ | )] Unread/Read 3B~ [~ earch People Y -
<
Q v Favorites Focused Other ByDate v 1
A Inbox 1 v Yesterday
Carol Brown e — _ ,
. . Microsoft Viva
b Drafts Your digest email Tue 8:29 AM
. . Deleted Items

« Carol is attempting to send the B3 tedltem

clinical trial document from v carol@sigma-demo.com <) ~ My project file - Message (HTML) £ Search —

her Corporate email to her nbox 1 File Message nsert Options Format Text Review Help

personal gmail. Drafts e .

Sent lter Y- EJ” y Ftl -
She uses the Outlook Web - -
Send this email during your work hours: Thu, Jan 04 at 8:00 AM Schedule send | Dismiss

Access app from home, and Arch

attaches the sensitive > Conversation Histor - To yrolbrownpfpt@gmail.com

document directly from her N : ‘

. . Outbox
corporate Sharepoint site. R [

Search Folder

« Groups (=) DrugX TialData.doc

You have not joined ar




END-USER VIEW

R Search

File Home Send / Receive Help

S

£7 NewEmail ~ | [il] Delete ~ [ Archive [ Move~ | €) Reply % Replyall > Forward | 3] Moveto: v | & unread/Read B3~ B~ earch People B VY-

<
v Favorites Other ByDate v 1 Policy Violation Notification
Inbox 2 v Today

Carol Brown
M Jedical D

Sent ltems

v

proofpoint-pps@
Drafts Policy Violation Notil

PM

o0
88

Deleted Items %
PTOOfDOiﬂI Email DLP blocks the V. Yesteniay Our secure e-mail gateway has detected a DLP policy violation in the message with the following subject:
delivery of the message due to v carol@sigma-demo.com MiciosoR Viva
DLP violation and sends back a iy 2 Yo st cmnl T oM
: . Drafts
notification message to Carol “

"My project file"

Your message did not reach its intended recipient, and is currently under review. Please refer to our company's policies to review the guide
Sent ltems

Deleted Items If you believe this is in error or if you have any questions, please contact our support team at 'support@sigma-demo.com'.
Archive
SigmaDemo Compliance Team
> Conversation History
Junk Email
Outbox
RSS Feeds

Search Folders

v Groups l

You have not joined any groups.



proofpoint. Modernize DLP

ANALYST VIEW

Jack Bauer

DLP Analyst e

Then, at the SOC...

+ Jack is monitoring for data
exfiltrations that may have
occurred.
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END-USER VIEW

P Proofpoint Analytics Console X +

€ > 0 =

Jack Bauer
DLP Analyst

+ Jack is in the Proofpoint
Information Protection
console to view the top risky
users. He sees Carol Brown at
the top and drills in for details

proofpoint. Analytics

Dashboard

Most Risky Users

jnorm

pdewes

jrequena
jwyrostek@pfpt-d

echaves@pfpt-dem

Most Used Websites for Upload

15 12

mail.google.com drive.google.com

9 9

www.dropbox.com www.proofpoint.com

Q & ® 8§ 0 = © O @

Q_ Search users, endpoints, etc. in the last 7 days ‘:— 0 e ;Igﬁ,'é.?; =

Last 7 Days Select Widgets

Most File Exfiltrations by Destination... ©: £

Applicatio...

credentialuibrok.
Web File U...

Web Browsi...
=

itmsaasbundle
itmsaasbundle-3

itmsaasbundle-3
msedge

msedgewebview2 Applicatio

mspaint

officec2rclient Web File S...

powershell

searchhost
Copy to US...

MITRE ATT&CK® - SaaS Analysis (O Recent Cloud File Activities

12 =
1.9K 1.2K
Total file activities Sensitive file activities

99 21/29
Tactics Techniques Alerts

attack.mitre.org View Activities






