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Proofpoint Data Security & Posture Test Drive:

Proofpoint Data Security & Posture Test Drive is a fully hosted environment, providing all you need
to experience how you can defend your data and stop insider threats with Proofpoint Data Security &
Posture. Test Drive can be helpful if you have strict change controls, or no access to test machines
as Proofpoint will provide the endpoints fully configured for you.

What Are the Outcomes?

After running through the Test Drive, you will have a
better understanding as to how Proofpoint Data
Security & Posture can accelerate your DLP or insider
threat program. Additionally, we can assist you in
documenting your findings, for you to share internally
with your teams.

What will Test Drive Provide

Test Drive provides a quick and easy way to gain hands-
on experience with Data Security & Posture products.
Proofpoint will provide you with the following:
e Two virtual machines and logins to simulate the
user’s actions
e AProofpoint Data Security & Posture SaaS
environment to investigate the user’s actions
e Aworkbook with exercises to demonstrate
multiple use cases. Some examples include:
1. Malicious insider trying to exfiltrate
sensitive data
2. Careless user not being careful with
sensitive data
3. Compromised user (phishing attack)
losing data to an attacker
4. Compromised user (Telephone Oriented
Attack Delivery (TOAD) example) losing
data to an attacker
5. Careless user mishandling data in GenAl
applications
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What’s Needed from You?

We ask that you commit your Security or DLP analysts’
time to run through the exercises in the workbook. The
VM’s will be available for 2 weeks to perform the
workbook exercises before meeting with your
Proofpoint account team to share your feedback on the
Test Drive experience.

Customer Testimonial

“The fact that Proofpoint thought to offer and put this
together for customers is a game changer. No one else
is doing this... It has saved us so much time getting into
the testing phase of this project.”

— Security Architect, Fortune 500 shipping company

About Proofpoint Data Security
& Posture

Data doesn’t lose itself. People lose it. Careless users
mishandle it. Malicious users walk out the door with it.
And compromised user accounts are hijacked to steal
it. Transform your data security program with an
adaptive, human-centric approach that identifies and
mitigates risks before they result in a data breach.
Investigate insider threats and prevent data loss across
cloud services, email and endpoints.

Proofpoint, Inc. is a leading cybersecurity and compliance company that protects organizations’ greatest assets and biggest risks: their people. With an integrated suite of cloud-
based solutions, Proofpoint helps companies around the world stop targeted threats, safeguard their data, and make their users more resilient against cyber attacks. Leading
organizations of all sizes, including 75 percent of the Fortune 100, rely on Proofpoint for people-centric security and compliance solutions that mitigate their most critical risks
across email, the cloud, social media, and the web. More information is available at www.proofpoint.com.

©Proofpoint, Inc. Proofpoint is a trademark of Proofpoint, Inc. in the United States and other countries. All other trademarks contained herein are property of their respective

owners. Proofpoint.com


http://www.proofpoint.com/

