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Akamai in Numbers

Unmatched Visibility We see over 1,056TB of data every day

Global Scale Over 4200 PoPs in 130+ countries

Security Focused Recognized leader in cybersecurity

Trusted Partner Supporting leading brands for over 25 years
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attacks

Application & API Security

App & API Protector

API Security Malware Protection API Security

Client-Side Protection and Compliance

Brand Protector

Bot Manager

Content Protector Account Protector

Prolexic
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Data breach loT Security TeCh N |Ca|

Legacy systems DDOS Attacks
JaerEy Regulatory Compliance

API Security App Dependency
APTS Cloud Security Inadequate Incident Response
Shadow IT Supply Chain Attacks
Ransomware MOSt Zero-day vulnerabilities
Common
| .\ Cybersecurity
Audits o Brand reputation

Business Continuity

Data Privacy B\ Challenges/g

Third-party risks

., Regulatory Compliance
Risk management J \\\g g ry p

| TalenteHEE Weak authentication
Demonstrating ROI

Budget constraints

BUSi neSS Costornran Aligning security with business goals



Cloud Challenges

O

Identity &

Misconfiguration Supply chain & Modern Attacks
& poor service exploits techniques
governance

Access risks

Emerging
Threats



Security that
adapts,
protects,
and persists

—

Today’s Reality Ideal State:

Flat networks (VPCs) Segmented
Security groups (NSGs/ASGs) Smart controls

Fragmented visibility Secured automatically

(Clouds/OnPrem/K8s/Paas..)
@kamai
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Clouds:
Simplicity or Complexity ?




Clouds introduce a wide landscape

https://landscape.cncf.io/

Cloud Native Landscape v0.9.3
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Traditional cloud networking topology
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How modern applications are built?

( . é? - Web front

YR AP W
Web front| r__J
° l e

'] Service Layer

Evolutions

Monolithic Service A Service B Service C

app
Distributed Cache
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Our Solution:
Akamai Guardicore Segmentation




What is microsegmentation and why does it matter?

Before with Traditional Firewalls After Akamai Guardicore Segmentation
(" )
Data Center Cloud Data Center Cloud

A

»

HEBEE &8 ad

Physical firewall Virtual firewall Software-based policies based on finer-grained attributes
appliances creating appliances creating (e.g., process, user, fully-qualified domain name)
network choke points network choke points S )

It doesn’t replace your firewalls — it closes the gaps between them.
Gkamai



What is microsegmentation
and why does it matter?

Microsegmentation is the
practice of creating fine-
grained security policies that
control how individual
workloads, applications, and
devices communicate —
regardless of their location of
underlying infrastructure.

It doesn’t replace your firewalls —
it closes the gaps between them.

@kamai
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Benefits if Software-Based Approach vs
Infrastructure Approach

* No infrastrcuture changes required and no application
downtime.

* Faster Time-to-value

* Less resources required to deploy and manage
« Significantly lower costs

» Process-Level visibility and enforcement

» Infrastructure Agnostic and Broad OS Coverage

y oS Google Cloud o (
vmware )UbUﬂtU 3 .o:ge . °COF€OS =:?'= o'C‘JEF?EHI\TEHIFT

|
A Azure & amaxon. - ORACLE
docker @ e Cloud ) redhat. ((\

kubernetes

debian



Security steps




- l | - - n n [ | _ e - .
% % % ot % = " o= o= & a L Y ) . "
b s ® g " G m = ®mE = x g g " = 4 "y
% v 0w u L w3 omomoxoa g JFoa W g
s %% % % % osomoEoE o oa g JoEoa . "
u n L ] L L] L] ]

L’ “ [} b l. .. '- = : : .. " .l -. n .l .. - - [ ] -

* . . [ s u = LA ™ L™ [ ] L]

m = ® = L] [ [ ]
“ ‘. -. .- - .- L] L ] - [ ] -. .. n - .. L [ ] bl [ ] =
b, . e % s " L o= = = = g S " & ., . L.
* “ . - s " " = = = g L . . LI L] ~
* . - . " = = = = g " a " L] [ ] L ]
‘. “ - . 5 = " LI . LI L L
* o % v s L . .
*
. @
* =
'*. '0 4 vpclsn2function1-function-app {?
‘e

o * 9 Internet sources

,, vpclsnipaasi-geagentlesscloud001
‘e @ vpclsn2functiontstoragel
. —

—
vpc2sn5function1-function-app

e
T vpclsn3clil

vpclsnisrvl

=

Y
vpc2sn5functionistoragel Storage

vpc2snéclil AzureCloud

o
L!

vpc2sndsrvl

a’
10.0.0.0/8
0
) K8s-Cluster: Linode K8s
192.168.0.0/16

&

Internet destinations

Discover all connections

No matter where the assets seat and the type of
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Questions?
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