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Authentic security

Workstation Security Assessment 
Migrate to Windows 11 and secure your new
standard configuration

Support for Windows 10 ends in October 2025. Without patches, workstations become easy targets for attackers. Our
assessment identifies vulnerabilities in your Windows 11 environment and helps you secure your new image

A comprehensive assessment designed to identify vulnerabilities on your workstations. Our approach simulates
different attackers: physical, network, user, social engineering, and administrator, in order to detect and fix weaknesses
before they can be exploited.

Objectives

Detect vulnerabilities
related to various threats

Strengthen the security
posture of the new image

Preparing the new
Windows 11 configuration

Reduce the risks of malware,
ransomware, and data leaks

Scope of the analysis
Basic Windows

components Third-party software Antivirus/EDR
configurations

Perimeter
protections

Data Leak Prevention
(DLP)

Methodology
Configuration assessment

Vulnerability discovery
Comparison of the configuration with the CIS baseline

Impact demonstration
Complete report and recommendations

Deliverables
Executive summary: synthesis of results and

dashboard for decision-makers
Technical report: detailed technical findings of

discovered weaknesses
CIS Baseline: comparison of the configuration

against CIS control points

Key areas of the assessment
BIOS & Encryption

configuration
Disk encryption &

DMA
Windows

configuration
Advanced features (PPL,

AppLocker, Credential
Guard)

Third-party software
configuration

Protocols & network
filtering Privilege escalation Secret extraction Web/email

filtering Antivirus / EDR



Level Description

Evaluation options

Price (CHF)Windows
core

3rd
party AV/EDR Perimetric DLP

Lite Basic configuration
review

✅ ❌ ❌ ❌ ❌ 6'000

Standard In-depth vulnerability
analysis

✅ ✅ ❌ ❌ ❌ 9'000

Comprehensive Complete security
posture assessment

✅ ✅ ✅ ✅ ✅ 12'000 - 15'000

20+ years of
experience in
penetration

testing

Over 400
assessments
conducted
annually

Largest pentest team in
French-speaking

Switzerland

Recognized
contributions to

DEFCON, GitHub,
Insomni’hack

Local expertise with
an international

scope
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Evaluation options

All levels include a final presentation of results and tailored recommendations.

Support for Windows 10 ends on
October 14, 2025.

Anticipate threats. Have your workstations evaluated now and prepare
for a smooth transition.


