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Stay on top of vulnerabilities to patch them before attackers exploit them

Vulnerability monitoring is at the heart of the activity of our
CERT (Computer Emergency Response Team). Qualified
experts are watching components of your information sys-
tem on a daily basis. In the event of a discovered vulnera-
bility on a product, our team will provide you with the latest
official corrective if already published, if not they will imme-
diately offer appropriate countermeasures.

Vulnerability Intelligence Watch is a vulnerability monitoring
service offered by Orange Cyberdefense.

It allows you to be informed about the vulnerabilities impact-
ing your information systems in real-time and keeps you up
to date on the patches to be applied.

Identify your vulnerabilities continuously
Prioritize your scope of actions

Implement the appropriate recommendations

A few figures:

16 000

security vulnerabilities were discovered in 2018.

80%

of attacks exploit a vulnerability in the
various IT systems.

25%

of the new vulnerabilities detected are patched
within a month. 75% of vulnerabilities are patched
up to 8 months later.

Source : MITRE, Ponemon Institute

Our experts discover your vulnerabilities and qualify them
before to share with you a comprehensive bulletin describ-
ing the vulnerability, the impacts and the correction.

Our intelligence-led approach enables us to share with you
additional context: Is there an exploit for this vulnerabili-

ty? Has this exploit been used into the wild? What are the
impacts of this vulnerability? How to protect against the vul-
nerability waiting for the official corrective to be published?

In order to help you prioritize your remediation actions each
vulnerability scoring can take into account your specific
situation and the scoring will change according to the level
of criticality of this asset for your activity.

Your teams are notified of vulnerability reports according
to the frequency, format and level of urgency defined.

This support allows you to focus your preventive and cor-
rective actions on what is most important to implement.




Find out more on how to eliminate weaknesses:

Service features

Alerts: you receive notifications via email and texts in the
event of major campaigns.

Human Analysis: our experts check the sources for
each vulnerability that concerns you. A vulnerability
report is provided by our experts including impact
analyses.

A unified portal with other CERT-services
(anti cyber crime, cyber surveillance, etc).

The process

Configuration Detection Analysis Publication Remediation
Key benefits:
= Flexible configuration of users and perimeters = Vulnerability notifications are directly usable by

= Areal-time tool for monitoring your vulnerabilities

your operational teams

and their remediation = 5000+ products under monitoring

= Contextualized information, the criticality given is =  You buy into 18 years of expertise and a database
valued according to the risk and impact on your with more than 35,000 vulnerability notices
business

Additional services:

Co-management portal: Daily security press review:
real-time interface to configure be informed of the latest news
and follow your vulnerability regarding cybersecurity
management

Build a safer digital society
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CERT experts are available for
questions concerning the
monitoring of your perimeter

www.orangecyberdefense.com




