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FROM MURDER CASE 
TO VERDICT



Orange Restricted

3

PODCAST: ´Death in the youth center´

During the chilling night of October 8 to 9, 1993, a tragic incident shook the Eltie youth center in 
Houthalen. Mark Bos, a young soldier, lost his life during an 18th birthday party. Perpetrated by 
uninvited youngsters from the notorious mining district of Meulenberg, known for its violence and 
criminal activities, the impact of this event reverberated far beyond its immediate context.
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Solwaster, 1993
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Three pillars 

of digital 

transformation
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Three pillars of digital transformation
1. E-inclusion

1. E-inclusion
Don´t leave us 

behind
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Three pillars of digital transformation 
1. E-inclusion

https://www.security.org/how-secure-is-my-
password/

https://www.security.org/how-secure-is-my-password/
https://www.security.org/how-secure-is-my-password/
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Three pillars of digital transformation 
2. Reduce debt

2. Reduce debt
Clean up your mess

1. E-inclusion
Don´t leave us 

behind
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Three pillars of digital transformation 
2. Reduce debt
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Three pillars of digital transformation 
2. Reduce debt



Orange Restricted

12

Three pillars of digital transformation 
2. Reduce debt

Stable foundation Unconcerned By design
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Three pillars of digital transformation 
2. Reduce debt

Stable foundation: clean up your mess! 
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Three pillars of digital transformation 
2. Reduce debt

Transform the ‘Digital Vlaamse Koterij’  
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Three pillars of digital transformation 
3. Innovate smart

2. Reduce debt
Clean up your mess

1. E-inclusion
Don´t leave us 

behind

3. Innovate 
smart

Embrace the end-
user
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Three pillars of digital transformation
3. Innovate smart

Don't let technology steer innovation. 
Instead, prioritize a deep understanding of the 

client’s needs 
and think outside the box 

to find solutions 

based on technology. 
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Three pillars of digital transformation
3. Innovate smart
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Three pillars of digital transformation
3. Innovate smart
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Three pillars of digital transformation

2. Reduce debt
Clean up your mess

1. E-inclusion
Don´t leave us 

behind

3. Innovate 
smart

Embrace the end-
user

….. BUT 
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Three pillars of digital transformation
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▪ First problems detected: night of December 5
▪ Attack started days before: November 24
▪ Claimed by Play Ransomware group: December 11
▪ Amount of stolen data: 557 GB
▪ Deadline to pay: December 19
▪ Removed from website: December 17
▪ Ransom paid?

Play (also Play Ransomware or PlayCrypt)
a hacker group responsible for ransomware extortion attacks 
on companies and governmental institutions. The group 
emerged in 2022 and attacked targets in the United States, 
Brazil, Argentina, Germany, Belgium and Switzerland. Security 
experts suspect that the group has links to Russia, since the 
encryption techniques used are similar to those used by other 
russian-linked ransomware groups such as Hive and 
Nokoyawa.[5]

The name "play" comes from the ".play" file extension that the 
group uses to encrypt their victims' data, leaving a message 
containing the word "PLAY" and an email address.[2]

From Wikipedia, the free encyclopedia

https://en.wikipedia.org/wiki/Hacker_group
https://en.wikipedia.org/wiki/Ransomware
https://en.wikipedia.org/wiki/Encryption
https://en.wikipedia.org/wiki/Hive_(ransomware)
https://en.wikipedia.org/w/index.php?title=Nokoyawa&action=edit&redlink=1
https://en.wikipedia.org/wiki/Play_(hacker_group)#cite_note-5
https://en.wikipedia.org/wiki/File_extension
https://en.wikipedia.org/wiki/Play_(hacker_group)#cite_note-Cyberscoop-2
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Mnd 12/12/2022 12:03
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Confidential24

Hay Youri, what´s 
up?

Stijn, I´m afraid I have 
some bad news. 

Tell me

Stad Genk is on a hackers 
target list with Leuven, 

Hasselt and Diest.

ma 12 dec. 17:26

ma 12 dec. 17:26

ma 12 dec. 17:26

ma 12 dec. 17:26

Euh … thanks for the 
call.

ma 12 dec. 17:27

Mnd 12/12/2022 14:18

Mnd 12/12/2022 17:26
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Mnd 12/12/2022 
18:35

Trusted partnership with 
specialized service provider

Mnd 12/12/2022 19:11

Mnd 12/12/2022 14:18, Missed call Youri

Mnd 12/12/2022 17:26, Conversation with Youri
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▪ Communication and collaboration 

▪ New Microsoft Teams channel for collaboration 

▪ New email group to exchange info with partners

▪ One Single Point of Contact, to manage crisis, to be decisive

▪ Print-out of list with contact numbers of stakeholders 

✓ Check patching level Active Directory Domain Controllers and upgrade if required 

✓ Check patching level Exchange server and upgrade if required 

✓ Check version antivirus 

✓ Disable comprimised accounts 

✓ Blocking suspected IPs

✓ Power off PCs with VPN Fortinet Client

✓ Check backups and seperate these from LAN

✓ Restict VPN access only from Belgium 

✓ Check the creation of recent group policies

✓ Check logging , check alerts 

✓ Check *.RAR on date 

✓ Check tooling: WinSCP (file transfer) , WinRAR (compression), 

SystemBC (proxy and remote admin tool)
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How to build a stronger shield against cyber threats?
Focus: detect threats and act fast

Why?

▪ Increased immediate risk of severe cyber attack

▪ Passive monitoring during business hours 
- Hackers don´t work 9 to 5

▪ Importance of the services of cities and municipalities

▪ Cyber security requires specific and specialized knowledge 
- Who has found the “sheep with five feet”? 

- Skills shortage: war for talent. 
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“Make sure that 
you have a back-
up.” 

Translation….
Make sure you have a backup strategy in place so you 

can recover your data and systems. 

So .. image backups separated from the network which 

can be easily restored.  

How to build a stronger shield against cyber threats?
Focus: detect threats and act fast
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How to build a stronger shield against cyber threats?
Focus: detect threats and act fast

Solution: XDR MicroSoc 

A Managed Threat Detection service based on extended detection and 

response (XTR) covering endpoint, network, and used-identity-based 

threats. The Security Operations Center detects and responds to 

threats 24/7. 

User-Identity

XDR

Firewall Endpoint User-Identity

Platform

Monthly
reporting

Incident 
Response

NotificationThreat Analysis
& Investigation
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How to build a stronger shield against cyber threats?
Focus: detect threats and act fast

Solution: XDR MicroSoc 

User-Identity

XDR

Orange Cyberdefense Security Navigator Report 2021

Network

Account anomalies

Malware

System anomalies

System policy violations

Social engineering

Firewall

Endpoint

User-Identity
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How to build a stronger shield against cyber threats?
Focus: detect threats and act fast

Solution: XDR MicroSoc 

User-Identity

▪ Demo solution was set up in less than three days
▪ Included 120 of the most critical endpoints
▪ Passive monitoring to active monitoring 24-7x7
▪ Provided peace of mind for Christmas holidays

▪ Currently: 1200 end-points monitored 
▪ Included in service: Computer Security Incident Response Team (CSIRT) 
▪ Continuous focus on security improvements
▪ Small steps make a huge difference 
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24/01/2020 | 27773 
10/04/2021 | 8077

21/06/2021 | 195346

23/09/2022 | 34724
12/12/2022 | 24677

24/11/2022 | 19547

06/04/2023 | 14805

5/12/2022 | 538190
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Human 

behavior 

and curiosity
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Phishing and 

internet fraud
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v
Holistic platform coaching 
360 workflow-driven & 
essential cybersecurity skills

Behavioral Risk ScoreTM

predicts likelihood of cyber 
incidents
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▪ Two factor authentication (2FA) 

▪ Security Awareness Training (phished.io)

▪ Strong password policy (incl. tips to set smart 
passwords) 

▪ Cyber Risk Insurance 

▪ Geo-locking

▪ Restrictions on Local Admin Accounts

▪ Cross-functional team to continuously improve 
security, step by step 

▪ Back-ups, patching, vulnerability management

▪ Specialized partners (war for talent) 

▪ Business Continuity Plan 
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▪ How can cities and municipalities 
be better armed against cyber crime?

The question is….. 

▪ How do we prevent a future digital 
murder? 

▪ Is structural change required in the 
way (digital) services are  delivered? 
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Stijn Schepers 
CDO, City of Genk

https://www.linkedin.com/in/stijnschepers/
 

Thank You

https://www.hbvl.be/cnt/dmf20230303_94028887

https://www.linkedin.com/in/stijnschepers/
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Great sources 
of information

E-inclusion 
https://digitall.be/

https://digitall.be/
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Great sources 
of information

E-inclusion 
https://www.mediawijs.be/nl/onderzoek/baromete
r-digitale-inclusie

https://www.mediawijs.be/nl/onderzoek/barometer-digitale-inclusie
https://www.mediawijs.be/nl/onderzoek/barometer-digitale-inclusie
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Great sources 
of information

Cyber Security 
https://www.vvsg.be/bestuur/innovatie-en-
digitale-transformatie/cyberveiligheid#Toolkit

https://www.vvsg.be/bestuur/innovatie-en-digitale-transformatie/cyberveiligheid#Toolkit
https://www.vvsg.be/bestuur/innovatie-en-digitale-transformatie/cyberveiligheid#Toolkit
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