ecurity Cloud Platform

4+ Secure connectivity that's
ready for anything

+ C Jan Lundberg | Solution Architect Sweden )




Agenda:

e Short Intro to Netskope Security Cloud
Platform

e Demo
o Netskope Private Access
o Client Internet Access with CASB



The Netskope Security Cloud Platform

Cloud-native security on a single platform for every user & every device - regardless of location
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Figure 1: Magic Quadrant for Security Service Edge
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Secure Access to SaaS, laaS, Web, and Private, Delivered through a SASE
Architecture using the Netskope SSE Platform

Unmanaged Users
(BYOD, 3rd party)

“ Clientless (IDP)

Work From

Anywhere Users
Netskope Client

Cloud Explicit
Proxy

Offices IPSec/GRE Tunnel
Secure Forwarder
Proxy Chaining
SD WAN integration

Explicit Proxy
NS Client
oW netskope

Security—as-a service

o /‘ ? C(é:

Netskope

Security Cloud Platform =y, Data
Center

wrivate Apps ! l ]

4

Network-as-a-service



RANCISCO

NGELES

World-class NewEdge global coverage today

More locations with full compute SSE services — at the edge, closer to users — than any other SASE vendor

STOCKHOLM
WARSAW T * Today powered by data planes in 68 regions; no reliance on
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One platform. One goal. One MASSIVE Zero Trust Engine.
s
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Netskope reads and understands the transmitted JSON instructions. We talk the

g_loud talk.

APPLICATION

DEVER

NGFW AppID - First 2000 bytes

AJAX | JSON | XML
Encoded

PRESENTATION

SESSION

Protocol Validation
IPS - Signature Based Detection

TRANSPORT

NETWORK

DATA LINK

Firewalls

PHYSICAL




Business Driven Zero Trust in Real Time

App App Risk URL Activity User Risk

& B0i17 P SEESA Instance Rating Category Controls Rating fhreat
Q T
@ 2, L OO Q) # | d

] : 80 Contextual:

Managed Company Upload Threat Intel oglfgvva

Pat Smith | WeTransfer High Risk Cloud Share AV Coach
Accounting @ Drive O rating Storage Create Behaviour & Sandbox LPRIe,
: @ Post Anomaly IPS ’ Encrypt
roggednas | Personal/ anctioned | oo || Breadinof 130+ Togin | Tracking UEBA Legal Hold
privatemail.com BYOD UnSanctioned 40K+ Apps categories Dozens (UEBA) CTE Quarantine

Vulnerability

Real-time, Customizable

Device Managed / Unmanaged User Coaching

Targeted Threat Activities

Geolocation Risk
Attack Target ‘\p netskope
RISK Violation!
U Se r You are anempllng to Login Attempt at a HIGH BISK SaaS aqpllcalil?n »
Ri [3 k User Controls follow the data g‘iﬂﬁlﬁum?‘iﬁf 3:;? ﬁ,’!&?&ﬁfﬁ’;ﬂiﬁiﬁ Zlﬁjulﬂ?;;ti R
Behavior .
Data Source Data Behavior
hreat Intel
g_at: Compliance Geolocation
IS

Policy: TCO-[CASB]-Internet-RISK-SCORE--HIGH

Data Classification
This window will auto-close in 50 seconds

Vulnerability

Maturity

STOP Proceed
App
Risk Financial Viability

Netskope provides CONTEXT-driven Conditional Controls



kope Private Access ==
e Internet Access with CASB



NPA: Connect to an Application Private Apps

in Public Cloud

licrosoft

ml Vv
Hl Azure

Remote Users

Netskope
Netskope Security Cloud Wbsrices
th ‘& RS0
X.Confluence

) Private Apps
Publisher  in Corporate Data Centel

‘\D @—

1Y ORACLE
Offices Legend: @8 Netskope Client Netskope Publisher ° " DATABASE

Guacamole

# netskope Server 10




ZTNA with Netskope Private Access

S

< Policies

41

42

43

44

AWS_My Guacamole RProxy Browser Access [RProxy_Guacamole ] None

AWS_My_Guacamole jlundberg@netskor 7 [My_Guacamole ] None
jan@fam-
lundberg.se

AWS _CloudExchange IT Sec [Cloud_Exchange] None

Windows
Client

Managed

AWS_www_myip_com via NPA Client [www.myip.com] None

Allow

Allow

Allow

Allow

Netskope provides CONTEXT-driven Conditional Controls




Netskope Private Access

Unmanaged Users Security—as-a service

(BYOD, 3rd party) .
Web Google Drive
@ /" SaaS
Clientless (IDP Instance:
( : > ‘\p Netskope
Work F SaaS | _
o Netskope pstance: |
Anywhere Users : pany
Netskope Client Security Cloud Platform S,
- Instance:
Cloud Explicit Company 3
2O . Instance:
Private Apps Fommmny A
12 .o
Offices IPSec/GRE Tunnel
Secure Forwarder
Proxy Chaining .
SD WAN integration Network-as-a-service

Explicit Proxy
NS Client

oW netskope



Zero Trust aligned with Your Business Needs

3.1  Allow for sanctioned google instanc
es

3.2  Block for unsanctioned google insta
nces

3.3  UNSANCTIONED CLOUD STORAG
E WITH LOW or MEDIUM RISK SC
ORE

App Instance

3.4  Blocked activity to HIGH Risk Cloud

HTTP Header storage

Any

Any

Any

Any

Google

Drive:GDriveNetskope,
Google Gmail:Netskope

Post, Send, Upload

Google Drive, Google Gmail

Post, Send, Upload

Cloud

Download, Up
Attempt

Low, Medium

Cloud Storage

Download, Upload, Lo
Attempt

Unknown, Poor

POPITOPP a Alert
POPITOPP O Block
Upload Activity Denied
_None_ o' UserAlert

& demofolder - Google Drive X+

—~ C @& drive.google 1JIAYsqZfEQ3Ibs_4ISOu4WgKyT87dxnu

Drive Q sok pa Drive

Min enhet > demofolder ~ 2 0

A°netskope

Upload activity Denied

»[@ Minenhet
[0

2, Delas med mig

Datorer

ol

You are about to Upload secretfile1 xt to Google Drive .
@® Senaste This is not an allowed activity!
Yr Stjiarnmarkt

& Lagring

This window will auto-close in 43 seconds

|
[ Papperskorg }
|
|
|

STOP

T R T —

F4 mer lagringsutrymme /|

Slapp filer har
eller Klicka pa knappen Nyt

0 byte av 15 GB anvands

Netskope provides CONTEXT-driven Conditional Controls



Zero Trust aligned with Your Business Needs

N i 3.1  Allow for sanctioned google instanc
es

< Policies

3.2  Block for unsanctioned google insta
nces

Behavior

3.3  UNSANCTIONED CLOUD STORAG
E WITH LOW or MEDIUM RISK SC
ORE

App Instance

3.4  Blocked activity to HIGH Risk Cloud

HTTP Header storage

Any

Any

Any

Any

Google POPITOPP a Alert
Drive:GDriveNetskope,
Google Gmail:Netskope

Post, Send, Upload

Google Drive, Google Gmail POPITOPP O Block
Upload Activity Denied
Post, Send, Upload

None 2! User Alert
Activity To Poor Applicat...

Cloud Storage

Download, Upload, Login
Attempt

« netskope

RISK Violation!

‘WeTransfer

Send files, move i
with WeTransfq

Cloud Storage

Download, Upload, L
Attempt

This window will auto-close in 50 seconds
Unknown, Poor

sTop Proceed

K

Netskope provides CONTEXT-driven Conditional Controls




Application instance, log example SLACK:

22 APPLICATION

Application: Slack
Instance Name: Netskope #'

Instance ID: netskope

aTCgoTy: Collaboration
URL: netskope.slack.com/api/chat.postM 8¢
CcCl:82
CCL: high

Activity: Post

Website: Slack

Object Type: Message

AppSession ID: 7481586213762061037
Domain: netskope.slack.com

Page: netskope.slack.com

Category: Collaboration

Other Category: Technology, Collaboration

Netskope provides CONTEXT-driven Conditional Controls

22 APPLICATION

Application: Slack

Instance Name: DemoTenantSlack /'
Instance Tags: Untagged

App Category: Collaboration

URL: demo-tenant-slack.slack.com/api/chat.postMessage
cc82 @

CCL: high

Activity: Post

Website: Slack

Object Type: Message

AppSession ID: 7481586213762061037
Domain: demo-tenant-slack.slack.com
Page: demo-tenant-slack.slack.com
Category: Collaboration

Other Category: Technology, Collaboration

Application: Slack
Instance Name: TRBS /'

Instance ID: trbs-se

URL: trbs-se.slack.com/api/chat.postMessage
CcCl:82 £

CCL: high

Activity: Post

Website: Slack

Object Type: Message

AppSession ID: 7481586213762061037
Domain: trbs-se.slack.com

Page: trbs-se.slack.com

Category: Collaboration

Other Category: Technology, Collaboration



10 Critical Use Cases Covered by Netskope

+ All within ONE Centralised Platform & Management Console

(1 N O N O/ O \06\

.
i, p
@ © Fa v
/- SemdB g -
e < JICL At — o'te
Protect Against Control Sensitive Visibility & Control Control Access & Zero Trust Network Access
Advanced Threats Data Propagation Over Shadow IT Coach Users
Stop threa e they get to Understand the cc er Control e&ris hased Conditional Provide a
the endpoint actions in rele At SaaS, laaS, and Private A| warnings without exposin
Sandb & | Download
» Sandboxing & Browser Isolation @ Y ~ D o
» Cloud IPS -m——— Q
v Insi STOP!
» Phi SfIWI:ﬂS Ids rRTar;E C?FIT?W e @ _’_>'A Nathan GDrive (Personal) You are trying to UPLOAD files to Dropbox.
> RIS 9 T 0 User Risk Rating: App Risk Rating: Click HERE to go to OneDrive, or enter a
\ isk Score & Intel Sharing j 1893/1000 justification below to proceed to Dmpboxj

eﬂnm
J

i %
O . 0 N @ N O/

= —
= 19 B &
= =
) @ v 3
Provide Secure Access to Secure Internet Breakouts, Track SaaS & laaS Digital Experience Integrate with & Facilitate
BYOD & 3rd Parties & WAN Orchestration Standards Compliance Management (DEM) Intel Sharing b/w Vendors
Real-tim 5S Orchestrate your ¢ Continu f your End-to-end @ Ensure your ve ecosystem
controls in a cf anner your internet breakouts la V e S apps ( age issues works togethe
D —x— ." \ ~ @ 31’?& poor performan® @ mimecast Bl Microsoft aws ‘
\So\a\e/»(& /ﬁ\r—/_ ‘ ) 5 e a.<:r OJlraw N \'\;Q
d@h o ® m’/ ¢ S 2 NIST \‘//\/V:g; - a now. RAPIDE) <o
j \ ’ j \ j \ S j \Vmware‘ aruba okta

\
N




S netskope

Thank You!

Propose calls to action:

@ Review independent reports from Analysts

: such as Gartner and IDC
SASE Summit Sweden A
. Schedule time with your OCD team to discuss
Special Guest speaker I TE E ouiricy
from the FBI
© Plan a follow-up session with Netskope for a
+ demo and deep-dive in the solution
May 16, 2023
Stockholm O Sign up for the SASE FBI DAY May 16
Orange

N netskope Cyberdefense




