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Security Maturity For All 
Ages
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Attackers only need to 
be right once,
defenders need to be 
right all the time.
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Attackers need to be 
right every time,
defenders need to be 
right once.
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David Bianco’s Pyramid of Pain

TTPs

Tools

Network/Host

Domain Names

IP Addresses

Hash Values

Tough!

Challenging

Annoying

Simple

Easy

Trivial
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Pyramid of Pain
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Purple Teaming
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Foothold Persistence Discovery Lateral 
Movement

Expanding 
Access Impact

Attack Plan Execution

Red Team : Complete the Attack
Blue Team : Flatten the timeline

Collaborate during the attack phase.
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Shorter
Calmer
Iterative
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Stop scaring 
your defenders.
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Help your team turn 
response into instinct.
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orangecyberdefense.com

Leon Jacobs / @leonjza

Thank You

http://www.orangecyberdefense.com/

